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Company Information
CPR Tools, Inc.

905 Industrial Bivd.
LaBelle, FL 33935

Tel: 863-674-0120

Fax: 863-674-0066
Email: info@cprtools.net
Web: www.cprtools.net

CPR Tools has been a leader in the field of data recovery for nearly three decades. In meeting
the needs of our own data recovery technicians and in our role as educators to the industry,
CPR Tools has developed tools designed to simplify and automate tasks in the data recovery
lab. PSIClone™ is such a tool.

Designed for use in the field or the lab, PSIClone™ will provide years of consistent and reliable
service.

Trademark Disclaimer

All referenced trademarks, product names and company names or logos cited herein are the
property of their respective owners. These include, but are not limited to Microsoft®,
Windows®, and Windows XP® which are registered trademarks of Microsoft Corporation in the
United States, other countries, or both and ‘Recover My Files’ and ‘Mount Image’ which are
registered trademarks of GetData Pty, Ltd.
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Limited Warranty Statement

CPR Tools, Inc. products are warranted by CPR Tools, Inc. against manufacturing defects in
material and workmanship under normal use for one (1) year from the date of purchase from
CPR Tools, Inc. or its authorized re-sellers. To receive warranty service, users must register
their products at http://www.cprtools.net/.

EXCEPT AS PROVIDED HEREIN, CPR TOOLS, INC. MAKES NO EXPRESS WARRANTIES AND ANY
IMPLIED WARRANTIES, INCLUDING THOSE OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, ARE LIMITED IN DURATION OF THE WRITTEN LIMITED WARRANTIES
CONTAINED HEREIN. EXCEPT AS PROVIDED HEREIN, CPR TOOLS, INC. SHALL HAVE NO
LIABILITY OR RESPONSIBILITY TO CUSTOMER OR ANY OTHER PERSON OR ENTITY WITH
RESPECT TO ANY LIABILITY, LOSS OR DAMAGE CAUSED DIRECTLY OR INDIRECTLY BY USE OR
PERFORMANCE OF THE PRODUCT OR ARISING OUT OF ANY BREACH OF THIS WARRANTY,
INCLUDING, BUT NOT LIMITED TO, ANY DAMAGES RESULTING FROM LOST OR CORRUPTED
DATA, INCONVENIENCE, LOSS OF TIME, PROPERTY, REVENUE, OR PROFIT OR ANY INDIRECT,
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, EVEN IF CPR TOOLS, INC. HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Some states do not allow the limitations on how long an implied warranty lasts or the exclusion
of incidental or consequential damages, so the above limitations or exclusions may not apply to
you.

In the event of a product defect during the warranty period, obtain return approval from CPR
Tools, Inc. prior to product return. CPR Tools, Inc. will, at its option, unless otherwise provided
by law: (a) correct the defect by product repair without charge for parts or labor; (b) replace
the product with one of the same or similar design. All replaced parts and products, and
products on which a refund is made, become the property of CPR Tools, Inc. New or
reconditioned products may be used in the performance of warranty service. Repaired or
replaced products are warranted for the remainder of the original warranty period. You will be
charged for repair or replacement of the product made after the expiration of the warranty
period.

This warranty does not cover: (a) damage or failure caused by or attributable to acts of God,
abuse, accident, misuse, improper or abnormal usage, failure to follow instructions, improper
installation or maintenance, alteration, lightning or other incidence of excess voltage or current;
(b) any repairs other than those provided by CPR Tools, Inc. or its authorized representatives;
(c) consumables such as fuses or batteries; (d) cosmetic damage; (e) transportation, shipping
or insurance costs; or (f) costs of product removal, installation, set-up service adjustment or
reinstallation.

This warranty gives you specific legal rights, and may also have other rights which vary from
state to state. Terms are subject to change at any time. See company policies at
www.cprtools.net for latest warranty information. Optional extended warranty coverage for
select products is available for purchase from CPR Tools, Inc.

Users may purchase extended warranties online at www.cprtools.net.
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Introduction

Congratulations on your purchase of PSIClone™ from CPR Tools. PSIClone™ was developed by
CPR Tools’ engineers in answer to our own data recovery lab technicians’ requests, PSIClone™
is packed with useful features which make it a unique product.

Designed with forensic data integrity in mind, a primary feature of PSIClone™ is that the user is
unable to write to the ‘source’ side of the device (Side A). This built in ‘Write Protect’ feature is
one of the advanced features that your new PSIClone™ contains.

While PSIClone™ is primarily a drive-to-drive cloning and imaging device, it stands out from
other such devices because, unlike others in this category, PSIClone™ can be used to ‘clear’
data in accordance with NIST 800-88* specifications to ensure complete destruction of personal
information.

The free host utility software, CPR Toolbox™ extends PSIClone™ functionality with features not
found in any package at twice the price. PSIClone™ performs and provides tremendous value.

At CPR Tools we truly believe that data recovery engineers are the best people to design data
recovery tools. If you have any comments, questions or ideas for enhancements or additions to
the functionality of PSIClone™, email (psiclone.support@cprtools.net) or contact us via the
contact form at http://www.cprtools.net.

What’s New in PSIClone™?

Simply put: A LOT!! This exciting new release of PSIClone™ and the CPR Tools Utilities Suite
includes version 5 of the CPR Toolbox™ host companion software. Featuring a new, sleek and
fully redesigned interface, CPR Toolbox™ version 5 extends PSIClone™ functionality with
powerful new recovery tools, including:

e Enhanced Imaging Control

o PSIClone™ now allows for custom filenames when creating image filesets.
e iFirmware™

o Work with hard drive firmware modules

0 AIR: Automatic Identification & Repair
e ADR

o0 Perform advanced data recovery techniques
These features add to the robust list of PSIClone™/CPR Toolbox™ capabilities, which include:
e Compression

o0 PSIClone™ can employ a compression algorithm during the creation of image files.
e The ability to mount a filesystem on a drive connected to PSIClone™

0 USB 2.0 connection to a host system running CPR Toolbox™ required.

o0 In this mode, PSIClone™ employs a USB 2.0 Write Block — no write operations are permitted
to drives in Mass Storage Mode while connected to PSIClone™

e Partition Clone

0 Provides the ability to quickly clone a logical partition.
e FastClone

0 Copies only allocated sectors within a detected filesystem.
e eDrive™

o0 Allows for the creation of known errors on drives. This feature is helpful in software or
hardware validation and may be used for training.

e gClone™
o0 Allows cloning of sectors which have been remapped by a drive’s defect mapping mechanism

1 http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_revl.pdf

PSIClone™ User’'s Guide
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Getting Started

Before starting to use your new PSIClone™, take a moment to examine the contents of your
PSIClone™ package.

1 x PSIClone

1 x Documentation/CPR Tools Utilities Suite CD
2 x SATA Data/Power Cables

2 X PATA Data Cables

1 x USB Cable?

1 x AC Power Supply

1 x AC Power Cord

Figure 1 illustrates the entire contents of your PSIClone™ package.

CPRt TOOLS
FEICLOME

PSIClone™ (1) Documentation/CPR Tools Utilities Suite CD (1)

SATA + Power Cables (2) PATA Cables (2) USB Cable (1) AC Power supply & cord (1)
Figure 1 - PSIClone™ Package — Contents

Additional cables and accessories, including many hard drive adapters which extend PSIClone

functionality, may be purchased at www.cprtools.net/store.

2 USB cable provided for use with CPR Toolbox™ and CPR Flash™; USB 2.0 required

ék%cpn TOOLS Page 9 of 141
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Overview

Please take a moment to familiarize yourself with
the device. Notice that PSIClone™ is labeled with a CPR TOOLS

letter ‘A’ on the left, and ‘B’ on the right. s
PSIClone™ permanently write-protects the ‘A’ side :
of the device. This protects your ‘source’ drive by

only allowing writes or erasures to happen on the
‘B’ side of the device.

PSIClone™ is controlled by five buttons, shown in ' il
Figure 2. The red power button is used to power ’
the unit on or off. Upon turning the unit on, the
LCD screen will display ‘CPR Tools — PSIClone’ and
the version number.

Figure 2 - PSIClone Navigation Buttons

Using the four navigation buttons and the 16x2 ]
backlit LCD screen, a user can traverse the menu EATAIOvorace —
structure to instruct PSIClone™ to perform tasks. SATA Interface  ®
We will refer to these buttons as ‘UP’, ‘DOWN’,
‘LEFT" and ‘RIGHT".

PSIClone™ features two (2) PATA and two (2) SATA
ports for Parallel ATA and Serial ATA drives. Figure 3 - PSIClone™, Side A
PSIClone™ is capable of safely powering no more
than two (2) drives simultaneously, one on each
side of PSIClone™ (Side A and Side B). As an

HDD Power

example you cannot place a drive on Side A PATA s EATInterface
and Side A SATA and power them simultaneously. e o SATA el
t
To ensure consistent and safe operation of
PSIClone™, CPR Tools advises powering off HDD Power
PSIClone™ prior to attaching hard drives to either

Side A or Side B. Failure to do this may result in Figure 4 - PSIClone™, Side B
damage to your hard drives or void your
PSIClone™ warranty.

Figure 3 and Figure 4 offer a close-up, labeled view
of ‘Side A’ and ‘Side B’ of PSIClone™.

the HDD power ports on either side A
or B of the PSIClone™ device.

The use of power splitters with
PSIClone™ will void manufacturer’s
warranty for the product and risks
damaging PSIClone™ and attached
drives.

é%cfﬁ' TooLS Page 10 of 141
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Overview (continued)

PSIClone™ Basics

Side A of PSIClone™ will serve as a connection
point for ‘source’ drives only. To preserve forensic
integrity, no write operations are permitted to Side
A.

Conversely, Side B of PSIClone™ will serve as a
connection point for ‘target’ or ‘destination’ drives.

Only drives connected to Side B can be written to
by PSIClone™.

The PSIClone™ menu structure begins with eleven

NOTE: Most PATA drives have
‘master’, ‘slave’ and ‘cable select’
jumper positions printed on the drive
container. PATA drives must be set
to ‘master’ to work consistently
with PSIClone™.

For WD drives which offer a jumper setting
for ‘single’, this is optimal for working with
CPR Tools’ devices.

(11) top level menus. Each of these will be discussed in detail. The top level menus are:

e Clone

e Image

e Format Drive
e Compare

e Bang

e ldentify

e Reset

e Drive Power

¢ MD5 Hash

e Error Handling
e Options

Using PSIClone™ with a PC
System Requirements

To use PSIClone™ with the CPR Toolbox™ or CPR Flash™ utilities, ensure that the host PC

meets the minimum system requirements. These are:

1. Operating System:
e Microsoft® Windows XP® Sp2
e Microsoft® Windows Vista®
¢ Microsoft® Windows 7®
2. USB
e USB 2.0

{ / CPR TOOLS
) epr o0
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PSIClone™ User Interface

PSIClone™ provides a 2 by 16 character LCD and 4 push navigation buttons, positioned in a
diamond configuration: UP, DOWN, RIGHT and LEFT. When the unit is turned on the main menu
is presented. Users may make use of the UP and DOWN navigation buttons to scroll through
menu items and/or options. To select an option, the RIGHT button is used. LEFT button is used
to cancel a selection or action, or to return to the previous menu.

Additionally, the host companion software, CPR Toolbox™ (included with PSIClone™), may be
used to control PSIClone™. See the chapter titled ‘CPR Toolbox™’ for detailed information on
using this utility with PSIClone™.

Figure 5 - PSIClone™ - Navigation buttons

In the menu map for PSIClone™ (Figure 6) and in subsequent ‘menu map’ snippets, an asterisk
(*) is used to denote ‘active’ or ‘selected’ values.

é% CPR TOOLS Page 12 of 141
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I I
|CLONE | IDENTIFY JOPTIONS

[ FROM A PATA |--———-- A PATA N TRANSFER RATE
[E——— |--——- TO B PATA [ A SATA [E——— |--—- AUTO™*

[E——— |--—- TO B SATA [ B PATA [ |--—- UDMA MODE 3
[ FROM A SATA |-——————- B SATA [E—— |--—-- UDMA MODE 2
[E——— |--—- TO B PATA [E——— |--—- UDMA MODE 1
[E——— |--—-- TO B SATA |RESET [ |--—- UDMA MODE 0

| [ A PATA [ |--—- P10

| IMAGE [ A SATA [ BACKLIGHT

- FROM A PATA [ E——— B PATA [ |--——- ON

E——— |--—- TO B PATA [ B SATA [ |--—- OFF

E——— |--—- TO B SATA | [ POWER DOWN

[E——— FROM A SATA IDRIVE POWER [ |--—- AFTER COMPLETE
[ |--—- TO B PATA |-——————- SIDE A [E——— |--——- LEAVE DRIVES ON*
[E——— |--—-- TO B SATA [ J— TURN ON [ POWER ON TIMEOUT

| [ |--——- TURN OFF [ —— |-———- <SELECT TIME IN MS>
| FORMAT DRIVE [ SIDE B [E——— COMMAND TIMEOUT
[ QUICK FORMAT [ [ TURN ON [E——— |--—- <SELECT TIME IN MS>
[E——— COMPLETE FORMAT [ ——— [—— TURN OFF [ FILE SIZE

| | [ |--—- 700 MB

| COMPARE IMD5 HASH [E——— |--—-- 1 GB

|-——————- FROM A PATA S CALCULATE HASH [ |--——- 2 GB*

[E——— |--—- TO B PATA [ ——— J— A PATA [ FILE NAME

E——— |--—- TO B SATA [ [E— A SATA [ [— NAME : IMAGEB IN*
[E——— FROM A SATA |-——————- [—— B PATA [E——— |--—- — <CHOICE>
[ |--—- TO B PATA S [ B SATA [ CMD. DIRECTION
[ |--—- TO B SATA [ VIEW LAST HASH [E——— |--—- FORWARD*
E——— PATTERN | [ |--—- BACKWARD
— - <CHOICES> |ERROR HANDL ING [E——— BUZZER

[ |--—- |--—- TO B PATA  |-—-————- STOP ON ERRORS [ |--—- ENABLED
[ |--—- |--—- TO B SATA  |--—-————- RECOVER ERRORS™* [E——— |--—- DISABLED*
[E——— INCREMENT [ JUMP SIZE ON ERR [E——— SESSION NUMBER
[E—— J— TO B PATA |- |- |---—- <SELECT SIZE> [ |--—- DISPLAY SESSION
|-—————— |--—-- TO B SATA S (- PASS 2 T.0. CNT [ |--—- RESET SESSION
[ INVERSE BITS [E——— |--——- <SELECT TIMEOUT>  |-----——- COMPRESS 10N

[ |--—- TO B PATA S, [ SOFTWARE RESET [E——— |--—- ENABLED
[E——— |--—-- TO B SATA S [ J— TIMEOUT ERROR E——— |--—- DISABLED*

_____ [-----ON DRIVE ERROR | --------RESTORE DEFAULTS
_____ HARDWARE RESET |

|
|
I
|
|
|
|
P B PATA [ |---—- |---—- TIMEOUT ERROR
|
I
|
|
|
I
|

|- PATTERN |-——————]----- |--—-—-—- ON DRIVE ERROR
[ |----- <CHOICES> |- - POWER CYCLE
|-——————————- INCREMENT |-———-——----- |----- TIMEOUT ERROR
|- INVERSE BITS |-~ ]-—--- |-—--- ON DRIVE ERROR
|- RANDOM |-——————] - NUMBER OF PASSES
[ B SATA |-——]---- |--——- 1 PASS
|-——————————- PATTERN |---——]----- |----- 2 PASSES*
|-——————- |-———- <CHOICES> I

|-—————————— INCREMENT

|-—————————— INVERSE BITS

|-——————————- RANDOM

Figure 6 - PSIClone™ Menu Map

(* indicates default value)
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Example: Power on Timeout

The following example is presented to illustrate entering and confirming a PSIClone™ value.
The example uses the PSIClone™ ‘Power on Timeout’ setting; these techniques may be used for
any item which permits user entry of a value.

Where <SELECT TIME IN MS> is shown below, the user may select a value using the navigation
buttons as described in the example titled “Power on Timeout”.

Once a menu option is desired, use the RIGHT navigation button to select the option. Some
menu options may have submenus. Once the user is faced with the final selection of a menu
traversal, the RIGHT navigation button is used again to select and execute the function.

When interacting with a PSIClone™ menu which requires you to select a numeric or
hexadecimal value, remember to use the RIGHT navigation button to move to the rightmost
position so that any choices will be accepted by PSIClone™. When PSIClone™ accepts a value
it will display ‘Configured’ on the LCD to confirm.

‘Power on Timeout’ is part of the ‘Options’ menu tree.

Menu Tree
|
|OPTIONS

|-—————-- TRANSFER RATE The LEFT navigation button can be used at any time to back out a
- [----- AUTO* level of a menu.

|-—--——-- |----- UDMA MODE 3

I """" I """ Bgm mggg i The LEFT navigation button can also be used to cancel a process
N T UDMA MODE O that may be in progress. Depressing the LEFT navigation button
|-—------ |---—-- P10 during a process produces a ‘confirmation’ prompt. If the user
I::::::::?i‘f'f'ﬂgw accepts this prompt, the process is terminated.

I:::::F[a\&éa‘gg\;hl PSIClone™ uses the LCD display to present much information to
I [ AFTER COMPLETE the user, not only about options to be selected, but also about the
|----————- |----- LEAVE DRIVES ON* status of the operation.

| —— POWER ON TIMEOUT
— — <SELECT TIME IN MS>
[E———— COMMAND TIMEOUT
[ T <SELECT TIME IN MS>

|-------- CMD. DIRECTION
|-------- |-—--- FORWARD>*
|-———---- |-—-—-- BACKWARD

|-------- |-—--- DISABLED*
|-———-—--—- SESSION NUMBER
|----—---- |----- DISPLAY SESSION
|-------- |----- RESET SESSION
|--————---- COMPRESSION

|-----—--- |-—-—-- ENABLED
|-——---—-- |----- DISABLED*
|-——----- RESTORE DEFAULTS
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Example: Power on Timeout

To change the ‘Power On Timeout’, scroll through
the top level menus until ‘Settings’ is reached, ]
select it by pressing the RIGHT navigation button. SETT [ HES

‘Transfer Rate’ is shown. Press the DOWN FOWEE OH TIMEOUT
navigation button to display the ‘Power On Timeout’
screen.

Press the RIGHT navigation button to be presented
with the Power On Timeout menu item. The default

value of 20000 milliseconds (ms) is shown. FOWERE OW TIMEOUT
meECS SHEEE

Using the RIGHT arrow to move the cursor right,

advance to any digit shown in the numeric display; PDIJ.IER UH T I HEDUT
the UP and DOWN buttons may now be used to mSECH Elﬂaﬁ
change that digit’s value.

Continue editing values until finished. Once done,

press the RIGHT navigation button to advance the PDI.IJER UH TIHEDUT

cursor to the right, one position at a time until it is " 21
positioned under the last editable value. MaEL: E“aﬁ

One additional press of the RIGHT navigation button

instructs PSIClone™ to ‘accept’ your changes. I:I:IHF [ GUEED
PSIClone™ responds with a confirmation screen.

PSIClone™ User’'s Guide
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PSIClone™ Functions

The menu structure described in Figure 6 is meant to serve as a handy reference. A more in-
depth discussion of each menu item available on your PSIClone™ is presented here.

When scrolling through menus and submenus for which options may be selected, currently
selected values are appended by an asterisk character (*).

Clone
Menu Tree

[ E—— |----- TO B SATA
|
Default: N/A

PSIClone™ defines a ‘clone’ as an exact sector-by-sector copy.

Any drive connected to 'Side A’ can be cloned to a drive connected to ‘Side B’. PSIClone™ uses
the maximum transfer mode supported for the drives unless a different transfer rate was
specifically chosen by the user. Users may select alternate transfer rates in the Options menu.
If the user selects a transfer rate that is not supported by either of the attached drives
PSIClone™ will automatically adjust the rate to the maximum rate supported by both drives.

In order to clone the drive as quickly as possible, PSIClone™ uses an advanced error handling
algorithm which is divided into two passes. The first pass clones all error free sectors and
identifies and reports all problem areas. The second pass revisits problem areas and extracts
each sector of readable data and clones them to the destination. More information can be
found on error handling later in this manual.

Drive A (source) supports up to UDMA 3 and Drive B (destination) supports PIO only;
PSIClone™ will automatically adjust to PIO Mode.

In order to perform a sector-by-sector clone, the destination drive must be at least the
same size or larger than the source drive and must be free of errors. All sectors of the
source drive will be copied to the destination until the last source sector is transferred.

To ensure data integrity and to be certain the destination drive is free of write errors,
CPR Tools recommends running the PSIClone™ Bang function on any drive intended to
be the destination of a cloning operation; after a successful Bang function has been
completed, it is recommended the user run the Compare function against the bang
pattern written to the drive.

l% CPR TOOLS Page 16 of 141
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Image

Menu Tree

| IMAGE

|--—————- FROM A PATA
[ |----- TO B PATA
[, P TO B SATA
[ ———— FROM A SATA
[ |--——- TO B PATA
—— |----- TO B SATA
|

Default: N/A

A drive image is a file or set of files which represent the source drive, including any
filesystem(s) thereon. Imaging utilities vary in their implementations, but all result in a file or

set of files (fileset) which can be restored to create a copy
of the source drive’s data. If an image consists of more
than one file, each component file in the fileset is called an
‘image segment’. PSIClone™ creates filesets which are
comprised of segment files each of which may be 700 MB,

Note:

The 700 MB option is provided to
facilitate copying of image files to
CD media.

1 GB or 2GB.

The size of segment files is user-defined and is configurable under the Options/File Size menu.
By default, this value is set to 2GB.

Creating a drive image with PSIClone™
1. Attach the source drive to Side A of PSIClone™. Ensure that the storage capacity of the
destination drive is larger than that of the source. Attach the destination drive to Side B
of PSIClone™.
a. The destination drive must be formatted by PSIClone™; use the ‘Format Drive’
command to prepare the destination drive to receive the image fileset.
i. The ‘Format Drive’ command is available under the ‘Options’ menu.
2. Set or change the size of each segment of the drive image fileset by using the
PSIClone™ menus. PSIClone™ performs formats using the FAT32 filesystem.
a. The ‘File Size’ setting is located under ‘Options’

3. Navigate to the Image menu.

4. Select source drive location (A PATA or A SATA)

5. Select destination drive location (B PATA or B SATA)

6. Press the right navigation button to initiate the Image process.
PSIClone™ Image Filesets NEICEH
Filesets generated by the PSIClone™ image function are PSIClone™ now permits user-
stored on the destination drive. For each drive image defined filenames for image
session a directory is created on the destination drive in filesets. Manage image fileset
the format ‘Dirxxxxx’ where xxxxx represents an names under Options/File
incrementing number, beginning with 000. Name in the PSIClone™ menus.

Within each fileset folder, fileset segments (individual
files) are created and named in the format “Imagebin.xxx” where xxx represents an
incrementing number beginning with 001.

PSIClone™ image filesets are written to industry standards; reassembly of PSIClone™ image
filesets is able to be accomplished through the use of industry standard tools including the
XCOPY command included with most DOS-like operating systems (if using MS-DOS XCOPY.EXE
or others like it, be sure to use the /b flag which instructs the utility to assume ‘binary’ type
files).

{ )7 CPR TOOLS Page 17 of 141

PSIClone™ User’'s Guide



Cancelling and Resuming an Image

The imaging process may be interrupted and resumed at a later time. If an imaging process
has been cancelled (by pressing the LEFT navigation button) and is re-initiated, PSIClone™
identifies the existing image files and offers to resume the process.

If an image has been cancelled and is re-initiated, the LCD displays:

RESUME IMRAGE?
£ubi0e:  YEEuS

Pressing the RIGHT navigation button will instruct PSIClone™ to resume the imaging process
from the point it was previously interrupted. Pressing the LEFT navigation button will instruct
PSIClone™ to ignore the existing fileset and begin a fresh image fileset.

Restoring From An Image Fileset Which Was Cancelled And Resumed

Reconstructing data from an image fileset which was cancelled and resumed at a later date is
made possible through information contained in the imaging logs which PSIClone™ writes to the

destination drive.
PSIClone Tips:

When PSIClone™ resumes a previously cancelled
image a new incrementally numbered directory is
created. The Imagebin.xxx files written are
continued in the folder created when the image
process is resumed.

As previously discussed, upon initiation of an
image fileset, a directory is created in the
format DIRxXxxxX where Xxxxx is an
incrementing number starting with 00000.
The actual image filesets are written to these
folders; PSIClone™ also writes a log file

(LOG_FILE.txt) in plain text which provides Example: A user initiates the creation of an image
an audit trail of each imaging process. fileset. PSIClone™ creates DIRO0O00O on the target

) o ) ) drive and creates Imagbin.001 through
When working with image filesets which have Imagebin.006 at which point the image process is

been resumed, the section of the log file cancelled. When the image is resumed, PSIClone™
!abeled R_esult_s con_talns |mpo_rtan_t _ creates DIR00001 on the target drive and resumes
information which will be required if an image the humbering of the Imagebin.xxx files, starting
is to be stitched together from the fileset from Imagebin.007.

segments within each DIRxxxxx. The
example below depicts the Results section
from two image fileset log files. The first is from an initial image which was interrupted. The
second is from the resumption of the first image and the completion of the image fileset.

Results Results
Directory: DIRO0001 Directory: DIR00002
Error LBA, Status, Pass: Error LBA, Status, Pass:
Total Errors: 0000000000 Total Errors: 0000000000
Operation Status: Cancelled Operation Status: Resumed From DIR0O0001
Number of Files: 0000000001 Number of Files: 0000000004
First LBA Imaged: 0000000000 First LBA Imaged: 0003763200
Last LBA Imaged: 0003763199 Last LBA Imaged: 0019541087
MD5 Hash: N/A MD5 Hash: N/A
End Date: 09/18/08 End Date: 09/18/08
End Time: 15:00 End Time: 15:06
Initial Image — Cancelled Resumed from Initial Image

Using the information in this section of the resulting log files, the user may determine what files
are required to restore from a series of image filesets. As there are no filename conflicts within
cancelled/resumed image filesets, the contents of the folders may be merged to facilitate
restoring of the image.

PSIClone™ User’'s Guide
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Format Drive
Menu Tree

|

| FORMAT DRIVE

|-------- QUICK FORMAT
|-——----- COMPLETE FORMAT

Default: N/A

The ‘Format Drive’ function will format a drive connected to Side B. Users may select Quick or
Complete Format from the options provided. Selecting ‘Complete Format’ will cause PSIClone™
to first write a pattern of 00 to each sector of the drive before applying a FAT32 file system.

Compare

Menu Tree

|

| COMPARE

|--—————- FROM A PATA

[ — |---—-- TO B PATA

[ |--—-- TO B SATA

PE— FROM A SATA PSIClone™ Tips:

P — |----- TO B PATA =
—— |----- TO B SATA i
T PATTERN PSIClone™ performs compare operations on a
_____________ <CHOICES> ‘ ’ [

I ________ I _____ crote B oATA byte-by-byte’ basis.
—— |-———- |--—-- TO B SATA

|--—————- INCREMENT

[ —— |----- TO B PATA

P — |----- TO B SATA

—— INVERSE BITS

P |----- TO B PATA

P E— TO B SATA

|

Default: N/A

The compare command is used to:

1. Compare a drive attached to Side A of the PSIClone™ to a drive attached to Side B of
the PSIClone. This is used for validating the results of a clone.

2. Compare a drive to any ‘bang’ pattern (other than random). This is used to validate
that the selected pattern was written.

PSIClone™ User’'s Guide
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Bang
Menu Tree

Default: N/A

This erases all user-addressable sectors, writing one of many different patterns to the drive:

e Pattern — The user can select any hexadecimal byte pattern to be used in the process.

¢ Increment — An incrementing word pattern is used for each word written to the device.
The pattern repeats after 65536 words as it rolls over from FFFFh to 0000h.

e Inverse Bit — Writes an inverting bit pattern to consecutive locations on the drive.

¢ Random — A new 16 bit random number is generated for each word location.

Identify
Menu Tree

I
| IDENTIFY

Default: N/A

Selecting ‘lIdentify’ executes the ATA ldentify Device command. If a drive is connected and
responds to the command, the following data will be displayed on the LCD:

e Model Name

e Serial Number

e Firmware Revision

e ATA Specification Version Supported
¢ Maximum UDMA Mode

¢ Maximum PIO Mode

¢ Maximum LBA

Use the UP and DOWN navigation buttons to scroll through the returned results.

PSIClone™ User’'s Guide
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Reset

Menu Tree
|RESET
|-—————-- A PATA
[ A SATA
|-—==———- B PATA
|---—-—--- B SATA
|

Default: N/A

Selecting ‘Reset’ performs a hardware reset on the selected drive. This function does not

execute any ATA commands.

Drive Power
Menu Tree

I
IDRIVE POWER

[ E—— |--——- TURN OFF
|
Default: N/A

PSIClone™ controls the power applied to any attached drives. By using this function, the user

may power up or power down drives connected to either ‘Side’ of the PSIClone™.

If the user initiates a PSIClone™ function which requires attached drive(s) to be powered,
PSIClone™ will automatically initiate ‘power on’ sequences to each of the required drives.

m

PSIClone™ is capable of safely powering no more than
two (2) drives simultaneously, one on each side of
PSIClone™ (Side A and Side B). As an example you
cannot place a drive on Side A PATA and Side A SATA
and power them simultaneously.

\ _?7 CPR TOOLS
[/ cerooL
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MD5 Hash

Menu Tree

|

|[MD5 HASH

[ —— CALCULATE HASH
[——— |-——-- A PATA
|-—==———- |----- A SATA

[ E—— |--——- B PATA

[ — |-——-- B SATA

Default: N/A

PSIClone™ is able to calculate an MD5 hash for any attached drive. Unlike other handheld
devices, ‘on the fly’ generation of an MD5 hash for any attached drive does not affect
PSIClone™ performance and will not impact the time to complete an operation. The
‘View Last Hash’ submenu item may be used to display the last hash calculated by PSIClone™.
Once calculated, the MD5 hash may be displayed by navigating to the ‘View Last Hash’ menu.

Error Handling
Menu Tree

I
IERROR HANDLING
[[E——— STOP ON ERRORS
[E———— RECOVER ERRORS*
[— JUMP SIZE ON ERR
r— — <SELECT SIZE>
[— PASS 2 T.0. CNT
T — <SELECT TIMEOUT>
|----- SOFTWARE RESET
— — TIMEOUT ERROR
— [— ON DRIVE ERROR
[E— |--——- HARDWARE RESET
— [E— TIMEOUT ERROR
— [— ON DRIVE ERROR
[— POWER CYCLE
— [— TIMEOUT ERROR
— [— ON DRIVE ERROR
[— NUMBER OF PASSES
— [E— 1 PASS
— [— 2 PASSES*

Default: Recover Errors

Stop On Errors

Selecting this option will cause PSIClone™ to terminate a command upon encountering an
error. A ‘FAILED’ message, as well as the LBA attempted when the error occurred, is displayed
on the PSIClone™ LCD screen.

Recover Errors [default]

Users may configure how PSIClone™ reacts to errors it may encounter when reading from or
writing to a hard drive.

PSIClone™ Tips:

In order to take full advantage of the Error Handling features built into PSIClone™,
CPR Tools recommends a thorough review of each of the submenu options within
Error Handling. These submenu options work intimately with one another.

Modifications within the submenus of the Error Handling structure may affect the
results obtained.

PSIClone™ User’'s Guide
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Recover Errors Options

PSIClone™ may be configured to ‘Recover Errors’. This setting instructs PSIClone™ to flag the
sector in which the error was encountered and to continue with the clone process. Upon
completion of the first pass, PSIClone™ will automatically attempt to clone the flagged sectors,
one at a time.

In general, two types of errors may occur:

1. Timeout Error
o0 A Timeout Error is generated by PSIClone™ when a reply to an issued command
is not returned within the established time threshold.
2. Drive Error
o Drive errors are those that PSIClone™ receives from an attached device in
response to a command.

PSIClone™ handles each of these errors similarly; the difference is the order in which certain
steps are taken.

PSIClone™ can be configured to perform any, all or none of the following steps when a Timeout
Error is generated. The steps are executed in the order listed:

1. Power Cycle
2. Hardware Reset
3. Software Reset

PSIClone™ can be configured to perform any, all or none of the following steps when a Drive
Error is generated. The steps are executed in the order listed:

1. Software Reset
2. Hardware Reset
3. Power Cycle

The ‘Recover Errors’ submenu contains options which allow the user to customize the behavior
of the PSIClone™:

e Jump Size On Error
e Pass2T.0.Cnt

e Software Reset

e Hardware Reset

e Power Cycle

e Number of Passes

Each of the ‘Recover Errors’ sub-options are discussed below.

Page 23 of 141
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Jump Size On Error
Default: 256 LBAs

The value set for Jump Size On Error is used when PSIClone™ encounters a Drive or
Timeout Error on the first pass.

If PSIClone™ encounters an error from a device on first pass, it flags the sector for later
review and proceeds after jumping ahead by this value. The user may change this
decimal value by positioning the cursor under each of the ten (10) digits in turn; once
positioned, the UP and DOWN buttons will increment or decrement the value for that
digit. Valid values range from 1 to 4,294,967,295.

Pass_2 T.0O. Cnt_(Pass 2 timeout count)
Default: 5,000ms (5 seconds)

The value set here will define how long PSIClone™ is configured to wait for a device to
recover from an error and return to ‘ready’ state. This value affects the second pass
only, as the ‘Command Timeout’ setting defines the wait time for pass one.

Software Reset
Default: None

This option, when selected, performs a ‘software reset’ on the drive from which an error
has been reported.

Software Reset may be selected to occur in the case of timeout errors, drive errors, both
timeout and drive errors or neither timeout nor drive errors.

Hardware Reset
Default: Timeout Error/Drive Error (both)

This option, when selected, performs a ‘hardware reset’ on the drive from which an error
has been reported.

Hardware Reset may be selected to occur in the case of timeout errors, drive errors,
both timeout and drive errors or neither timeout nor drive errors.

Power Cycle
Default: None

This option, when selected, performs a ‘power cycle’ on the drive from which an error
has been reported.

Power Cycle may be selected to occur in the case of:

e Timeout Errors
e Drive Errors

PSIClone™ User’'s Guide
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Options
Menu Tree

|
|OPTIONS
[ TRANSFER RATE

|
[ |--—- UDMA MODE 3
[ |--—-- UDMA MODE 2
|--——- UDMA MODE 1
[ |--—- UDMA MODE 0
I

——— P AFTER COMPLETE
E—— [— LEAVE DRIVES ON*
[—— POWER ON TIMEOUT
[ — <SELECT TIME IN MS>
[E———— COMMAND TIMEOUT

— — <SELECT TIME IN MS>
[—— FILE SIZE

[E— J----- NAME : IMAGEB IN*
N [E— J—-—- <CHOICE>
[E— CMD. DIRECTION
JE—— — FORWARD*
JE—— [ BACKWARD

|-——----- SESSION NUMBER
|-------- |----- DISPLAY SESSION
|-------- |----- RESET SESSION
|--———---- COMPRESSION

|-----—--- |-—-—-- ENABLED
|-——---—-- |----- DISABLED*
|-------- RESTORE DEFAULTS

Default: See individual listings below

The user may set options that will aid in the use of PSIClone™. User selected parameters
within the Options menu are stored in non-volatile memory and may be reset to factory
defaults using the ‘Restore Defaults’ submenu item, if desired.
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PSIClone™ Options Submenus

Transfer Rate

Default: Auto
Transfer rate set to the default, ‘Auto’, allows PSIClone™ to use the most efficient
transfer rate for the attached drives.

Select a maximum transfer rate from the available choices: ‘UDMA Mode 3’, ‘UDMA Mode
2’, ‘UDMA Mode 1’, ‘UDMA Mode 0’, ‘PIO’. By setting this value to anything other than
‘auto’, the user is setting an upper limit for transfers. This option is made available to
users in the event the user must force a drive to use a lower transfer rate.

Backlight
Default: On
This setting allows the user to toggle the backlight of the LCD display.

Power Down

Default: ‘Leave drives on’
This setting allows the user to toggle the behavior of PSIClone™ after a clone or Bang
has completed. Select from ‘Leave drives on’ (drives continue to be powered on after
the function has completed) or ‘After Complete’ (drives are powered off after the
function has completed).

Power On Timeout

Default: 20,000ms (20 seconds)
This value defines the maximum time PSIClone™ will wait for a drive to come ready on
power-up. While this value is typically sufficient for healthy drives, users may wish to
increase this value for drives with errors.

This does not mean that every power-up sequence will take the full Power on Timeout
period, as PSIClone™ will continue as soon as a drive comes ready.

Command Timeout

Default: 4,000ms (4 seconds)
This value represents the amount of time PSIClone™ will wait for a reply after issuing a
command. Replies from devices which exceed this value will be considered to have
‘timed-out’.

File Size

Default: 2GB
The value set here is used in conjunction with
the imaging function included with PSIClone™.
The available values are 700 MB, 1 GB and
2GB; the size chosen will define the size of
drive image file segments output by
PSIClone™.

PSIClone Tips: PSIClone™
supports 700MB file segments to
enable transfer of image segment
files to CD media

File Name
Default: IMAGEBIN

User’s may customize the base filename for image file segments. Use the UP and DOWN
navigation keys at each letter position to cycle through letters A through Z and O
through 9 to create an 8 character custom filename, if desired. When the custom name
has been entered, press the RIGHT navigation button. PSIClone™ responds with
CONFIGURED to indicate that the new name has been stored.

{ )7 CPR TOOLS Page 26 of 141

PSIClone™ User’'s Guide



Cmd Direction

Default: Forward
The Cmd Direction (Command direction) setting provides PSIClone™ with instructions to
perform commands either, forward or backward.
Note: Backward direction is available for BANG or CLONE operations only.

Buzzer

Default: Disabled
Enabling this option will cause PSIClone™ to sound an audible alert upon completion of
an action.

Session Number
Default: Not Applicable
Selecting ‘Display Session’ causes PSIClone™ to display the current session ID.

Selecting ‘Reset Session’ from within this submenu will cause PSIClone™ to clear all logs
from the integrated flash memory and reset the numbering scheme for the creation of
image filesets and the directories in which they reside.

Compression

Default: Disabled
Set this to ‘Enabled’ to instruct PSIClone™ to employ a compression algorithm when
creating an image fileset.

Restore Defaults

Default: Not applicable
Users may globally reset all PSIClone™ options to their factory defaults by navigating to
this item and pressing the RIGHT navigation button. PSIClone™ responds with
‘Configured’ when settings have been reset to factory defaults.
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Software:
CPR Tools Utilities Suite

The CPR Tools Utilities Suite is a collection of software designed to work with Hammer™,
PSIClone™, SCSI Hammer™ and other CPR Tools devices. The CPR Tools Utilities Suite
includes:

CPR Toolbox™
e Host utility
CPR Tools Flash Utility + USB Driver
e Software to update firmware
e CPR Tools USB Driver
Firmware
e Latest firmware
Documentation
e Release Notes
e User Guides When available, updates to software,
¢ Specification Sheets firmware and documentation may be
downloaded from
http://www.cprtools.net/downloads.

The next section of this guide will review installation of the CPR Tools Utilities Suite and use of
the host companion software, CPR Toolbox™.

required to upgrade the firmware on PSIClone™ to ensure functionality with the
new version.

The CPR Flash™ utility and new firmware files are included with each CPR Tools
Utilities Suite™ release.
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Working with a Windows XP®, Windows Vista® or Windows 7® Host

The CPR Utilities Suite is a collection of applications designed
to run on Microsoft® Windows XP® SP2, Windows Vista® and :

Windows 7® Operating Systems. PSIClone™ may be CPR Tools host utilities interact
connected to a Windows host computer by USB, using the with PSIClone™ via USB 2.0
cable provided. CPR Toolbox™ not only provides a familiar connections only.

user interface with which PSIClone™ may be used, it offers
extended functionality.

Installing CPR Utilities Suite

The CPR Tools Utilities Suite is included on the CD which _
was shipped with PSIClone™. Install the software by .

inserting the CD into the host system. The CPR Tools The latest updates for the CPR Tools
Utilities Suite installer is packaged as a self-extracting Utilities Suite including CPR
archive. Toolbox™ are always available at

the CPR Tools download page:

begin the installation process. The install process is
guided by the CPR Tools Utilities Suite Setup Wizard.

MR setup - CPR Tools Utilities Suite o ]

Welcome to the CPR Tools Utilities

CPR TOOLS svite Setup wizard

Thiz will install CPR T ools Utilities Suite on your computer,
It iz recommended that vou close all other applications before
continuing.

? Click Mext to continue, or Cancel to exit Setup.

www.cprtools. net

Figure 7 - CPR Tools Utilities Suite Setup Wizard

Click ‘Next’ to continue.
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http://downloads.cprtools.net/

The ‘License Agreement’ screen which follows, is shown in Figure 8.

fild Setup - CPR Tools Utilities Suite

o o]
License Agreement [t
Pleaze read the following important information before continuing. I Q|
e
Pleaze read the following License Agreement. Tou must accept the terms of this
aqreement before cantinuing with the installation.
IMPORTAMT - READ CAREFULLY -

Thiz license statement and limited warranty constitutes a legal agreement ['Licenze
Agreement”’] between pou ["'Licenzee”, either as an individual or a zingle entity) and

CPR TOOLS, IMC., for the software product purchazed ["Software"] of which CPR
TOOLS, IMC. iz the copyright holder.

The 'web Site refemed ta in thiz agreement is httoedAswe cprtools. net.

By INSTALLING, COPYING, OR OTHERWISE USING THE SOFTwWARE, 0L
AGREE TO BE BOUMD BY ALL OF THE TERMS AND CONDITIONS OF THIS j

" | do not accept the agreement

< Back I Hext > I Cancel

Figure 8 - License Agreement

The destination of the installation is user configurable. Users may select the default location or
specify a path on the host.

fid Setup - CPR Tools Utilities Suite

(o
Select Destination Location |
Where should CPR Tools Utilities Suite be installed? Q|
e

‘_J Setup will install CPR T ools Utilities Suite inta the following folder,

To continue, click Mest. IF pou would like to select a different folder, click Erowse.

C:\Program Files\CPFR T ools\CPR Tools Utilities Suit Browse. .. |

At leazt 0.7 MB of free dizk zpace is required.

< Back I MNest > I Cahcel

Figure 9 - Select Destination Location
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By default, the program will install to the system drive (typically ‘C:”) under ‘Program Files\CPR
Tools\CPR Tools Utilities Suite\’. To install to the default location, click ‘Next’.

Users may select a complete installation or customize the installation of CPR Tools Utilities
Suite. Figure 10 depicts the ‘Select Components’ dialog box which allows for customizing the
installation of components.

In this view, ‘Full Installation’ is selected and shown in the drop-down list at the top of the
dialog box. Users may deselect any undesired components by clicking the checkbox beside the
listed component. As CPR Utilities Suite contains documentation, firmware and support files for
PSIClone™, Hammer™ and SCSI Hammer™, ‘Full Installation’ includes firmware and
documentation for both PSIClone™, Hammer™ and SCSI Hammer™.

Users may choose to install only files relating to PSIClone™ by selecting ‘PSIClone Installation’
from the drop-down list provided.

WSetup - CPR Tools Utilities Suite - ||:||5|

Select Components e f
Which components should be installed? I q !

Select the components vou want to install; clear the components you do not wantk ta
ingtall. Click Mext when you are ready to continue.

Full installation

W CPR Toolbox 2000 +4.5.37 + USE DriverFequired) 126MB «
W CPR Tools Flash Uity «d.4.29 + USE DriverFequired) h 4 MB
W' Hammer 7oMB
i ¥ Hammer Documentation 2.2 MB
‘. ¥ Hammer Firmware v4.5.64.20 5.7 MB
W PSIClone 7EME
i ¥ PSIClone Fimware v4.5.C487 5.6 MB
.. ¥ P5IClone Documentation 20MB
M SCSI Hammer 7.ame

Cument selection requires at least 36.9 MB of dizk space.

£ Back I Heut > I Cancel |

Figure 10 - Full Installation - All items are installed

After selecting desired components, click ‘Next’.
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The ‘Select Start Menu Folder’ dialog is presented. The default entry will cause a folder named
‘CPR Tools’ to appear under ‘Start/Programs’. Within this folder, users will have access to all
components selected. If no start menu folder is desired, check the box marked ‘Don’t Create a
Startup Folder’.

fil setup - CPR Tools Utilities Suite =10 x|

Select Start Menu Folder | ——
Where should Setup place the program's shortouts? g

L

il

- Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Mest. IF pou would like to select a different folder, click Erowse.

CPR Ton it Browse. .. |

[~ Don't create a Start Menu falder

< Back I MNest > I Cahcel

Figure 11 - Selecting a Start Menu Folder

Click ‘Next’.
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The ‘Select Additional Tasks’ dialog is presented which offers users the ability to create Desktop
and Quick Launch shortcuts for selected components. Items marked with a checkmark will

generate Desktop and Quick Launch icons; deselect any item for which neither Desktop nor
Quick Launch icons are desired.

Fild Setup - CPR Tools Utilities Suite

o] x|
Select Additional Tasks | m—
Which additional tazkz should be performed? I Q'
1

Select the additional tazks you would like Setup to perform while inzstaling CPR Tools
Utilities Suite then click MNext.

Create Desktop and Quick Launch lcons Far:
¥ CPR Taclbax

¥ CPF Flash

< Back I Hext > I Cancel

Figure 12 - Select Additional Tasks

Click ‘Next’.
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The ‘Ready to Install’ dialog box is presented to confirm all selected components. To change

which components are to be installed, click ‘Back’.

fild Setup - CPR Tools Utilities Suite

=1o) x|
Ready to Install | —
Setup iz now ready bo begin inzstaling CPR Tool: Uhlities Suite on your computer. I &
e

change any sethings.

Chck Install to continue with the inztallation, or click Back if pou want bo review or

D estination location:
C:%Program FilezA\CPR Tools\CPR Toolz Utilities Suite

Setup type:
Full ingtallation

Selected components:
CPR Toolbox 2010 + USE Driver[Required)
CFR Toals Flazh Utility + USE DriverFequired)
Harmmer

Hammer Documentation

Hammer Firrmware
PSIClone

Kl

< Back

Figure 13 - Ready To Install
To proceed with installing the selected components, click ‘Install’.

Installation progress is provided as shown in Figure 14.

fild setup - CPR Tools Utilities Suite

=10 x|
Installing e
Fleaze wait while Setup ingtall: CPR Tools Utilities Suite on your conmputer, I =
Ll

Extracting files. ..

C:hCGACPR Tools Utilities SuiteFirmwareHammer Firmwares3. 7. 5320 Yhammer_20.ace

-

Figure 14 - Installation progress
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The default settings for the installer will cause the ‘Windows Logo Testing’ dialog box to appear.

Software Installation

' "_l., The saoftware you are inzstalling has not pagzed Windows Logo
= tezting ta vernfy itz compatibility with *Windows =F. [Tell me wiy
thiz testing iz impartant. |

Continuing your installation of thiz software may impair
or destabilize the correct operation of your spstem
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
pazzed Windows Logo testing.

LConfinue Anyway

Figure 15 - Windows Logo Testing dialog box.
Click 'Continue Anyway" if this is shown.

Users must click ‘Continue Anyway’ for the required USB driver to be installed.
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When the installer has completed, a confirmation message is displayed.

Wﬁetup - CPR Tools Utilities Suite - ||:||5|

Completing the CPR Tools Utilities

CPR TOOLS Suite Setup wizard

Setup has finished instaling CPR Tools Utilities Suite
an yaur corputer. The application may be launched by
zelecting the installed icons.

Click Finizh to exit Setup.

& on

/ ¥ Launch CFPR Toolbax 2010

www.cprtools.net

Figure 16 - Installation Complete

To exit the installer, click ‘Finish’. If the ‘Launch CPR Toolbox 2010’ box is checked, CPR
Toolbox™ will launch; if the ‘Browse Documentation’ box is checked, a Windows Explorer
window will open to the folder into which documentation was installed. The documentation
subfolder contains useful information, including Release Notes, Spec Sheets and User Guides.

The Release Notes folder provides helpful information about PSIClone™ as well as the
applications installed by CPR Tools Utilities Suite installer, including CPR Flash™ and CPR
Toolbox™.

The Spec Sheets folder includes product specifications for PSIClone™, Hammer™ and SCSI
Hammer™.

The User Guides folder contains PDF versions of user guides for PSIClone™, Hammer™ and
SCSI Hammer™.
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Connecting PSIClone™ to a Host Computer (USB 2.0 required)

After installing CPR Tools Utilities Suite, connect PSIClone™ to the host system via the USB
cable provided.

When the ‘Found New Hardware’ wizard appears, select the radio button labeled ‘No, not this
time’.

Found New Hardware Wizard

Waelcome to the Found New
:4?» Hardware Wizard

Windaws will zearch far current and updated zoftware by
|aoking on vour computer, on the hardware inztallation CO, or an
the "Windows Ipdate "Web site [with your permizzion).

Read our privacy policy

Cat Windows connect ta Windows Update to search for
software?

£ Yes, thiz time only
£ “Yes, now and every time | connect a device
& No, not thiz lime

Click Mest to continue.

< Back I Mewxt = I Cancel

Click ‘Next’

PSIClone™ User’'s Guide
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Select the radio button labeled ‘Install the software automatically (Recommended).

Found Mew Hardware Wizard

5

Thiz wizard helpz you install zoftware for;

PSIClone

Z'\'jl If your hardware came with an installation CD
—i= or Hoppy dizsk. insert it now.

What do pou want the wizard to da?

£ |nstall the software automatically [Recommended}

£ Install from a list or specific location [Advanced)

Click Mest to continue.

< Back I Hewt > I Cancel

Click ‘Next’.
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An alert dialog, shown here, may appear. To continue with driver installation, click ‘Continue

Hardware Installation

Anyway’.

AN

The zoftware you are inztalling for thiz hardware:

FSIClone

has naot pazzed 'Windows Loagao testing to werify ite compatibility
with YWindows =P, [Tell me why this testing iz important. |

Continuing your installation of this software may impair
or destabilize the commect operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
pazzed Windows Logo testing.

Continue Anmway

When the PSIClone™ driver has been installed, Windows will present the ‘Completing the Found
New Hardware’ dialog box. Exit the wizard by clicking ‘Finish’.

Found Mew Hardware Wizard

Completing the Found New
% Hardware Wizard

The wizard haz finished installing the zoftware for;

% PSIClone

Click Finish to cloze the wizard.

< Back

Eanze| |

The host system has been successfully prepared for use with PSIClone™ and CPR Toolbox™.
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Launching CPR Toolbox™

If CPR Toolbox™ was installed using orme st ax
default installer settings, the program 8 e
may be launched from the Windows
Start menu, under Programs/CPR
Tools/CPR Tools Utilities Suite/CPR
Toolbox 2010. The application will A B
discover any CPR Tools’ devices
(PSIClone™, Hammer™, SCSI Hammer™
etc...) which are powered and connected
to the host system. The image below
shows the initial screen when CPR
Toolbox™ is launched with a PSIClone™
powered and attached to the host PC.

P B D 8D el s
mm'mmm'mwmmw

Output
CFR T ooltos 0 HE wd 5 110 Irahakong. [11/70005 17 89 8554
PEICkne 100435 SM: 100435 wd 0S:CADT 111/20409 124346 PM) C

Figure 17 - CPR Toolbox™, Initial Screen

Upon clicking the icon for the attached PSIClone™, CPR Toolbox™ will open the ‘Control Panel’ for the
selected device. This setting may be overridden in the ‘Device Options’ tab within ‘Control Panel’.

This behavior may be changed by deselecting the checkbox under ‘Edit/Preferences

CPR Toolbox™ displays three main panes of information, a toolbar and typical Windows pull-
down menus.
1. The vertical pane at the left of the screen (Labeled ‘A’) lists CPR Tools’ devices and
drives attached to CPR Tools’ devices.
2. The pane at the right of the screen (Labeled ‘B’) is the main display window. This will be
populated, in tabbed format, as toolbar items are clicked.
3. The lower, horizontal pane (Labeled ‘C’) displays output; i.e. logs, success/fail
information, etc...

The pull-down menu structure within CPR Toolbox™ is:

File Edit View Help

e Save Log e Preferences e Toolbars and Docking Windows e PSIClone Help

e Print Log e Sync Device Time o Standard e Hammer Help

e Findin Log o Output e SCSI Hammer Help

e Close o Drive List e Debug Registers

e Exit e Status Bar e Generate Tech Report
e About CPR Toolbox
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The ‘File’ menu:

Edit View Help

H Save Log... Ctrl=5
& | Print Log... Ctrl<P
Find in Log...
Exit

Clicking the ‘File’ menu reveals options displayed above. ‘Save Log’, ‘Print Log’, ‘Close’ and
‘Exit’ are presented as options.

‘Save Log’ will save the output log to a file. The user will be prompted for a location in which to
save the file. Alternately, the key combination CNTRL-S may be used to save the log to a file.

‘Print Log’ will print the output log. Alternately, the key combination CNTRL-P may be used to
print the log.

‘Find in Log...” will present a search facility, enabling the user to search the log for specific
search strings.

‘Close’ becomes available when CPR Toolbox is displaying one or more tabs within its main
window. Clicking ‘Close’ will close the current tab.

Clicking ‘Exit’ will close CPR Toolbox.
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The ‘Edit’ Menu

Preferences

Sync Device Time

Clicking ‘Edit’ reveals two options. Clicking the first, ‘Preferences’, presents the ‘Preferences’
dialog which is depicted in Figure 18.

Preferences

Property Y alue
B General
Perform initial device scan ez
Append to activity log Mo
Auto-launch contral panel e
Fart Protect Mone

El Power Settings

EH On Imtal S5can [apphcation startup]
Power On Mone
Fower OFf [if no drives found] | Both Sides

B On Rescan
FPower On Both Sides
Poweer OFF [if no drives found] | Both Sides

E 0On Cloge [application shutdown]
Power OFF Mone

(] Cancel Defaults | Spply |

Figure 18 - CPR Toolbox™ Preferences

Lﬂ%ﬂ rooLs
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The Preferences box is divided into two (2) sections
labeled General and Power Settings.

General

This section contains options which define how CPR
Toolbox™ will behave upon being launched.

By clicking on each line in turn, a dropdown box will
appear for the value at right.

Perform initial device scan

By default, CPR Toolbox™ will perform a scan for
devices. This may be changed selecting ‘No’ from the
available dropdown box.

Append to activity log
By default, activity logs will be overwritten. To
change this behavior, set this value to ‘Yes’

Auto-launch control panel

By default, CPR Toolbox will launch the ‘Control Panel’
whenever a device is selected. Set this to ‘No’ to alter
this behavior.

Port Protect
By default, no ports are protected from initial scans;

P

Property Walue
EH General
Perform initial device scan Yes -
Append to activity log Ma
Auto-launch control panel e
Port Praotect Hohe

= Fower Settings

E On Imtal Scan [application startup]
FPower On MHone
Fawer OFF [if no drives found] | Both Sides

E 0On Rescan
Power On Both Sides
Power OFf [if no drives found]  Bath Sides

E On Close [application shutdown]

Power OFf MHone

DK Cancel Defaults |

AEply |

Figure 19 - General Preferences

CPR Toolbox™ will attempt to identify all attached drives when a CPR Tools device is powered.

This setting allows for customization of this behavior.
Available options are ‘Side A’, ‘Side B’, ‘Both’ or
‘None’.

Power Settings

This section contains options which define how CPR
Toolbox™ will handle power to ‘Sides’ of the attached
CPR Tools device.

On Initial Scan — Power On

This setting controls which ‘Sides’ of the device will be
powered on initial scan. Available options are ‘Side A
Only’, ‘Side B Only’, ‘Both Sides’ or the default, ‘None’.

On Initial Scan - Power Off (if no drives found)

This setting controls CPR Tools device behavior if a
‘Side’ is powered during an initial scan but no drive(s)
are found. Available options are ‘Side A Only’, ‘Side B
Only’, ‘None’ or the default, ‘Both Sides’.

On Rescan — Power On

This setting controls CPR Tools device behavior when
performing a Rescan. Available options are ‘Side A
Only’, ‘Side B Only’, ‘None’ or the default, ‘Both Sides’.

On Rescan — Power Off (if no drives found)
This setting controls CPR Tools device behavior if a

ﬂ

Property Walue
EH General
Perform initial device scan YVes
Append to activity log Ma
Auto-launch control panel e
Port Protect Hiohe

E Power Settings

E 0On Initial Scan (application startup]
Fower On Mone
Fower OFF [if no drives found] | Both Sides

E 0On Rescan
Power On Both Sides
Fawer OFF [if no drives found] | Both Sides

E On Close [application shutdown]
Power OFf Hohe

DK Cahcel Defaults |

AEEly |

Figure 20 - Power Setting Preferences

‘Side’ is powered during a ‘Rescan’ but no drive(s) are found. Available options are ‘Side A

Only’, ‘Side B Only’, ‘None’ or the default, ‘Both Sides’.
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On Close (application shutdown — Power Off

This setting controls how CPR Toolbox™ interacts with attached CPR Tools devices when the
software is being closed. Available options are ‘Side A Only’, ‘Side B Only’, ‘Both Sides’ or the

default, ‘None’.

For each of the selections in the Preferences dialog,
descriptive text is displayed as a reminder of the
functionality presented Figure 21.

Several buttons appear at the bottom of the
Preferences dialog. Once selections have been made,
the user may click ‘OK’ to apply settings and close the
dialog box. Clicking ‘Cancel’ will close the dialog
without applying changes. Clicking ‘Defaults’ will reload
CPR Toolbox defaults. Clicking ‘Apply’ will apply the
user’s settings and will keep the Preferences dialog
open.

Sync Device Time

-
T

Froperty Yalue
E General
Perform initial device scan Tes
Append to activity log Mo
Aato-launch control panel Tes
Port Protect Mone

E Power Settings
E On Imitial Scan [application startup]

Power On Mohe

Power OFf [if no drives found]  Bath Sides
E On Heszcan

FPower On Both Sides

Fawer OFF [if no drives found] | Both Sides
E On Close [application shutdown]
Power Off Mohe &

Fower OFf
Specifies which sidefz] to power dawn if no drives were found o it

0K Cahcel Defaultsl Apply |

Figure 21 - Text here describes the

setting being changed above

The second option beneath the ‘Edit’ menu is ‘Sync Device Time’. Use this option to update the
selected CPR Tools device to your host system’s date and time. When applied, CPR Toolbox™

presents a message box, depicted in Figure 22.

CPR Toolbox 2010

1 Device Time Updated
Mew Time: Tuesday December 15, 2009 10:29:04 A6

x|

Figure 22 - Successful synchronization of device time
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The ‘View’ Menu

View | Help
| Toolbars and Docking Windows  # Standard The ‘View’ menu allows for customization of
ctatus B — | the CPR Toolbox™ user interface. The top
atils bar Cutput item, ‘Toolbars and Docking Windows’
A provides three (3) sub-choices, all of which
« | Drrive List .
are selected by default. The first,

‘Standard’ allows the user to toggle display
of the standard toolbar.

The second item, will ‘Output’. Deselect this item to hide the lower, horizontal pane. This pane
is labeled ‘C’ in Figure 17 which appears on 40 of this guide.

The ‘Status Bar’ is displayed by default. Deselect ‘Status Bar’ to hide this item.

The ‘Help’ Menu
Online help is available from within this menu by clicking ‘CPR Toolbox Help’. The remaining
options and their functions are:

PSIClone™ / Hammer™ / SCSI Hammer™ /Sledge Hammer™ Help
CPR Toolbox™ provides help files for PSIClone™, Hammer™, SCSI
Hammer™ and Sledge Hammer™ devices.

|

P5IClone Help F1
Hammer Help

SCSIHammer Help

Debug Registers

This option will open a ‘tab’ which displays debug registers for the
Sledgehammer Help selected device. Use this when instructed to by CPR Tools technical
support personnel.

About CPR Toolbox
About CPR Toolbox.., Displays version information for CPR Toolbox™ and its components.

& DDDD

Debug Registers

!
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The CPR Toolbox™ Toolbar

The CPR Toolbox™ software is easily controlled through the convenient button bar at the top of
the main Toolbox window and is depicted in Figure 23.

- -

o 8 | O . 8 Fo

Rescan Cantrol Panel Drive Info Drive Utils Recover Security

| |Lal = 7]

Reporting Save  Print About

Figure 23 — The CPR Toolbox™ button bar

The button bar displays ten (10) buttons, some of which have submenu selections available.
The button bar menu structure is displayed here:

e Rescan
e Control Panel
e Drive Info
o ldentify Drive
o View S.M.A.R.T.
e Drive Utilities
0 Sector Viewer
o eDrive™
o gClone™
0 gRase™
e Recover
o0 Image Restore
o Advanced Recovery 3
o iFirmware™?
0 Mount/Unmount Drive
e Security
o Drive Key*

e Reporting
(sub tabs)
o Jobs®
o Certificates®
o Print Labels®
o Device Log®
0 Alert Settings
e Save
e Print
e About

3 Available as an add-on module
4 Available only to Government and Law Enforcement Officials
5 Used with Hammer™ and SCSI Hammer™

PSIClone™ User’'s Guide
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Il

Rescan

Rescan

Clicking this toolbar button will cause the CPR Toolbox™ to rescan for CPR Tools
devices (e.g. PSIClone™, Hammer™, SCSI Hammer™, etc...). By default,

rescanning for devices will power each side of PSIClone™. This setting can be overridden, as
shown in Figure 20 on page 43 of this guide.

E

Control Panel

Contral Panel | Clicking this toolbar button will launch the Control Panel module. The CPR

Toolbox™ Control Panel module is an interface to many data security and data

recovery functions. The main window contains several sections, all worthy of discussion.

Control Panel options are presented in tabbed format. These include:

e Image

e Clone

e Fast Clone
e Bang

e MDS5 Hash
e Format

e Compare
e HPA

e DCO

e Device Options

Each of the Control Panel tabs provide specific capabilities and will be discussed in detail.
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CPR Toolbox Control Panel

Figure 21 depicts the initial view after clicking the ‘Control Panel’ icon. The ‘Image’ tab is

displayed.

PSIClone 100117 - Control Panel x

l

A Side

A Side; Mot powered
LBA: mia Size: nfa

[esy | [DRDY | [DF/SE][DSC][DRQ|[CORR | [IDX[ERR]

E Side

B Side: Mot powered
LB&: nfa Size: nifa

[BSY | [DRDY | [DF/SE|[DSC] [DRQ | [CORR | [IDX][ERR]

Errar: Source Drive Mok Available, Destination Drive Mot Available.

Image | Clone | Fast Clone | Bang | MDS Hash | Format | Compare | HPA | DCO | Device Options | -
Source Drive (A-Side) Destination Drive (B-Side)
INC' drives present j IND drives present j
Start Sector End Sector
I I Image File Mame
[T Image Partition |<Click checkbox ta searchz j
|mage | Cancell

Figure 21 — Control Panel Initial Screen — CPR Toolbox

Figure 22 depicts the top section of the Control Panel window.

PSIClone 100117 - Conftrol Panel ]

A Side

PATA A WDC WD 100BB-00LIAT
LBA: 13541033 Size: 3 GB

DRDY |[DF/SE|[DSC][DRQ ][ CORR

B Side

FATAB: ST3204104
LBA: 39102336 Size: 12 GE

DRDY | [ DF/SE|[DSC][DRQ ] [CORR

Figure 22 - Control Panel, Top Section — CPR Toolbox

The top section of the control panel provides a visual representation of what drives are
connected to PSIClone™ and provides a quick method for powering down a drive attached to

PSIClone™. The device power indicators, seen in ‘green’ may be used to toggle power to each

side of the PSIClone™ device. Simply click the icon to toggle power off (grey) or on (green).

The left section describes drives connected to Side A, if any. The right section describes drives
The drive interface, manufacturer, model, LBA count and capacity

connected to Side B, if any.
are displayed.
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CPR Toolbox™ provides a color indicator for actions performed or completed. The background
colors for any drives connected to PSIClone™ will indicate the following:

Color Definition
Drive has completed an action without errors
Drive has completed an action with errors
White Drive is either idle or an action on this drive was cancelled by the user
Yellow Drive is currently being acted upon; no errors have been encountered
Red on Yellow | Drive is currently being acted upon; errors have been encountered
Figure 23 - CPR Toolbox Color Codes

Figure 24 depicts a clone action. Note PATA A (source) and PATA B (destination) are colored in
yellow, indicating that these drives are participating in the current action.
P5IClone 100117 - Control Panel x]

A Side
PaTa A WhC WwWD100BE-004LAT
LBA: 19541028 Size: 9GB

[BSY | [DRDY || DF/SE |[DSC |[DRQ | CORR ERR

B Side
PaTa B: ST3204704
LBA: 39102336 Size: 18 GE

[BSY | [DRDY || DF/SE|[DSC|[DRQ ][ CORR ERR

Figure 24 - CPR Toolbox™ color codes indicate current status
The indicator boxes which appear beneath the Side A and Side B sections represent ATA status

register activity when executing a command. These indicators will light green or red, to
indicate activity within the ATA status register. The legend for these indicators is presented

here:
e BSY - device busy NOTE:
e DRDY - device ready All write functions are disabled to Side A of
e DF/SE - device fault/stream error PSIClone™ device.
e DSC - drive seek complete This ‘write blocking’ feature is included to
e DRQ - data request help limit the potential for inadvertently
e CORR — error corrected overwriting source data.

e IDX - index

¢ ERR - last command caused an error
If an error is encountered, the default value of NA which appears under the ERR indicator will
change to reflect, in hexadecimal format, the value of the ATA error register.

Each bit in the ATA error register byte consists of a different error status. Multiple errors can be
combined. Following is a description of each error status and its bit position in the ATA error
register byte:

e Bit 1 (lowest bit): Media Error/Command Timeout

e Bit 2: No Media In Removable Device

e Bit 3: Command Aborted

e Bit 4: Media Change Request

e Bit 5: LBA Address Not Found

e Bit 6: Media Change Detected

e Bit 7: ECC Error/Write Protected

e Bit 8: CRC Error
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Below this section of the Control Panel screen the user will find ten (10) tabs. Each of these
allows for specific drive tasks to be performed.

The ten (10) tabs displayed will be discussed in detail. They are:

e Image

e Clone

e Fast Clone
e Bang

e MDS5 Hash
e Format

e Compare
e HPA

e DCO

e Device Options

Image

The Image tab provides the ability to create a complete disk image from a drive connected to
Side A of the PSIClone™ to a drive connected to Side B of the PSIClone™ device.

A disk image is a computer file or a group of computer files (known as an image fileset)
containing the complete contents and structure of a data storage medium or device, such as a
hard drive, CD or DVD. The term has been generalized to cover any such file, whether
originated from an actual physical storage device or not. As such, a disk image contains all the
information necessary to replicate the structure and layout, as well as the actual contents, of a
storage device, and this is the distinguishing feature between an ordinary backup and a disk
image. A disk image file or fileset is usually created based upon the sectors on the medium,
ignoring its filing system.

PSIClone™ and the CPR Toolbox™ create image filesets. Note:
The size of individual files within an image fileset is The 700 MB option is provided to
defined under the Settings tab of the CPR Toolbox™ and

facilitate copying of image files
may be 700 MB, 1 GB or 2 GB. to CD media.
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The default file size for image files within a fileset is 2 GB. This value may be changed on the
Device Options tab.

Image | Clone | Fast Clone | Bang | MD5 Hash | Format | Compare | HPA | DCO | Device Options | -
Source Drive (A-Side) Destination Drive (B-Side)
|PaTa B: STIZ04104 |
Start Seckor End Sector
Image Filz Name
|c| |19541us?

IMAGEEIN

[ Image Partition |<Click checkbox to search> j

Image | [Eance] |

Figure 25 - The "Image’ Tab

Creating an Image Fileset

To create an image fileset, ensure that the destination drive (Side B) is of sufficient capacity to
contain the image fileset which will be created from the data on Side A. CPR Toolbox™ requires
that the destination drive be formatted using CPR Toolbox. If this is not done prior to initiating
an image, CPR Toolbox™ will prompt the user to format the destination drive before continuing.

Image Partition

CPR Toolbox™ allows for the creation of image filesets from a partition on the source drive. To
enable this feature, check the box marked ‘Image Partition’ and select the partition from which
the image fileset should be created from the dropdown list provided.

Optional Compression

PSIClone™ and CPR Toolbox™ provide the option to compress image filesets as they are
created. Use the PSIClone™ ‘Options/Compression’ submenu or the ‘Device Options’ tab in CPR
Toolbox™ to enable compression. This option is disabled by default.

Image File Name

User’s may elect to change the output file name by
modifying the text shown. Filenames must not exceed
eight (8) characters; an incremental, three digit extension
will be added to the image files created, i.e.
IMAGEBIN.OOO, IMAGEBIN.0O01, etc...

New in this release of CPR
Toolbox: User’'s may now set
custom filenames for image
filesets.
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Once the source and destination drives have been attached to the PSIClone™ device, CPR
Toolbox™ should display the attached drive information as shown in Figure 24. The size of
each individual file within the image fileset is defined in the Options tab of the Control Panel
module of CPR Toolbox.

PSIClone™ will write files of the

selected size to a folder on the RIS S el SIS G Bl
destination drive named DIRXXXXX, without CPR Toolbox™), requires that the destination drive
where xxxxXx is an incremental be formatted using CPR Toolbox™ or a CPR device. CPR
number beginning with 00001. All Toolbox™ and devices format drives using the FAT32

files for the current image fileset will filesystem. Other than CPR Toolbox™ or CPR device

be written to this folder. Files within commands, the destination files system must NOT be

an image fileset are named modified.

IMAGEBIN.xxx, or a custom name if
one has been set by the user where xxx is an incremental number, beginning with 001. A log
file of the imaging process, named LOG_FILE.txt, is also written to the fileset folder.

If the destination drive has not been formatted by CPR Toolbox™ or PSIClone™, a message is
displayed offering to perform a format.

CPR Toolbox 2010 x|
e destination drive is not o

' Destination drive nok Formatted. _SUfﬁCient size to ref:eiv_e the
. Click Ok ko Format, (Al data will be overwritten, ) image, a message is displayed

below the progress bar and

I Cancel | PSIClone™ will display ‘Source
: larger than destination’ on the
device LCD.

Figure 26 - Format Warning

Drive formatting may also be performed using CPR Toolbox™ on the ‘Format’ tab.

Once the destination drive has been formatted, click the ‘Image’ button to initiate creation of
the image.

Top section of Control Panel
PSiClone 100435 - Control Panel x|

[BsY | [DRDY | [DF/SE |[DSC][DRQ | [CORR|[IDX][ERR | [BsY ] [DRDY | [DF/SE][DSC][DRQ |[CORR] [IDX][ERR]

jl=T:s[4 Clone Fast Clone Bang MDS Hash Format Compare Diagnostic HPA  DCO Device Options

Qutput Window
Output

Results: PSIClane 100435, (12/16/09 03:27:01 PM)
. , (SN JUEZIREB) to PATA B: Mastor 2F040L0 [S/M: FIHERD3E].

Statuz: Command Completed with Emar.

Ermror: Mot enough zpace on destination drive.

CEE: OO squ7 21967

Error Blocks: 0 Confirmed Errars: 0

Cutput SR

For Heln_nrecs F1

Figure 27 - Messages displayed if destination drive is of insufficient size
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Figure 28 displays CPR Toolbox™ during the process of creating an image fileset.

PSiClone 100117 - Control Panel X |

A Side E Side
P&TA A WwWDC WD O0BE-004LA1
LBA: 13541033 Size: IGE

[BSY | [DRDY |[ DF/SE |[DSC|[DRQ | [ CORR] [IDX][ ERR]

PATA B: ST3204104
LBA: 33102336 Size: 18 GE

(BSY | [DRDY |[ DF/SE |[DSC|[DRQ | [ CORR | [IDX][ ERR ]|

Image* | Clone | Fast Clone | Bang | MDS Hash | Format | Compare | HPA | DCO | Device Options | -
Source Drive (A-Side) Destination Drive (B-Side)
[PaTa A: WDC WD100BE-00ALAL =] [Fara b sTazmion =]
Start Sector End Sectar
S e Image File Mame
I I IMAGEEIM
[T 1mage Partition I::Click checkbox to searchs j
|mage | Eancell
Ermor Blocks | Confirmed Emors |
u] i]

LBA: 172032 of 19941087 (Pass: 1) | Estimated time remaining: Calculating. ..

1

Figure 28 - Imaging in progress

During the Imaging process, a percentage complete is displayed in |27 Het 2
the drive list, at the left of the screen. B Fsicione 100117 (22%)
=0 PATA & WDC WD 00BE-00ALLAD

=) PATAR: 5T3204102
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When the imaging process completes, CPR Toolbox™ alerts the user and provides an MD5 hash
of the source. If errors are encountered, an MD5 hash will not be calculated. Errors will display
in the output window (horizontal pane at the bottom of the CPR Toolbox™ main window).

PSIClone 100117 - Control Panel x l

B Side

A Side
PATA A WD WDT00BE-00&LIAT
LEA: 19541088 Size: 9 GE

[BSY | [DRDY | DF/SE |[DSC][DRQ | [CORR | [IDX][ERR |

PaTa B 5T3204104,
LB&: 39102336 Size: 18 GE

[BSY | [DRDY | [DF/SE|[DSC| [DRQ | [CORR | [IDX][ERR

Image | Clone | Fast Clone | Bang | MD5S Hash | Format | Compare | HPA | DCO | Device Options | -
Source Drive (A-Side) Destination Drive (B-Side)
[PaTA A: WDC WD100BE-00ALIAL | [PaTa B: 73204108 =]
Start Sector End Sectar
Image File Mame
I . I 19541087 IMAGEBIM
I™ Image Partition |<Click checkbox to search = j
Image | Cancell

Hash value: ESCEAF107DE08607 A7S8EDY2365FFFDO

Figure 29 - Image Complete, CPR Toolbox™ displays MD5 Hash

Cancelling and Resuming an Image

AS with PSIClone™ in stand-alone mode, 5]

CPR Toolbox™ allows for the resumption of
previously cancelled image restoration. If i Resumable image Found.

CPR Toolbox™ detects a resumable image Click"yes" bo resumne image or click "Mo" to skart a new image,
fileset on the destination drive, a
notification is displayed.

Users should familiarize themselves with

PSIClone™ image fileset naming conventions as described previously in this User’s Guide (Page
18).

Clicking ‘Yes’ will instruct CPR Toolbox™ and PSIClone™ to resume the imaging process from
the point at which it was last cancelled. Clicking ‘No’ will instruct CPR Toolbox™ and PSIClone™
to disregard the existing image fileset and to create a new image fileset.
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Clone

The Clone tab of the CPR Toolbox™ is used to create a sector-by-sector copy of a source drive
attached to Side A of the PSIClone™ device to a destination drive attached to Side B of the
PSIClone™ device.

The Clone tab is shown in Figure 30.

PSIClone 100117 - Control Panel x ]

A Side
PATA A WDC WD100BE-00ALAT
LEA: 19541088 Size: 9GB

[BsY | [DRDY | [DF/SE|[DSC][DRQ ][ CORR ] [IDX][ERR]

B Side
PATAB: ST3204104
LB&: 39102336 Size: 18 GE

[BSY | [DRDY | [DF/SE|[D5C][DRQ | [CORR ] [1DX][ERR]

Image Clone | Fast Clone | Bang | MDS Hash | Format | Compare | HPA | DCO | Device Options | -
Source Drive (A-Side) Destination Drive (B-5ide)
PaTa &: WDC WD100BE-00AUAL [PaTaB: sT3204108 =
Start Sector End Sector Start Sector End Sector
i] 19541087 I u] 19541087

[™ Resize destination drive to match source range,

Clone Cancel |

Figure 30 - The Clone Tab
To initiate a clone:

Select source drive on Side A of the PSIClone™ device.

2. Ensure that start and end sectors are listed correctly
3. Select destination drive on Side B
4. Ensure that destination drive is of sufficient capacity

a. If ‘Resize destination drive to match source range’ is selected, PSIClone™ will
cause the destination drive to appear to have the same sector count as the
source drive. This is accomplished by establishing a Host Protected Area (HPA)
on the destination drive.

5. Click ‘Clone’ to begin a sector-by-sector copy of data from Side A to Side B

{ 7 CPR TOOLS Page 55 of 141
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During the Clone process, a progress bar and text information is displayed to indicate cloning
status.

Image Clone* | Fast Clone | Bang | MDS Hash | Format | Compare | HPA | DCO | Device Options | -
Source Drive (A-Side) Destination Drive (B-5ide)
[PATA A: WDC WD100BE-00ALIAL = [PaTa B: STIZ0410A =l
Start Sector End Sectar Start Sector End Sectar
| 0 19541087 | 0 19541087
[T Resize destination drive o match source range.
Clane | Eancell
Errar Blocks | Confirmed Ermors |
u] 1]
LEA; 6305024 of 195941037 (Pass: 1) | Estimated time remaining: 4 minukes
Figure 31 - Clone in progress
When the clone process completes, CPR Toolbox™ displays an MD5 Hash. Success or failure
messages appear in the output window (horizontal pane at the bottom of the screen). If errors
are encountered, CPR Toolbox™ will not calculate an MD5 hash. If the command was run in
reverse, CPR Toolbox™ will not calculate an MD5 hash.
Image Clone | Fast Clone | Bang | MDS Hash | Format | Compare | HPA | DCO | Device Options | -
Source Drive (A-Side) Destination Drive (B-Side)
|PATA A: WDC WD100BE-00AUAL =] [FaTa B: sT3204104 =]
Skart Seckor End Sector Skart Seckor End Seckor
| 0 19541087 | 0 19541087
[ Resize destination drive to match source range.
Clone Cancell
Hash value: ESCEAF 10708086074 75S8E092865FFFD0
Figure 32 - Clone complete, MD5 Hash displayed
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Fast Clone™

FastClone™ is a feature which allows for the copying existing file system(s) from one drive
(Side A) to another (Side B). Fast Clone copies only allocated sectors within a file system. This
method differs from conventional clones which typically perform sector-by-sector copies of an
entire drive without regard for file systems or sector allocations.

The FastClone™ tab is depicted in Figure 33.

PSIClone 100117 - Control Panel ]

A Side B Side
PATA A WDC WD100BE-00ALAY

LBA: 19541088 Size: 9 GB
BSY | [DRDY | [ DF/SE|[DSC][DRQ | [CORR | [IDX|[ERR

PATA B: 5T3204104
LBA: 33102336 Size: 13 GB

[BsY | [DRDY | [DF/SE|[DSC ] [DRQ | [CORR ] [IDX][ERR |

Image | Clone Fast Clone | Bang | MD5 Hash | Format | Compare | HPA | DCO | Device Options | -
Source Drive (A-Side) Destination Drive (B-5ide)
[PaTA &: wDC wD100BE-D0ALAL | [PaTaB: STIZO4104 |
" Clone Filesystem Only Start Sector End Sector
' Clone Entire Partition [~ Forensic Copy I
<Select a clone optionz -
I J [ Resize destination drive ko match source size,
Elane: | Eancell

Figure 33 - FastClone™ tab

Select a Source Drive (Side A) from the drop
down list provided. Next, select from the file
systems discovered by PSIClone™. If ‘Forensic Copy’ is checked, LBA O of the source

drive is not copied. Further, the clone will begin at
LBA O of the destination drive and continue until all
sectors in the source partition have been cloned.
This type of clone will be viewable in a hex editor.

Select ‘Clone Filesystem only’ or ‘Clone Entire
Partition’ by clicking the corresponding radio
button. If ‘Clone Entire Partition’ is selected,
users may choose to make a forensic copy by
checking the box labeled ‘Forensic Copy’. If ‘Forensic Copy’ is NOT checked, LBA O is copied
and the sector mapping of the source drive will be
duplicated on the destination drive. As LBA O will
be copied, the partition table will be intact and
should be viewable to a host operating system.

Select a Destination Drive (Side B) from the
drop down list provided. The start and end
sectors are calculated and displayed on
screen. To resize the destination drive to
match the source range of sectors, check the
box marked ‘Resize destination drive to match source range’. Doing this will create an HPA on
the destination drive.

Click the ‘Clone’ button to initiate the Fast Clone process. A progress bar is displayed while the
Fast Clone process is underway.

Page 57 of 141
PSIClone™ User’'s Guide

)/ cPr1o01s



Bang

Bang is a term used to describe eradication of all data on a drive by overwriting each sector.
PSIClone™ includes an embedded version of CPR Tools’ data eradication utility, BangDisk™.
BangDisk™ complies with NIST 800-88° ‘clear’ specifications.

Using the Bang function within the CPR Toolbox™, a user may eradicate all data on a drive
connected to Side B of the PSIClone™ by overwriting every addressable sector on the drive.

The Bang function allows the user to choose between several
pattern types, including a custom type which may be defined
by the user. Pre-defined Bang types include ‘Random’,
‘Incrementing’, ‘LBA Pattern’ and ‘Inverse Bits’.

NOTE:

LBA Pattern is not available if the
current settings call for the

. . ) ) operation to be run in reverse.
Figure 34 displays the options available when the Bang tab

of the CPR Toolbox™ Control Panel is in focus.

Image | Clone | Fast Clone Bang | MDS Hash | Format | Compare | HPA | DCO | Device Options | -

Source Pattern Destination Drive (B-5ide)

Drive Selection (Side B)

Pattern Type Custom value IP.D.TF\ B: 5T3204104 j

Cu=tom 0x00 j Start Sector End Sectar
| ] 39102335

Bang | Cancel |

Figure 34 - The ‘Bang’ Tab

To create a custom pattern, select ‘Custom’ from the Pattern Type drop down. Select a value
from the list; the selected value will be used to overwrite all sectors on the drive. The ‘Custom
Value’ dropdown is populated with a range of hexadecimal values beginning with 0x00 through
OXFF.

6 http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88 revl.pdf
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Banging a Drive

Once the source pattern has been selected, the user may initiate a Bang of the device by
clicking the button labeled Bang.

Bang progress is displayed in the form of text indicators and a progress bar. Figure 35 shows
the progress of a Bang.

Image | Clone | Fast Clone Bang* | MDS Hash | Format | Compare | HPA | DCO | Device Options | -
Source Pattern Destination Drive (B-Side)
Drive Selection (Side B)
Patkern Type Custom Yalue IP.C\T.D. B: ST32041048 j
Custorn j IDXDD j Start Sector End Sectar
||3 39102335
Brang | Cancell
Eror Blocks | Confimed Errors |
u] 1]
LBA: 1693560 of 39102335 (Pass: 1) | Estimated time remaining: Calculating. ..
Figure 35 - Bang Progress
CPR Toolbox™ will provide status of Sutput

the completed Bang in the output

window.

Bang PATA B: ST32047108 [S/M: BFG2HLMP] with Customn Pattern 0x00.

Fesults: PSICone 100117, [09/3090 04:26:51 PM)
Bang PATA B: ST3204100 [S/M: BFG2HLMPY with Custorn Pattern Dx00.
Statuz: Command Completed.
LBA: 0 of 1954108
Error Blocks: O Confirmed Errors: O

Cutput | Debug |

\ _%7 CPR TOOLS
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MD5 Hash

Using the CPR Toolbox™ MD5 Hash tab, a user may calculate the MD5 Hash of a drive
connected to either side of PSIClone™. This function is useful subsequent to performing a
Clone or having restored an Image fileset. As the calculation of an MD5 Hash does not require
write access to the drives, users may select drives on either Side A or Side B of the device.

By calculating an MD5 Hash of a source drive and comparing that value to the MD5 Hash
calculated on the destination clone or restored image, one may reasonably validate that an
accurate clone or image was successfully created.

To calculate an MD5 Hash, select a drive from the dropdown list and click ‘Calculate’.

Image | Clone | Fast Clone | Bang MDS Hash* | Format | Compare | HPA | DCO | Device Options | -

Destination Drive (A-Side/B-5ide)

[PaTa B: 5T3Z04104 =

Start Sector End Sector
| i | 1954105

[Calzulste | Cancel |

LBA: 415048 of 1954108 (Pass: 1) | Estimated time remaining: Calculating. ..

Figure 36 - Calculating an MD5 Hash
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When complete, CPR Toolbox™ displays the calculated hash beneath the progress bar, as
shown in Figure 37.

PSIClone 100117 - Control Panel x ]

A Side
PaTa A wWDC w1 00BE-00aUA7
LBA: 19541088 Size: 9GE

[BsY | [DRDY | [DE/SE |[DSC][DRQ | [ CORR] [IDX][ERR |

B Side

PATA B: 5T3204104
LBA: 1954109 Size: 954 ME

[BSY | [DRDY | [DF/SE|[DSC ] [DRGQ | [CORR] [IDX][ERR |

Image | Clone | Fast Clone | Bang MDS Hash | Format | Compare | HPA | DCO | Device Options | -

Destination Drive (A-5ide/B-Side)

[FaTA A: WDC WD100BE-00AUAL |
Skart Sectar End Sector
| 0 | 19541037

Calculate | Canzel |

Hash walue: 3COCFADEEFZ2636EF20097E4DDESI3EED

Figure 37 - Completed MD5 Hash Calculation

The calculated hash is displayed in the ‘output’ window (lower horizontal pane) as well as at the
bottom of the MD5 Hash screen.

To save this value for comparison, right-click in the output window and select ‘Save to File’.
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Format
The Format tab provides the facility to perform

a format on a drive connected to Side B of maging wit one™ (with or
PSIClone™. PSIClone™ performs formats using | Without CPR Toolbox™), requires that
the FAT32 file system. the destination drive be formatted
using CPR Toolbox™ or a CPR device.
Use this function prior to initiating an Image CPR Toolbox™ and devices format
process using CPR Toolbox; should an Image drives using the FAT32 filesystem.
be initiated prior to a Format of the destination Other than CPR Toolbox™ or CPR
drive being performed, CPR Toolbox™ will device commands, the destination files
provide a dialog box offering to Format the system must NOT be modified.
destination drive before continuing. PSIClone™

offers both ‘Quick’ and ‘Full’ format options.
When formatting a drive using ‘Full Format’, PSIClone™ will first write 00 to each sector,
effectively erasing all data on the drive; after the writing of 00 to each sector, the FAT32 file
system will be applied.

PSIClone 100117 - Conftrol Panel x

B Side

PATA B: 5T3204704
LBA: 1954109 Size: 954 MB

[BsY] [DRDY | [ DF/SE|[DSC][DRQ ][ CORR |

A Side
PATA A WD C WDT00BE-00&ALLAT
LBA: 19541088 Size: 9 GE

[BSY ] [DRDY | [ DF/SE |[DSC | [DRQ | [ CORR]

Image | Clone | Fast Clone | Bang | MDS Hash  Format | Compare | HPA | DCO | Device Options | -

& Quick Format ¢ Full Format

Format LCancel

Figure 38 - Use 'Format' prior to using ‘Image’
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Compare

The Compare tab of the CPR Toolbox™ is used to compare data from either a pre-defined
pattern or source drive (Side A), to a drive on Side B of PSIClone™. This function is used to
verify the integrity of a Clone or Bang function. Compare may be used to validate any
PSIClone™/CPR Toolbox™ pattern, other than the 'Random Pattern.

Image | Clone | Fast Clone | Bang | MDS Hash | Format Compare | HPA | DCO | Device Options |

Sowurce Drive (A-Side)

Pattern Type Custam Yalue
L stam 000 =l Destination Drive (B-Side)
Compare Type Drive Selection {Side B)
[PaTAB: ST3Z04104 |
IF‘attern -= Side B v|
Start Sector End Sectar
Source Pattern
| 0 1954105
[PATA A: WDC WD 100BE-00ALAL =]
Start Sector End Sectar
| i 1954108
Compare Cancel
Figure 39 - Compare Pattern to Side B
Image | Clone | Fast Clone | Bang | MDS Hash | Format Compare | HPA | DCO | Device Options | -
Source Drive (A-Side)
Pattern Type Custam Value
Cuskom =] ||:|an =l Destination Drive (B-Side)
Compare Type Drive Selection (Side B)
[PaTa B: ST3ZO4104 4
ISidEF\-} Side B "I
Skart Sector End Sectar
Source Pattern
| i 1954108
{PATA A: WDC WD100BE-00ALAL =]
Skark Seckor End Sectaor
| i 1954108

Campare Cancel

Figure 40 - Compare Side A to Side B
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HPA (Host Protected Area)

Host Protected Area, sometimes referred to as ‘Hidden’ Protected Area is an area of a hard
drive that is not visible to an operating system.

The HPA tab allows the user to adjust the Current Max setting of a drive attached to either Side
A or Side B of PSIClone™. The default capacity of a drive is equivalent to that drive’s ‘Native
Max’. Adjusting the Current Max value sets the drive to appear to be smaller than its default
capacity.

Figure 41 depicts the initial HPA Screen.

Image | Clone | Fast Clone | Bang | MDS Hash | Format | Compare  HPA | DCO | Device Options | -
HPA Settings Destination Drive (A-Side/B-Side)

Previous Current Max
| 1954108 [PaTaB: sT3ZO410A |

Mew Current Max Current Max
ol [ 38102335
' Clear Current HPA Mative Max

| 39102335
* all walues are in number of sectors
Set HF'.t'-\l Rescan |

Figure 41 - HPA Settings
The right side of this screen shows the drive currently being examined and both the Current
and Native Max settings for the drive. If no HPA is present, these two values should be equal.

To set an HPA, first select the radio button beside the New Current Max entry box, and enter a
value to be applied as New Current Max. Click the ‘Set HPA’ button to change the value for
Current Max.

Figure 42 depicts the success messages after an HPA has been created.

CPR Toolbox 2010 |

\lj) Successfully set permanent HPS on PATA A: WDC WD1006B-00ALA1L From 19541087 to 1954108,

Figure 42 — Setting an HPA

Clearing an HPA will configure the drive to use the maximum addressable LBA range.
To clear an existing HPA, select the ‘Clear Current HPA’ button.

The ‘HPA’ section of the HPA tab keeps track of the last HPA value set. This is done as a
reference in the event the drive needs to be returned to the state it was in prior to being
manipulated with CPR Toolbox™.

PSIClone™ User’'s Guide
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DCO

Device Configuration Overlay — The DCO
tab provides a wealth of functionality,
allowing the user to switch certain
supported features on or off.

Often, in data recovery scenarios, a drive is
received which may be limited by certain DCO
settings.

Not all drives support DCO. Figure 43
depicts the DCO tab when a drive which
does not support the DCO command set
has been selected. CPR Toolbox displays a
message indicating the lack of DCO Enabling or disabling features may aid in the data
support for the selected drive. recovery effort. The Save/Load functionality is
provided to allow for ‘snapshots’ of DCO settings to
be saved or quickly restored.

Using the editing ability provided within this tab,
recovery technicians may save the initial (or
subsequently changed) DCO status of the drive.

Image | Clone | Fast Clone | Bang | MDS Hash | Format | Compare | HPA DCC | Device Options | -
Source Pattern
Current Max |391E|233 Mulkti-Word DMa 0 & 1 F 2
Security oy CofF | UDMA C oo 102030406 analiog [xs
HP& Suppiork @& om0 OFF | Power-Up In Standby ©on & OFF Ip,qm & WDC WD LO0BE-00AUAL j
48-Bit Support © on & OFF | 5.M.ART. Enable & o O OFF
Force Linit Access ©on & OFF S.M.A.R.T. Error Logging & oy O OFF Mative Max
Skreaming © on & OFF | SMAARLT, Seff-Test & o O OFF [ 39102335
A8 & oy & OFF S.MAR.T. Convevance Self-Test € on 6 oFF
Queusd DMA Con & ofF | S.MAR.T. Selective Self-Test o & OFF Hescanl

Set DCD Clear DCD Fefresh

DCO not supported.,

Save/Load DCO Info

DiZO File: Marmne:

Save | Load

Figure 43 - DCO not supported by drive on Side A

Page 65 of 141
PSIClone™ User’'s Guide

)/ cPr1o01s



Once a drive which supports DCO is selected, the user may proceed in working with DCO.

Image | Clone | Fast Clone | Bang | MDS Hash | Format | Compare | HPA  DCO | Device Options | -
Source Pattern
Current Max |3910233 Multi-ward DMa & o & 1 & 2
Security & on O oFF WMa o ol 102030 455 Destination Drive (A-Side/B-5Side)
HRPA Suppiort @ oN OFF | Power-Up In Standby o & oFF Ip,qT,q E: ST3Z0410% j
45-Bit Suppart oy & OFF | 5.MAR.T.Enable ™ on 0 OFF
Force Uit Sccess on @ oFF 5.M.4.R.T. Error Logaing & oy O OFF Mative: Max
Streaming o OFF | SMART. Sef-Test ™ on 0 OFF | 39102335
B & on 0 OFF | SMART. Convevance Self-Test & on F OFF
Queued DMA,  on & OFF S.MARLT. Selective Self-Test ©oN & oFF He&:anl
SetDCO Clear DCO Refresh
Save/Load DCO Info
DCO File Mame:
Save | Load

DCO Options may be toggled using this screen. Only those
options supported by the attached drives may be changed.
Options not supported, such as ‘S.M.A.R.T Conveyance Self-

Figure 44 - DCO Tab

Test’ in Figure 44, are ‘grayed out’ and unavailable to the

user.

DCO Options are presented using the drive’s current values.

Each of the DCO options will be presented in detail.

DCO Settings
Current Max

This setting allows the user to limit the size of the drive by specifying the number of LBAs which
the drive will report. This is similar to what may be performed using the HPA tab; it should be
noted that an HPA may be set on a drive which has had its Current Max modified via DCO.

H

The ability to edit or change ANY
of the drive functions on this tab is
wholly dependent upon support
provided by the attached drive.

This list defines which drive features are enabled or disabled when toggling available options:

Security

Enables/Disables support for the following commands:
SECURITY SET PASSWORD

SECURITY UNLOCK
SECURITY ERASE PREPARE
SECURITY ERASE UNIT
SECURITY FREEZE LOCK
SECURITY DISABLE PASSWORD

Command set description:
Allows user to lock and unlock drives and perform security erases.

Advantages of disabling:
Prevent inadvertent security erasing or locking of drive.
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HPA Support

Enables/Disables support for the following commands:
e READ NATIVE MAX ADDRESS

e READ NATIVE MAX ADDRESS EXT
e SET NATIVE MAX ADDRESS
e SET NATIVE MAX ADDRESS EXT

Command set description:
Allows user to reduce the reported size of a drive.

Advantages of disabling:
Prevents HPA from being set on a drive.

48 Bit Support

Enables/Disables support for the following commands:
e FLUSH CACHE EXT

e READ DMA EXT
e READ DMA QUEUED EXT

e READ MULTIPLE EXT

e READ NATIVE MAX ADDRESS EXT
e READ SECTOR(S) EXT

e READ VERIFY SECTOR(S) EXT

e SET MAX ADDRESS EXT

e WRITE DMA EXT

e WRITE DMA FUA EXT

e WRITE DMA QUEUED EXT

e WRITE DMA QUEUED FUA EXT

e  WRITE MULTIPLE EXT

e WRITE MULTIPLE FUA EXT

e WRITE SECTOR(S) EXT

Command set description:
These commands allow the user to read, write, and set HPAs on sectors above the
28 bit mark (268435455).

Force Unit Access:

Enables/Disables support for the following commands:
e WRITE DMA FUA EXT
¢ WRITE DMA QUEUED FUA EXT
e WRITE MULTIPLE FUA EXT

Command set description:
These commands force writes to bypass the write cache and instead write directly to
the media. These commands are used for data integrity purposes.

{ )7 CPR TOOLS Page 67 of 141

PSIClone™ User’'s Guide



Streaming:

Enables/Disables support for the following commands:
¢ CONFIGURE STREAM

e READ STREAM EXT

e WRITE STREAM EXT

e READ STREAM DMA EXT
e WRITE STREAM DMA EXT
e READ LOG EXT

e WRITE LOG EXT

Command set description:

These commands are used to time critical data transfers as opposed to data integrity critical
commands. If the command doesn’t complete in the specified amount of time, the command
fails.

Automatic Acoustic Management:

Enables/Disables support for Automatic Acoustic Management

Command set description:
Sets drive to operate at one of three levels:
1. High noise and performance

2. Medium noise and performance
3. Low noise and performance

Queued DMA:
Enables/Disables support for queued 1/0 commands

Command set description:
Allows a host to issue concurrent commands to the same device. The device will queue the
concurrent commands, then process them.

Multi-Word DMA:
Sets the level of support for Multi-Word DMA support.

Command set description:
Multi-Word DMA is a method used to perform 1/O operations in bursts. Changing this value will
change the default level at which the drive will perform these transfers.

Ultra DMA:
Sets the level of support for Ultra DMA transfers.

Ultra DMA is a method used to perform I/O operations in bursts. Changing this value will change the default
level at which the drive will perform these transfers. Ultra DMA transfers are faster than Multi-Word.

Power Up In Standby:

Enables/Disables the ability of a drive to power up in a standby power state.

Command set description:

“Allows devices to be powered-up into the Standby power management state to minimize inrush
current at power-up and to allow the host to sequence the spin-up of devices.

Drive will spin up as soon as a command is sent that requires the drive to access the media.”
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S.M.A.R.T. Enable:
Enables/Disables the S.M.A.R.T. system on the drive.

Advantages of disabling:
Drives that have problems with their S.M.A.R.T. system may perform better if
S.M.A.R.T. is turned off.

S.M.A.R.T. Error Logging:
Enables/Disables the S.M.A.R.T. error logging support on the drive.

Command set description:
The collection and storage of drive health related statistics.

S.M.A.R.T. Self Test:
Enables/Disables a drives ability to perform a S.M.A.R.T. self test.

Command set description:
Causes the drive to perform a test of its health.

S.M.A.R.T. Conveyance Self-Test:
Enables/Disable a drives ability to perform a S.M.A.R.T. conveyance self test.

Command set description:
S.M.A.R.T. test designed to check if any damage occurred between the time the
drive was manufactured and the time it was put into use.

S.M.A.R.T. Selective Self-Test:
Enables/Disables a drives ability to perform a S.M.A.R.T. selective self test.

Command set description:
Similar to a normal Self-Test, but the user can specify specific areas of the drive to
test.

PSIClone™ Tips:
To save DCO Values, click the ‘Save’ button. Once saved, DCO values may be reloaded using
the ‘Load’ button.

This feature is valuable if a user needs to restore a drive to its original state after having made
changes to the DCO.
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Device Options

The Device Options tab provides a method for setting values which affect PSIClone™
functionality. This screen may be used to configure device options and error handling.

Image | Clone | Fast Clone | Bang | MD5S Hash | Format | Compare | HPA | DCO Device Options | -
Device Options Error Handling Options
[™ Power Down On Complete: [ Perform Errar Recovery
[ Run Commands in Reverse
- " Saft Reset Hard Reset Power Cyvcle
E B
nanie Bzzsr [ oOnErrar ¥ on Errar [ onErrar
[ Compress Images [T on Loss of Readiness W On Loss of Readiness [T onLoss of Readiness
Transfer Rate Inutn 'I
Pawer On Timeout {ms) I 20000 Jump Size On Error (sectors) I 256
Pass 1 Crnd Tireout {ms) |4EIDEI ¥ Perform Two Passes
Image Fils Size e - Pass 2 Crnd Timeauk I 5000
Save | Festore Defaults | Hefrmhl
Figure 45 - Device Options tab
Device Options
Device options are set using the left portion of the screen, as shown in Figure 46.
Image | Clone | Fast Clone | Bang | MDS Hash | Format | Compare | HPA | DCO  Device Cptions | -

Device Options Error Handling Options
I Power Dawn On Complete ¥ Perform Error Recovery
[ Run Commands in Reverse
- " Soft Reset Hard Reset Power Cycle
Ei B
napie Buzzer [~ onError ¥ on Error [ onError

r Compress Images

Transfer Rate

I.ﬁ.utn 'I
I 20000
Pass 1 Cmd Timeout {ms) |4EIEID

Image File Size

Power On Timeout {ms)

2GE &

[™ ©n Loss of Readiness

¥ ©n Loss of Readiness

[ ©nLoss of Readiness

Jump Size On Error {sectors) I 56

¥ Perform Two Passes

Pass 2 Cnd Timeout I 5000

Seve | | Restore Defos | Refesh |

Figure 46 - Device Options
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Power Down On Complete
Default: Not selected

Selecting ‘Power Down On Complete’ instructs the device to power off attached drives
after it completes a task.

Run Commands in Reverse
Default: Not Selected

Selecting ‘Run Commands in Reverse’ will instruct PSIClone™ to perform actions in LBA
descending order. The default is to run in ascending LBA order.

Enable Buzzer
Default: Not Selected

Enabling this option will cause PSIClone™ to sound an audible alert upon completion of
an action.

Compress Images
Default: Not Selected

Enabling this option instruct PSIClone™ to employ a compression algorithm when
creating image filesets.

Transfer Rate
Default: Auto

Transfer rate set to the default, ‘Auto’, allows PSIClone™ to use the most efficient
transfer rate for the attached drives.

Power On Timeout (ms)
Default: 20,000

The value set here defines how long PSIClone™ will wait for a response from an
attached drive after supplying power to the side of PSIClone™ to which the drive is
attached.

Pass 1 Timeout (ms)
Default: 4,000ms (4 seconds)

The value set here will define how long PSIClone™ and CPR Toolbox™ are configured to
wait for a device to recover from an error and return to ‘ready’ state. Values from five
hundred milliseconds (¥z second) to sixty thousand milliseconds (60 seconds) are
allowed.

Image File Size
Default: 2GB

The value set here is used in conjunction with the imaging function included with
PSIClone™. The available values are 700 MB, 1 GB and 2GB; the size chosen will define
the size of drive image file segments output by PSIClone™. Note: PSIClone™, Hammer™
and CPR Toolbox™ support 700MB to enable transfer of image segment files to CD
media.
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Error Handling Options

CPR Toolbox™ provides certain user-configurable control over how errors are handled. These
options are displayed on the right side of the ‘Device Options’ tab, as shown in Figure 47.

Image | Clone | Fast Clone | Bang | MDS Hash | Format | Compare | HPA | DCO  Device Options | -

Device Options Error Handling Options

™7 Power Down On Complete [v Perform Error Recovery

™ Run Commands in Reverse

- " Saft Reset ——————— Hard Reset ———— ~Power Cycle
E E
navie Buezsr [~ on Error ¥ onError [~ onError
I Compress Images [ ©n Loss of Readiness W on Loss of Readiness [~ ©on Loss of Readiness
Transfer Rate I.n.uta vl
Paower On Timeaut {ms) I 20000 Jurnp Size On Error (sectors) | 256
Pass 1 Cd Timeout {ms) I 4000 ¥ Perform Two Passes

Image File Size 25E - Pass 2 Cd Timeouk I 5000

cove | Restors Detaits | Retrash |

Figure 47 - Error Handling Options

Selecting ‘Perform Error Recovery’ enables Error Handling options. Each of the sections within
Error Handling Options are worthy of discussion.

Sections titled ‘Soft Reset’, ‘Hard Reset’ and ‘Power Cycle’ are used to select what action, if any,
CPR Toolbox™ and the PSIClone™ device will take upon encountering errors. Checkboxes
marked ‘On Error’ and ‘On Loss of Readiness’ are available in each of these sections and may
be selected to indicate the users’ choice of actions if an error is encountered.

The field labeled ‘Jump Size on Error (sectors)’ is used to define how many sectors should be
skipped over if an error is encountered. This is most useful when used in conjunction with the
‘Perform Two Passes’ checkbox.

If ‘Perform Two Passes’ is checked and an error is encountered on first pass, PSIClone™ flags
the sector for later review and proceeds after jumping ahead by this value. Valid values range
from 1 to 4,294,967,295.

The Pass 2 Timeout (ms)’ field is used to define how long CPR Toolbox™ and PSIClone™ are
configured to wait for a device to recover from an error and return to ‘ready’ state on its second
pass. Values from five hundred milliseconds (¥2 second) to sixty thousand milliseconds (60
seconds) are allowed.

Clicking ‘Restore Defaults’ will reset all CPR Toolbox™ values on this screen to their default
values. Clicking ‘Refresh’ will synchronize the CPR Toolbox™ using values currently present in
PSIClone™. Clicking ‘Save’ will save the new user defaults to NVRAM.
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Drive Info

Clicking Drive Info reveals two (2) submenu choices, Identify Device and View S.M.A.R.T.

@)

Crrive Info
|||||| Identify Device
27 | View SMART.

-

Identify Drive

Clicking this toolbar button will cause the CPR Toolbox™ to issue an ATA ‘ldentify

Device’ command to the selected drive.

Information retrieved is presented as a tabbed

screen in the main section of the CPR Toolbox™. The ‘ldentify Device’ data tab is
depicted in Figure 48. The ‘Save’ button may be used to write this information to a file.

The section of output titled

————— Integrity Word-----

which is presented at the bottom of the output contains a checksum which is used to

verify the accuracy of the data being displayed.

Valid will be displayed.
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ot [l gl i E st e
Flopd foafon gt [ rabiad Vs
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Dicnr ot M Dl Leppated Ve it W
Frppt 'ty (A48 Gramanct gl Ko Fraainet bz
Fa Lopgurnd Wa Eratint Wes
Aheapalin] Pomess ML arcrerd Sufguru Mg E it Wg
Pl alhig My |0k 0 gl Ko [ rubitasd Wy
Pomsm op By Tepporied Ke it Wip
Lt T paiiren gt Ko it Wz
Tk g Ly Tapgrnd Yl Erainet Ko
e it e gltar BE e i o e R [ ot Vi
[T Ty - —
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LR o
vmowsmans  |Erhanced Erase Supported: No
Lip DARE bt Secu'?L I 0
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Gvcs Diesse Dl N Inbegily Signature Oxa5
Do O e [ 1
"‘ Integuity CheckSum OxBF

Figure 48 - Identify Drive

If the checksum validates, the value
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View S.M.A.R.T.

Self-Monitoring, Analysis, and Reporting Technology, or S.M.A.R.T., is a monitoring
system for computer hard disks to detect and report on various indicators of reliability,

in the hope of anticipating failures.

The technical documentation for S.M.A.R.T. is in the AT Attachment standard.’

Clicking the View S.M.A.R.T. button will retrieve and display current S.M.A.R.T. data for
the selected drive. Figure 49 depicts the View S.M.A.R.T. results displayed in a tab of
the main window. Output may be saved by clicking ‘File/Save’ or by pressing CNTRL-S

on the keyboard.

Attribute
Min
Mia
01
0z
03
04
os
o7
0s
o9
o4
0
ai]
1
2
4
5
o]
7

Mame Value Warst Thresh Raw(Hex] Raw(Decimal)
Attribute Checksum PASS PASS PASS 0O00Q0000004 4
Threshold Checksum PASS PASS PasS 0Oo0Qo0ao01cC 28

Raw Read Error 100 100 16 000000000000 i]
Throughput Performance 100 100 50 000000000000 ]

Spin Up Time 136 136 24 000S00F40100 15991053
Skark/stop Count Mumber 100 100 u] 00000000007 S 118
Reallocated Sector Count 100 100 5 000000000000 0

Seek Error Rate 100 100 &7 0O00000a0000 i]

Seek Time Performance 100 100 20 000000000000 ]
Power-Cn Hours Counk 100 100 1] 000000000025 40
Spin-up Retry Counk 100 100 [=11] 0O00Q00a0000 1]

Power Cyile Count 100 100 u] 00000000007 e 118
Power-OFf Retractk Cyile 100 100 =] 0O00000a00F7 119
LoadfUnload Cywele Count 100 100 =] 0000000a00F7 119

HOw& Temperature 137 137 u] 003000170028 1507365
Reallocated Event Count 100 100 0 000000000000 ]

Current Pending Sector Count 100 100 u] 0O00Q00a0000 1]

Cffline Scan Uncorrectable Count 100 100 0 000000000000 ]
UlkraDrMa CRC Errar Rate 200 253 u] 000000000000 i]

Status
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS
PASS:
PASS:

Checksum walid,
Checksum walid,
Walue is normal
Walue is normal
Yalue is normal
Always passes
Walue is normal
Walue is normal
Walue is normal
Always passes
Yalue is normal
Always passes
Walue is normal
Walue is normal
Always passes
Always passes

1 Always passes

Always passes
Blways passes

Figure 49 - View S.M.A.R.T

The first two lines of output in the View S.M.A.R.T. display contain Attribute and
Threshold Checksum values. If the data presented is valid, PASS will be displayed for

these values.
The View S.M.A.R.T. display includes columns of information. These are:

o Attribute: S.M.A.R.T. Attribute as described in the ATA specification
e Name: Canonical meaning of the S.M.A.R.T. attribute
e Value: The current value of the given S.M.A.R.T. attribute

e Worst: Lowest value recorded to date for the selected device for the given

S.M.A.R.T. attribute

e Thresh: Reference value. ‘Value’ should be higher than this reference value for

the attribute to be in a ‘working state’

e Raw (Hex): Vendor specific value for a given S.M.A.R.T. attribute in hexadecimal

format

e Raw (Decimal): Vendor specific value for a given S.M.A.R.T. attribute in decimal

format

e Status: Lists the current status for the attribute. Potential status listings are
PASS or FAIL, followed by additional information. The additional information

listed is dependent upon the type of attribute being monitored by S.M.A.

7 http://www.t13.0rg
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E - . - -
Drive Utils Drive Utilities

Clicking Drive Info reveals four (4) submenu choices, Sector Viewer, eDrive™, gClone™ and

gRase™.
B
Drive Utils R

I i r The gRase™ utility is functional

Ha | Sector Viewer when working with CPR Toolbox™

&  eDrive in conjunction with CPR Tools data
) eradication device, Hammer™
gClone

@] | gRase

Sector Viewer

Beginning with this version of CPR Toolbox™ additional capabilities have been built into the
Sector Viewer. To best describe the functionality of the CPR Toolbox™ Sector Viewer, Figure 50
displays the Sector Viewer, with five (5) distinct sections encircled, labeled A through E.

Drive Selection Mavigation : Drive Information
) PATA A MAXTOR STM32008204 LBA: 2000001 Size: 976 MB *HPA & Serial Number. S0E23REJ
Seek To|
9 PATA B: WOC WD1B00EB-00DAAS LBA: 2000001 Size: 575 ME HPA A seek T HP4 Detected

%] Firstl 4 Plevl b Nextl M Lastl

A [LBA: O Of:_ 2000000 | c
Offset | 1 | 1 | z | 2 | 4 | 5 | [ | 7 | 2 | 3 | i | B © T E F | ASCII Scan Settings
0x00000000 33 cCo  8E DO BC 00 7C  FB S0 07 50 1F FC  BE 1B 7C  3AEDW. |GPOPOGMD| b ethiod Search i’
ox000000lo EF 1B 06 Ed E7 B8 EE 0l F3: A4 CE O BD EE 07 Bl 04 OO0PWMA0smitednin Sector Yalue Hex] oo

0x00000020 3%  &E OO0 7C 09 95 13 83 C5 10 Ez F4 CD 18 BE FS  Sn. |DudfADasio<s
0x00000030 83 06 10 4% 74 18 38 2C 74 Fe A0 BE 07 B4 07 SE  FEOTROS,td pO O«
0x00000040 FO  AC  3C 00 74 FC BE 07 00 B4 OE CD 10 EE Fz 88 s-<.tis0.’0foest |~ ScanProgress |
0x00000050  4E 10 EE 46 00 73 EAn FE 48 10 &0 7E 04 OF 74 OB  NO&F.s*pFOE-00c0
0x000000S0 S0 7E 04 OC 74 0OE A0 BS 07 T DZ B0 46 0z 08 83  £-00t0 0ubEFOOF
0x00000070 46 08 06 83  E§  0OA 00 EE 2l 00 73 05 A0 EB& 07 EEB  FOOfVO.&!.sO 90E |
Ox000000S0 EC 8l 3E FE 7L EE AR 74 OB S0 TE 10 00 74 OB AD  WOsbUc0e-O.tE
Ox0OOOO0OS0 EB? 07 EE A 0SB FC 1E 57 BB FE OB BF  0OF 00  BA 56 -O&@cuOWc5E.0.Ev
0x000000R0 OO0 B4 08 CD 13 72z 23 8A Cl 24 3F 98 84 DE 24 FC . -OIiorgdhsr-dpda
0Ox0DOOO0OED 43 F7 E3 SBE DL 86 De EBL 08 D& EE 42 F7 Bz 33 56  C+AHtd00iB:aov
0x000000CO  OA 77 23 72 05 3% 46 08 73 1C EBs 0l 0 EBE 00 7C Ow§rO9FOsO0,00. |
0x000000LO  SE 4 02 0SB E§ 00 Ch 13 73 Bl 4F 74  4FE 32 B4 SA  <NO«V_Iosqocwzad
0x00OOO0OED S 00 ©D 13 EE  E4 SA 55 00 &0 EBE AR 55 B4 4l 0 v.iDeadv. cmau-at
Ox00OOO0OFD 13 72 36 81 FE EE AR 7E 30 Fe Cl 0l 74 FE  El 60 Ore00UudsdOc+a’
0x00000L00 &4 OO0 s& 00 FF 76 OA FF 78 0%  &h 00 68 00 70 6A  3.3.¢yvOdvOi.he |3
0x00000L10 0Ol &4 10 E4 47 0SB F4 CP 13 61 &l 73 0E  4F 74 0B  O3j0°B:&I0aas00eO
0x00000lZ0 32  E4  BA G 00 COD 13 EE De &1 F3 02 4% & 76 61 zafv. inedailiinva
0x00000L30  &C &3 &4 20 70 8l T 74 63 74 &3 eF 6E 20 74 61  lid partition ta
0x00000l40 62  &C  EE 00 45 72 ¢  &F 72 20 &C EF 6l &4  E3  EE  ble.Error loadin
0x0000O0LE0 &7 20 eF 70 &5 72 6l 74 &3  6E &7 =0 73 73 73 74 g cperating syst
0x00000l60 &5 &k 00 4D &3 73 73 &% ﬁE §7 20 E6F 70 &5 7¢ 6l ew.Missing opera E
0x00000170 74 &3 EE &7 20 7R 79 73 4 &5 €D 00 00 00 00 00 ting system.....

0x000O0LE0 00 00 00 00 00 0@ 00 00 00 00 00 00 00 00 00 00 .....o.......
0x00000LS0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x000O0LAD 00 00 0@ 00 00 00 00 00 00 00 00 0n 00 00 00 00 .......
0x000OOLED 00 00 00 00 00 20 44 &3 CE EBS CE BE 00 00 SO0 Ol ... L Defpkp. €0
ox00OOOLCO Ol 00 07 FE OFF FF 3ZF 00 00 00 &2 B4 B0 03 00 00 O.Opgt... L ARO..
0x000OOLDO0 00 00 00 00 00 00 00 00 00 00 00 0d 00 00 00 00
0Ox0OOOOLED 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00OOOLFD 00 00 00 00 00 0@ 00 00 00 00 00 00 00 00 BB AR

[1BA Scron] ¢| | D

d Chﬁn-;lesl I W Read-Cnly
—

Figure 50 - Sector Viewer
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Drive Selection

Drive Selection
=) PATA A MAXTOR 5TH32008204 LBA: 2000001 Size: 976 MB *HPA
= PATA B:WDCWD1E00BE-000DAAS LBA: 2000000 Size: 976 ME *HPA

A

This section of the Sector Viewer provides the ability to select from or switch between drives for
which sectors are displayed.

As is the case with the drives depicted above, the Drive Selection window also indicates if an
HPA has been detected by marking the drive with *HPA. Similarly, if DCO Settings which affect
drive size are in place, the drive will be marked with *DCO.

Navigation
ﬂ!}'} Seek T-:ull

I Firstl 4 F're-.fI 3 Ne:-:tl M Lastl
o
[lBA: 0 of: zoo0o0 D |

Navigation

This section of the Sector Viewer provides the ability to move through sectors in a variety of
ways.

Seek To
By entering an LBA value and clicking the ‘Seek To’ button, users may jump to a specific
LBA.

First
Clicking the button marked ‘First’ will cause the sector viewer to display the first LBA.

Prev / Next
Clicking the buttons marked ‘Prev’ or ‘Next’ will cause the sector viewer to display one
sector previous or one sector after the currently viewed sector.

Last
Clicking the button marked ‘Last’ will cause the sector viewer to jump to the last LBA.

The last line in this section displays the current LBA.

Drive Information

Drive Information
Serial Mumber: 90E23RB.
HF& Detected!

&

The Drive Information section presents the current drive’s Serial Number. If an HPA or DCO is
detected, this is indicated, as shown above.
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Sector Viewer

Dffset o 1|z s a] s e 7] 8] 5| a8 c|p | | F|ascIx

0x00000000 | 33 co | BE DO BC 00 0 FE | 50 07 50 1F  FC  EBE | 1B 7C  3AZPN. |GPOPOW|
ox0ooO0OOl0  BF LB D6 B0 57 B9 EE 0Ol  F3 A4 CE  BD EE 07 Bl 04 O0PW:ADcwEwROin
0x000000Z0 38 6E OO0 7C 09 75 | 13 83 CE 10 Ez F4 CD 18  SB | FE  Bn. |Dudsinasfnoes
0x00000030 83 C6 10 4% 74 1% 33 2C  7¢ Fs A0 BE 07 E4 07 BE FEOTCOB,td pO O<
ox0O0O0OO040  FO  AC | 3C 00 74 FC BE 07 00 B4 0OE CD 10 EE | F@ B8  &-<.tieO. 0I0&d"
0x00000050  4E 10 E® 46 00 73 zh FE 45 10 80 7E 04 OB 74 OB NO&F.s*pFOE~-O0t0
Dx000000S0 | 80 FE 04  OC 74 05 A0 B 07 75 D& 80 48 02 | 06 83 £-00c0 JOudEFOOF
0x00000070 45 0O 06 8% L6 0A OO0 ER 2l 00 73 0F A0 EE 07 EE FOOfWO.&!.sO 9O&
0x0000o080  BC 81 3E FE 7D 5 AR 74 OB 80 VE 10 00 74 CB AD  MWO>p)U3c0E-0.tE
oxO00OQOO0R0  E7 07  EE As S FC  1E 57 | 8B  FE  CE  BF  OF 00  SA 56  -Da@euduW: S 0.5V
0x000000A0 00 B4 D8 CD 13 72z z3  8A Cl 24 3F 98 8a DE A  FC  -OfOrgSdsivErSa
Dx00000O0BO | 43  F7  E3 8B Dl 86 DE BL 06 D EE 42  F7  E2 | 39  E&  CtAcft0:00iB-a5v
0x000000CO  0OA& 77 2% 72  0O5 3% 46 08 73 1C BE 01 0 EB 00 7C Ow§rO9FO0sO,00:. |
0x000000D0 8B 4E D2 8B 56 00 CD 13 | 73 Bl 4F 74  4E 32  E4  BA  <NO:V.IDsQ0eNzad
Ox0000O0ED | EE 00 CD 1%  EE  E4  BA 56 0D &0 EE AR EE  Ed4 | 41  CD  v.IDsadv.cw»aural
0x000000F0 13 72 36 81 FE  EE AR 7E 30 F& Cl 01 74 ZBE &6l &0 DOre0aUudsiOcta’
0x00000100 64 00  6h OO0  FF 76 0a FF 75 08 EA 00 &8 00 | 70 & 3.3 §vDyvOi. b (3
0x00000110 0l 64 10 B4 42 8B F4 CD 13 gl 61 73 OE 4F 74 OB Oj0°E:&i0aas00t0
0x000001Zz0 32 E4 BA 56 00 CD 13 EE D& &1 F9  C3 43 6E | 76 6l  zaiv. IDedatdInwva
Dx00000130  6C 65 &4 20 70 61 7z 74 63 74 63 6F 6E 20 74 &1  lid partition ta
0x00000140 &2  &C  &E 00 45 7z 7z &F 7z 0 &C  &F &1 &4 €9 EE ble.Error loadin
Dx00000150 67 20 &F 70 65 72 6l 74 63 EE 87 20 7 73 73 | 74 g operating syst
0x00000160 65 6D OO0 4D &9 73 73 63 gE &7 20 &F 70 &5  7Z &l ewm.Missing opera
0x00000170 74 69  6E &7 20 7R 78 73 [54 €5 6D 00 00 00 00 00 ting system.....
0x00000LE0 00 00 OO0 00 00 00 00 00 00 090 00 00 00 00 00 00 .....iaooe.o..
0x00000120 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 L.....i.aoe.o..
0x00000LA0 00 00 OO0 00 00 00 00 00 00D 00 00 00 00 00 00 00 ......_o._........
0x00000LBO 00 OO0 OO0 OO0 00 2C 44 63 CE BE CE  BE 00 00 80 0Ol ..... ,Delpip. (€0
0x00000lCO 01 00 07 FE  FF FF  3F 00 00 00 82 E4 50 09 00 00 O.Opiy?....&F0..
0x00000IDO | 00 00 00 00 00 00 00 00 0D 00 00 00 00 00 00 00 ......_.._........
0x000001E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 L.....i.oaoe.o..
0x000001F0 00 00 OO0 00 00 00 00 00 0D 00 00 00 00 00  5E AR L............ 72

LBA Scroit| 4| | )
i save i*.'-.*;:e.'-l I % Read-Only

The main section of the Sector Viewer displays the data found in the current sector. The data is
provided in both hexadecimal and ASCII formats. Users may use the horizontal scroll bar to
scroll forward and back through the available LBAs.

Enhanced Sector Viewer Functionality

CPR Tools has developed an add-on module for the Sector Viewer. Available as an add-on
module®, the Enhanced Sector Viewer includes the ability to edit data from within the sector
viewer.

At the lower right of the Sector Viewer main window depicted above, users will notice the ‘Read
Only’ button which is depressed. This indicates that read-only mode is enabled (the default
setting for Sector Viewer.) Users of the Sector Viewer module who have not purchased the
additional editing functionality (Advanced Sector Viewer), will see this button ‘greyed out’ and
unavailable.

For those users who have purchased the Advanced Sector Viewer capability, the ‘Read Only’
button will be clickable, enabling the user to toggle between ‘Read Only’ and ‘Read/Write’ as
shown in Figure 51 and Figure 52.

Figure 51 - Read Only Mode Figure 52 - Read/Write Mode

8 Available as an add-on module; additional charges apply.
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Subsequent to committing any changes made while in |

‘Read/Write’ mode, CPR Toolbox will prompt to confirm. 9
-‘,_"/ Save changes to seckor?

eDrive™

The eDrive™ module provides the ability to create errors on a drive attached to Side B of
PSIClone™. This facility is useful for testing hardware, software or in training.

To launch eDrive™, highlight a drive attached to Side B of PSIClone™, then click ‘Drive
Utilities’/’eDrive’.

Not all drives support this function. When x|
using a drive which does not support eDrive™,

CPR Toolbox™ will present a message to this \I) PATA B: MAXTOR STM32508204 does not support eDrive Functionality.
effect.

An updated list of known supported drives is

available from the CPR Tools Website at
http://www.cprtools.net/downloads.

When working with a drive which supports eDrive™ functionality, the main eDrive screen will be
displayed, as depicted in Figure 53.

PSiClone 100435 - eDrive < |

Target Drive Results
PATAB: WDC WD120058-01KBCO Select an error source and click "Create Errors"
Error Source

Single Error (Enter LEA)

“[g

Load Error File *

Cif

Bmwsel

* Error file must contain one LBA per line,

Create Emors | [Cancel

Save | Print | Clear |

Figure 53 - eDrive™ main screen
To generate an error on a single LBA, select the radio —
button labeled ‘Single Error (Enter LBA). This is the eDrive™ Tips:
default selection. Enter the LBA for which an error
should be generated and click the ‘Create Errors’ button.

eDrive™ will generate the error as requested. Output is
shown in the ‘Results’ window at the right of the screen.

Errors created using eDrive™ are
‘Read’ errors. Writing to these
marked sectors will remove the
read errors created by eDrive™.
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Figure 54 depicts a single error written to sector 63 of the subject drive.

PSIClone 100435 - eDrive ¢ |

Target Drive

Results

PATA B WD WD 120056-01KEC0

Error Source

Single Error (Enter LEA)

& |63

Load Error File *

<l

Emwsel

* Error file must contain one LBA per line,

Create Enors | [Cancel

Select an error source and click "Create Errors”

Drive: PATA B WD WD12003B-01KBCO, (0170410 11:46:22 AM)
Errar Source: Single LEA
Resuls:

LBA 631 Successfully made unreadable,

Process complete.

Save | Prirt Clear

Figure 54 - eDrive™ has successfully marked sector 63 as unreadable

To mark multiple sectors as unreadable, the user may simply create multiple single sectors;
alternately, an ‘Error File’ may be created. Error File(s) should be created as simple ASCII text
files; the Windows utility ‘notepad.exe’ is suitable for the creation of Error Files which may be

used with eDrive™,

Error Files for use with eDrive™ should contain one LBA per line. To load an Error File, select
the radio button labeled ‘Load Error File’, then click the ‘Browse’ button. Navigate to the
location where the error file was saved and click ‘Open’. Upon successful loading of the Error
File, eDrive™ will display the contents of the error file in the Results window, as shown in Figure

55.

PSIClone 100435 - eDrive x|

[ Target Drive

Results

|F‘F'.T.°. i WD WD120055-01KECO

Error Source

Single Ervar (Enter LEA)

ol =

Load Error File *

* |edrive.errnr.|ist.txt

* Error File rust contain one LBA per line,

Create Ernars Carzel

Loading errar file: C:hedrive.error lisk, bxt
3176

3177

3178

3179

3180

3181

3lez

3183

3184

3185

915120

915121

915125

915180

Q16000

91a001

Click "Create Errors" ko make the LBAs unreadable,

Save | Print | Clear |

Figure 55 - eDrive™ has successfully loaded an Error File

Click ‘Create Errors’ to instruct eDrive™ to mark all sectors listed in the Error File as

unreadable.

{ / CPR TOOLS
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Figure 56 depicts the output of the Results window after eDrive has marked the listed LBAs as

unreadable.

Results

Drive: PATA B WDC WD 12Z0036-01KEC0, (01/04/10 11:57:48 AM)

Results:
LEA 3176
LEA 3177
LEA 3175
LEA 3179
LEA 3130
LEA 3151

LE& 3153
LE& 3154
LE& 3155

¢ successfully made unreadable.
¢ successfully made unreadable.
¢ successfully made unreadable.
¢ Successfully made unreadable.
¢ Successfully made unreadable.
¢ Successfully made unreadable.
LBA 3152:

Successfully made unreadable.

¢ Successfully made unreadable.
¢ Successfully made unreadable.
¢ Successfully made unreadable.

LEA 915120: Successfully made unreadable.
LEA 915121 Successfully made unreadable,
LEA 915128 Successfully made unreadable,
LEA 915180 Successfully made unreadable,
LEA 916000: Successfully made unreadable.
LEA 916001 Successfully made unreadable.
Process complete,

Save Frint

Clear

Figure 56 - eDrive has successfully marked all listed LBAs as unreadable

The output displayed in the Results window may be saved, printed or cleared using the buttons

provided.
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gClone™
A breakthrough in forensics, gClone allows the W

reading of physical sectors which have been listed gClone™ does not support all hard
in the drive’s defect list, bypassing any remapping drives.
performed by the drive’s defect mapping
mechanism. Data found in sectors listed in the If an unsupported drive is
defect list will represent the last write to those encountered, gClone™ will present a
sectors. message box to that effect.

A list of currently supported drives is
As the sectors being addressed have been marked available from the CPR Tools website
as defective, not all attempts to read will be at http://www.cprtools.net/downloads

successful. Retry count levels are adjustable in the
gClone™ screen.

Launching a ‘read’ from this screen will instruct CPR Toolbox™ to first backup the data stored in
the defect list’'s remapped sectors to ensure data integrity.

Only drives connected to Side A of PSIClone™ may be addressed by gClone™.

Data retrieved from these sectors may then be saved to the host system running CPR
Toolbox™.

Figure 57 depicts the initial gClone™ screen.

PSIClone 100435 - gClone x|

Target Drive Results
PATA A MAXTOR STM3Z503206

Options

Retry count (on Failed read): ID vl

[” Prepend LB& number bo saved data

Progress

Defect Count R Errors
|0 B

Click. 'Read' to begin,

Read | Eancel |

Save Print Clear

Figure 57 - Initial gClone™ screen
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Before initiating gClone™, set a value for ‘Retry Count’. The value entered here will provide
CPR Toolbox™ and PSIClone™ with a limit to the retries attempted when a read error occurs.
The default value is O (no retries).

Initiate gClone™ by clicking the ‘Read’ button. CPR Toolbox™ will present a ‘Save As’ dialog
box for the user to select a storage location for the sector data. The data saved will be a binary
(.bin) file. The default location for storage of the .bin file is C:\Documents and
Settings\<user=\My Documents\CPR Tools Utilities Suite.

Click the ‘Read’ Button to initiate the gClone™ process. If no x|

errors are found, CPR Toolbox™ displays a message.
! E This drive does nok have any defects,

If entries in the defect list are found, they are listed at the
right of the screen.

During the gClone™ process, information is provided in the
‘Results’ window at the right of the screen.

If the checkbox labeled ‘Prepend LBA number to saved data’ is checked, the output will include
the prepended LBA. This is shown encircled in red in Figure 60, located on page 84 of this
guide.

PSIClone 100435 - gClone x|

Target Drive Results
PATA & MAXTOR STM3Z205204 Successhully read LBA: 132595743
Successfully read LBA: 132596744
Successfully read LBA: 132598745
Attempt: 1. Failed to read LBA: 132893746
Attempt: 1. Failed to read LBA: 132893747

0 Successfully read LBA: 132696743

Options Successfully read LEA: 132596749

Successfully read LEA: 132898750

Reetry counk {on Failed read): ID "l Successfully read LBA: 132898751
Successfully read LBA: 132698752

[™ Prepend LBA number to saved data successfully read LBA: 132698753

Successfully read LEA: 132898754
Successfully read LBA: 1325895755
Successfully read LBA: 132596756
suceessfully read LBA: 132596757

Progress Successfully read LBA: 132898758

Successfully read LBA: 132895759

Defect Count R/ Errars Successfully read LBA: 132896760
|22 |2 Successfully read LBA: 132696761
succassfully read LBA: 132898762

E 132598763

ssfully read LBA:

Click. 'Read’ ko begin,

Read | Cancel |

Save Frint Clear

Figure 58 - gClone™ in process

When finished, gClone™ displays a completion message.
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PSIClone 100435 - gClone =

Target Drive Results
PATA A Maxtor 6¥250P0 Initializing drive...
Saving data from defect sectors. ..
Reading...

Successfully read LBA:
Successfully read LEA:

Bptions successfully read LBA:
] Successfully read LBA:
Retry count {on Failed read): ID 'l Successfully read LBA:
¥ Prepend LE& number ko saved data Successfully read LBA:

Successfully read LEA:
Successfully read LBA:
Successfully read LBA:
Successfully read LBA: 9
Progress Sectors were saved to the Following location:
Defect Count R4 Errars C:\,!Z)_n;u_ments_ and SettingsiRayiMy Documents\CPR Tools Utkilities Suite RCOyacloned . bin
De-Initializing drive. ..
Illj ID 10 of 10 defects were read,

I

Process Complete,

Q0 =] R L= O

Read | Catzel |

Save Prirt Clear

Figure 59 - gClone™ has completed
Figure 60 and Figure 61 depict samples of the stored .bin file as viewed in a hex-editor. Figure
60 shows actual data.

As the checkbox marked ‘Prepend LBA number to saved data’ was checked, the LBA from which
the data has been saved is prepended to the data itself. Figure 60 shows this encircled in red.
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Figure 60 - Data from defect-listed sector
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Figure 61 represents a sector from which data was unable to be read.
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Figure 61 - GClone was unable to read from a sector
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F]
Recowver
Recover
=) Clicking the ‘Recover’ button reveals six (6) submenu items.
Recover These are:
i Rest
| e hastore e Image Restore
Sdv dR W
’ R e Advanced Recovery®
: B e iFirmware™®
Mount/U t Dirin .
e e Mount/Unmount Drive

Image Restore
Selecting ‘Image Restore’ launches the CPR Toolbox™ image restore module. The opening

screen is presented in Figure 62.

nlmage Restore

Input File(s) Output File{s)
Select Destination:

| Disk 1: HD'S725050KLA3G0 (51 |

- =  Progress |

Current File Manne

|
File{s) Remaining: I

Current File Progress

Creerall Progress

Adlerector_l,l Hemove Selected Hemowedsl Hestore Stop |

Gt |

Figure 62 - Image Restore initial screen
If an image fileset has been created using PSIClone™ and/or CPR Toolbox™, the Image Restore
module can be used to restore the fileset to an attached destination drive. If the image fileset
represents a working file system, the result will be a mountable file system on the destination
drive. Using Image Restore requires the image fileset be available to the host operating
system.
This may be accomplished in a number of ways. The first method is to attach the source drive
(the drive containing the image fileset) directly to the host system’s bus.

9 Available as an add-on module; additional charges apply.
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The Image Restore module works with both compressed and uncompressed image filesets
created by PSIClone™ and/or CPR Toolbox™. Compression settings are managed on the Device
Options tab of CPR Toolbox™ or within the Options submenu directly on the PSIClone™ device.

Another method for working with image filesets is through the use of a new CPR Toolbox™
feature called ‘Mount/Unmount Drive’. Using Mount/Unmount Drive, CPR Toolbox™ uses the
PSIClone™ host USB connection to enable the host to see the source drive as a ‘Remaovable
Storage Device’.

Mount/Unmount Drive is discussed later in this User’s Guide, in the section titled Mount /
Unmount Drive, on page 120.

Regardless of the method used to attach the source drive to the host, a destination (target)
drive also needs to be attached to the host. This destination drive will be the recipient of the
reconstructed drive image.

Begin by selecting a directory which contains an image fileset. Once selected, segment files will

appear in the box labeled ‘Input Files’.
: : . CPR Toolbox™ Tips:

Figure 63 depicts the Image Restore screen after having A T R RS

destination drive will be

overwritten when the image is

restored.

selected an image fileset. The fileset in the example shown
is made up of five (5) segments. Note that the destination
drive for the restored image has been selected from the
drop-down list of available drives.

¥ image Restore X|
Output File{s)

T\ 1004 3500 IMAGEBIN, D01 Selact Destination:

1410043500 IMAGEBIN, D02

T4 1004 3500 IMAGEBIN, D03 j

T4 1004 3500 IMAGEBIN, D04

1:41004350MIMAGEBIMN, 005

| p P
Current File Manne
File{s) Remaining: I
Current File Progress
Creerall Progress
Add Directony Remove Selectad Remowe Al Resztore Stop |
Cuit |

Figure 63 - Preparing to restore an image fileset

Clicking the ‘Restore’ button initiates the restore process. The restoration process may be
monitored on the right side of the screen. As each file in the ‘Input Files’ list is processed, its
filename will appear in the ‘Current File Name’ field.

The number of files queued for processing will be shown in the ‘File(s) Remaining’ field.
The ‘Current File Progress’ status bar shows the progress of the individual file being processed.
The ‘Overall Progress’ status bar shows the progress of the total restoration process.

Figure 64 depicts a restoration in progress.
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nlmage Restore il

Input File(s) | Output File(s)

Select Destination:

H:|10043502\ IMAGEBIN. 003
H:|10043502\ IMAGEBIN. 004
H:\10043502\ IMAGEBIN, 005 | Disk 3: MARTOR 5 TM32508204 USE (K:) =

.~  Pogess |

Current File Mame
|IMAGEBIN.DDZ

Filefs) Fernaining: |3
Current File Progress

[ ]

Cweerall Progress

I

LBA: 4340991 of 19541087

Ardd irectony Femove Selested Fremowe il Eestore Stop |

it |

Figure 64 - Image restoration in progress

When the restoration is complete, Image Restore alerts the user.

ImageRestore x|

— Image restoration completed,
y Destination: Disk 3: MAXTOR 5 TM3Z2508204 USE (k.
Lask LE& writken: 19541057,

Figure 65 - Image Restoration has completed

Click ‘OK’ to clear the ‘Image restoration completed’ message. Click ‘Quit’ to close the Image
Restore module and return to CPR Toolbox™.
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Advanced Recovery*°

Beginning with this release, CPR Toolbox™ includes the ability to perform advanced data
recovery techniques. The goal of the Advanced Recovery module is to provide methods for
cloning drives which have errors. Advanced Recovery (AR) features can be enabled by
purchasing the add-on module from CPR Tools (http://www.cprtools.net/store).

Once enabled, AR provides the ability to:
e Customize recovery algorithms

e Apply Software Head Maps
o Created in the module command drop-down menu of the iFirmware™*° module
e Perform Hot Swaps of drive PCBs
e Save specific custom algorithms for re-use or modification
o Keep detailed notes for each recovery effort
o Keep forensic logs of all actions (Journal functions)

Selecting the Advanced Recovery menu item displays the initial AR screen.

PSIClone 100435 - Advanced Recovery ]

Source Drive Destination Drive

Io PATA A Mastor BB200R0 Io PATAB: WDCWD12005B-01KBECO
LBA: 20000007 Size: 9 GE LBA: 40000001 Size: 19 GE
‘ Commands - |
w Clone r l Journal r |_| Error Options l v

Pass Mumber
Pass Description
Elock Description

Recovery Settings
E Recovery lournal

| v

Direction Journal Mame <5Select Onex
Transfer Rate Journal Location
Current LBA Source Drive
Current Action El Recovery Options
Start LBA
Mot Read End LBA
Read Successfully Max LBA
Skipped SafeClone Threshold
Read With Error Prompt after Mo
Ignore Skipped 5 rs Mo
b Startl . Pause | Ignore ECC Error 5 S Mo

Mo

Error Block | Error Description | lanore Timeout No
HEalr Map All Heads Enabled
E Error Handling Options e
Algarithm Default
Intensity --Algorithm Defined-- LI

Recovery Notes
Motes related to this recovery may be entered here. The
contents of this window will be saved to the selected journal's
log whenever the "Save Note” button is clicked.

|~=] save Mote |

Figure 66 - Advanced Recovery, initial screen

10 Available as an add-on module; additional charges apply.
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The topmost section of the AR screen shows connected drives.

PSIClone 100435 - Advanced Recovery ]

Source Drive

I,o PATA A: Mantor BB200R0

LBA: 20000001 Size: 9 GB

- | Commands

&

Destination Drive
PATA B WDC WD 20058-01KBCO
LB&; 40000001 Size: 13 GB

Figure 67 - Drives connected to PSIClone™ - Advanced Recovery

As with the Control Panel module, drive power is controlled by
the two button indicators to the left of each drive shown. Figure
67 depicts both drives powered; the buttons show ‘green’.

Commands

Beneath the ‘Source Drive’ shown at left, a Commands drop-
down button is visible. Clicking ‘Commands’ reveals eight (8)

menu choices. These are:

1. Hard Reset
Soft Reset

Identify
Hot Swap
SMART on

NOoOhWN

SMART off
Enable Read Cache
8. Disable Read Cache

Source Drive
PATA &: Maxtor BB 200R0
LBA; 20000001 Size: 3GE

I B Commands -

Hard Reset
Soft Reset

Identify
Hot Swap

Smart On
Smart Off

Disable Read Cache

Error Options

Enable Read Cache Mot R

All ‘Commands’ actions affect the drive connected to Side A (Source Drive) of PSIClone™.

Hard Reset

Selecting Hard Reset will cause the drive to be hard reset. Once the reset CPR Toolbox 20 x|
has completed, CPR Toolbox™ presents a message box. .
1 Drive reset,
Soft Reset \J)
Selecting Soft Reset will cause the drive to be issued a soft reset command.
Once the reset has completed, CPR Toolbox™ presents a message box.
Identify
Selecting ldentify will issue an ATA ldentify Identify Device Information X
Device comma_nd to the drl_ve. Output from e [ e =
----- Deevice Information -
th_e command is displayed in a message - Device Infornation S ——
window. Serial BE11752H
Firmware BAH41EMO
. . . . Total LBA 28-bit 20000001 —
Clicking ‘Save’ will allow for saving the data Totsl LBA 456 20000001
- - - - Mumber of Logical Cylind 16383
as a plain text file. The default location is Specifc Configation 51285
C:\Documents and Settings\<user>\My e o ogicotHeads 8
H Murnber of C b Logical Cylind 16383
Documents\CPR Tools Utilities Suite. Humbor of Cutont LodioalFioeds "
Mumber of Logical Sectars per a Track E3
Mumber of Current Sectars 16514064
Advanced PI0 Mode 3
Min Multitword Transfer Time 120 ns
Recommended Multitw/ord Transfer Time 120 ns
Min P10 Transfer Time 120 ns
Min FIO Transfer Time with Flow Control 120 ns
Current Advanced Power Managment 1]
Trusted Cormputing Graoup Feature Set Supported: Ma
Free-fall Cantral Sensitivity Lewvel Yendar Recommended
----- Device Capabilities -
Supported: Yes
LB, Supported: Yes
Disabling of IORDY Supported: Yes
I0RDY Supported: Yes
ATA Spec Standby Values Supported: Yes
Device Specific Standby Timer Minirurn In Use: Yes LI

Save |

{ / CPR TOOLS
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Hot Swap
Hot Swapping a known-good PCB from a donor drive onto a recovery subject drive should be

considered when the recovery subject appears physically sound but exhibits issues which are
likely attributed to firmware corruption.

When recovery efforts include the need to hot swap a PCB from a suitable donor drive to a
recovery subject, connect the donor drive to Side A of PSIClone™, power the drive and select

Hot Swap. =

CPR Toolbox™ will present a message box to verify

that the donor drive is powered. ‘:{’} Is the donor drive connected and powered?

If the drive is not powered, click No. CPR Toolbox™
will prompt with an additional message box and
provide an opportunity to connect and power the
donor drive.

If the donor drive is connected to Side A of PSIClone™ and is powered, click ‘Yes’; doing this
will cause the donor drive to be placed into ‘Standby’. CPR Toolbox™ will present a message
box with instructions, as depicted in Figure 68.

Hotswap x|

The donor drive is now in standby.
Do not remove the data or power cables!l!

1. Carefully remove the PCB from the donor drive.
2. Carefully install the PCB onto the recovery drive.
3. Click "Heady" to complete the hot swap process.

Ready
Figure 68 - Hot Swapping a PCB
Click ‘Ready’ to complete the hot swap process. CPR x|
Toolbox™ and PSIClone™ will attempt to bring the drive out of
‘Standby’ mode and into a ready state. When complete, a =

\lj) Hot swap process complete.,

message is displayed.

| Best Practices for using Hot Swap functionality: |

CPR Tools recommends first obtaining a suitable donor drive. Prior to performing
a Hot Swap, copy all firmware modules from the donor drive to the host system
running CPR Toolbox™. This may be done through the use of the iFirmware™
module, which is a fee-based add-on.

Once the donor drive’s firmware has been saved, connect the donor drive to Side
A and prepare to hot swap the ‘good’ PCB onto the recovery subject.
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Smart On

Select ‘Smart On’ to turn on the S.M.A.R.T. feature set for
the drive attached to Side A of PSIClone™. CPR Toolbox™
displays a confirmation message.

If the S.M.A.R.T. feature set is already enabled, CPR
Toolbox™ presents a message to that effect.

Smart Off

Select ‘Smart Off’ to turn off the S.M.A.R.T. feature set for
the drive attached to Side A of PSIClone™. CPR Toolbox™
displays a confirmation message.

If the S.M.A.R.T. feature set is already disabled, CPR
Toolbox™ presents a message to that effect.

Enable Read Cache
Select ‘Enable Read
Cache’ to enable the
read cache for the drive
attached to Side A of
PSIClone™. CPR
Toolbox™ displays a
confirmation message.

Disable Read Cache
Select ‘Disable Read
Cache’ to disable the
read cache for the drive
attached to Side A of
PSIClone™. CPR
Toolbox™ displays a
confirmation message.

CPR Toolbox 2010 x|
L3
\lj) 5.M.4.R. T, feature set enabled.

CPR Toolbox 2010 x|

L] E 5.M.4.R.T. feature set is already enabled,
L]

CPR Toolbox 2010 x|

\lj) 5.M.8.R.T. feature set disabled,

CPR Toolbox 2010 x|

L] "-n.‘ 5.M.4.R. T, Feature set is already disabled,
L]

CPR Toolbox 2010 x|
= Zache enabled, *
)

*noke; The drive will revert to its default settings after a power cycle or hard reset,

CPR Toolbox 2010 x|
- Cache disabled.*
)

*ijoke: The drive will revert to its default settings after a power cycle or hard reset,

\ _%7 CPR TOOLS
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Advanced Recovery - The Clone Tab

As stated earlier, the Advanced Recovery cloning capability was designed for working with
drives which contain errors that require special handling. Key features of the Advanced
Recovery module include the ability to create custom algorithms when working with difficult
recovery subjects. Prior to describing the methods for using Advanced Recovery, a definition of

certain terms used in reading from drives is in order.
Advanced Recovery Terms
e Jumper
o0 Jumper reads sectors until an error is
encountered. When an error is
encountered, a pre-defined number of
sectors is skipped/jumped over; reading of
sectors is then resumed.
e Refiner
o Refiner reads sectors until an error is
encountered. When an error is
encountered, Refiner will approach the
error sector from the opposite side of the

vance

e Jumper
e Refiner
e Attacker

ecove 1PpS:

Each of the three (3) types of
passes / algorithms defined

can be further configured for
number of retries and direction, as
well as many more options, all of
which will be discussed further.

current read direction in an attempt to read as much data as possible before re-

encountering the error sector.

o0 Attacker uses PIO mode exclusively and attempts to read sectors marked as error

e Attacker
sectors.
e Algorithm

0 An Advanced Recovery Algorithm is an instruction set. The default algorithm
provided consists of one Jumper, one Refiner and one Attacker pass. Users may

create and save custom algorithms

Create New Journal

using any combination of passes
and/or specific error recovery
options.**
e Journal

0 An Advanced Recovery Journal is a
record of all recovery actions taken
for a given drive and provides a
detailed, forensically sound audit
trail.

Creating a Journal

Attempting to recover data using the Advanced
Recovery module requires that a journal be created.
This may be accomplished at the right side of the
main screen or from the Journal tab.

Recovery Journal Creation
Journal Mame

Journal Description

El Recovery Options

Start LBA

End LEA

SafeClone Threshold
Prompt after each pass
Ignore Skipped Sectors
Ignore ECC Error Sectors
Ignore IDMF Error Sectors
Ignore Timeout Sectors
Error Handling Options
Algorithm

Intensity

Enter Mame
Enter Brief Description

0
20000000
0

Mo

Mo

Mo

Mo

Mo

Default
--Algorithm Defined--

Users may enter a Journal name, brief description
and complete the ‘Recovery Options’ and ‘Error
Handling Options’ sections. Once the journal has

been successfully configured, click ‘Create’.

1\ Create |

Cancel

Figure 69 - Creating a Journal

1 This guide uses the term ‘algorithm’ to refer to a collection of one or more ‘passes’ configured for a data recovery

effort
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Recovery Settings
Recovery Journal

The Recovery Journal section displays the selected Journal Name, Journal Location and Source

Drive.

Recovery Options

Users may choose to specify Recovery Options and Error Handling Options.
in Figure 70. By default, the Start and End LBA

fields will be populated by the first and last

logical sector of the drive connected to Side A of

PSIClone™. If so desired, users may set specific
start and end LBAs for the recovery effort.
e Start LBA
o0 Enter LBA at which the clone should
begin
e EndLBA
o0 Enter the LBA at which the clone
should stop
e MaxLBA

o0 Non-editable. This value represents

the current max of the drive.
e SafeClone Threshold

0 Specifies the number of errors which

must be reached before the drive is

shut down. A value of zero (0) means

‘never shut down’
e Prompt after each pass

0 Set to Yes to be prompted after each

pass
e Ignore Skipped Sectors'?

0 Set to Yes to Ignore Skipped Sectors

e Ignore ECC Error Sectors*?
0 Set to Yes to ignore sectors which
have ECC errors
e Ignore IDNF Error Sectors'?

0 Set to Yes to ignore sectors which
have IDNF errors
e Ignore Timeout Sectors*?

These are depicted

Recovery Settings
E Recovery lournal

Journal Mame Journall
ournal Location ChDocuments and Setting
Source Drive Maxtor 6B200R0 5/MN: Ball
E Recovery Options
Start LEA 0
End LEA 20000000
SafeClone Threshold 0
Prompt after each pass Mo
Ignore Skipped Sectors Ma

Ignore ECC Error Sectors Ma
Ignare IDMNF Error Sectors Ma

Ignore Timeout Sectors Ma
HEaD Map All Heads Enabled
E Error Handling Options
Algorithm Default
Intensity --Algorithm Defined--

[

Source Drive
Source drive information.

Recovery Notes

Motes related to this recovery may be entered here. The

contents of this window will be saved to the selected journal's

log whenever the "Save Mote" button is clicked,

|=| save Note |

Figure 70 - Recovery Options

0 Set to Yes to ignore sectors which timeout

e HEaD Map™®

0 Head Enabling and Disabling (HEaD Map) is a software head mapping facility
available to users who have purchased the iFirmware module. Through use of HEaD
Map, users may instruct PSIClone™ to disregard signals received on specific heads.

As each field is highlighted, descriptive help text is displayed.

encircled in red.

In Figure 70, this area is shown

Users may modify each field as needed or accept the displayed settings.

12 Applicable to ‘attacker’ pass only

13 Available as an add-on module; additional charges apply.

{ / CPR TOOLS
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Error Handling Options

Algorithm
Select a pre-defined algorithm from the drop down list. Users may create custom algorithms

using the ‘Error Options’ tab discussed later in this guide.

Intensity
Settings may be:
e Algorithm Defined
0 Select this to allow the selected algorithm determine number and type of passes
o Off
0 Select ‘Off’ to instruct CPR Toolbox to proceed with the following paradigm:
= ECC err: O retries, Do Nothing
= IDNF err: O retries, Do Nothing
= Timeout: O retries, Do Nothing
e Light
0 Select ‘Light’ to instruct CPR Toolbox to proceed with the following paradigm:
= ECC err: 1 retry, soft reset
= IDNF err: 1 retry, soft reset
= Timeout: 1 retry, soft reset
e Moderate
0 Select ‘Moderate’ to instruct CPR Toolbox to proceed with the following paradigm:
= ECC err: 3 retries, hard reset
= IDNF err: 3 retries, hard reset
= Timeout: 3 retries, hard reset
e Aggressive
0 Select ‘Aggressive’ to instruct CPR Toolbox to proceed with the following
paradigm:
= ECC err: 6 retries, hard reset
= IDNF err: 6 retries, hard reset
= Timeout: 6 retries, hard reset

The ‘Recovery Notes’ section may be used to enter notes specific to the recovery effort. The
contents of the ‘Recovery Notes’ window will be saved to the journal’s log each time the ‘Save
Note’ button is clicked.
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Figure 71 depicts the Clone tab after selecting a Journal, setting Recovery and Error Handling
Options. Note that the progress area, encircled in red, displays a ‘Not Read’ of value of
20,000,001 sectors. This represents the total sectors (O through 20,000,000). The progress
area also displays values for number of sectors read successfully, number of sectors skipped
(this pass) and the number of sectors read with errors.

¢ Clone Tl Journal rl____l Error Options l -

Pass Numb_er_ Recovery Settings
Pass Description

Block Description Bl Recovery Journal

|»

Direction Jaurnal Name Journall
Transfer Rate Journal Location Ch\Documents and Setting
Current LBA Source Drive Maxtor 6B200R0 5/M: B611
Current Action Ready B Recovery Options
Start LEA 1]
e End LBA 30000000
Read Successfully: 0 Max LBA 20000000
Skipped: 0 safeClone Threshold [i}
Read With Error: 0 Prompt after ach pass Mo
Ignore Skipped Sectors Mo
b Startl @ Fause | Ignore ECC Error Sectors Mo
Ignaore IDMNF Error Sectors Mo
Error Block | Error Description | Ignare Timeout Sectars Mo
HEaD Map All Heads Enabled
E Error Handling Options f
Algaorithm Default
Intensity --&lgarithm Defined-- LI

Recovery Notes

Motes related to this recovery may be entered here. The
contents of this window will be saved to the selected journal's
log whenever the "Save Note" button is clicked.

[&=] save Mote |

Figure 71 - Ready to being cloning with Advanced Recovery

To begin the cloning process, click the ‘Start’ Button. b 5"‘a"tl
Pass Mumber 1of3
Pass Description  Jumper

When a clone is initiated, Block Description  Block 1 of 1 : [2461696 - 20000000]
Direction Forward

the progress area will

beqin to provide Transfer Rate Auto

. g . P . . Current LEA 2461696

indications which describe Current Action Cloning

the progress of the clone.

The information area Figure 72 - Information Area during a clone process

shown in Figure 72,
provides important information regarding current action being performed.

The ‘Block Description’ is useful in that it provides a view of the block currently being acted
upon.
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The progress area provides additional
information about the current action.
The topmost line indicates the
number of sectors not yet read. As
the clone progresses, this number
decreases and the blue progress bar
moves from right to left.

The second line indicates the number
of sectors which have been read
successfully. As sectors are read,
the green progress bar moves from
left to right.

The third line indicates the number of
sectors skipped while the fourth
shows how many sectors were read
with errors. Progress indicators on
Skipped and Read with Error are
yellow and red, respectively.

At the bottom of Figure 74, arrows
indicate the direction of the clone. In
the example shown, the current pass
moves backwards through the
available LBAs. This is indicated by
the blue arrow at left. A pass
moving forward would be indicated
by the right arrow being illuminated.
The Pause button may be used to
interrupt a clone process.

Pass Mumber
Pass Descripkion
Block Descripkion
Direckion
Transfer Rate
Current LEA
Current Action

1of1
Jurnper

Forward
Auto
133118
Done

= Mok Read: 32766
sfully: 67583

Skipped: 32768
Read With Error: 32763

Error Block

Pass: | [58624-55679]
Pass: 1 [59136-59391]
Pass: 1 [59648-59903]
Pass: 1 [60160-60415]
Pass: 1 [60672-60927]
Pass: 1 [61184-61439]
Pass: 1 [61696-61951]
Pass: 1 [62208-62463]
Pass: 1 [62720-62975]
Pass: | [63232-63457]
Pass: 1 [63744-63999]
Pass: | [64256-64511]
Pass: | [64768-65023]
Pass: 1 [65280-65535]
Pass: 1 [65792-66047]
Pass: 1 [66304-66559]

£

Etror Description

ECCHCR.C Error. Do Mothing, Mok Retried.
ECC/CRC Errar. Do Mothing. Mok Retried.
ECC/CRC Error, Do Mothing. Mok Retried.,
ECCMCRC Error, Do Mothing, Mok Retried,
ECC/CRC Error. Do Mothing. Mok Retried.
ECCHCRC Errar, Da Mathing, Mok Retried.
ECCHCR.C Error. Do Mothing, Mok Retried.
ECC/CRC Errar. Do Mothing. Mok Retried.
ECC/CRC Error, Do Mothing. Mok Retried.,
ECCMCRC Error, Do Mothing, Mok Retried,
ECC/CRC Error. Do Mothing. Mok Retried.
ECC/CRC Error. Do Mothing. Mok Retried.
ECCHCR.C Error. Do Mothing, Mok Retried.
ECC/CRC Errar. Do Mothing. Mok Retried.
ECC/CRC Error, Do Mothing. Mok Retried.,
ECCMCRC Error, Do Mothing, Mok Retried,

Figure 73 - Advanced recovery clone in process

&

./ Pause |

T
’ fl.:.ll.l

>

If a clone has been paused previously, the ‘Start’
button becomes available. Clicking ‘Start’ will cause
CPR Toolbox to ask if the previously paused clone
should be resumed or if a new clone should be

initiated.

Figure 74 - Clone proceeds in reverse

Selection Required

Flease choose From one af the Fallowing skartup

Restart I Cancel |

X

{ / CPR TOOLS
[+//crrooL
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The Journal Tab

The Journal Tab provides an easy to use, thorough view of the recovery effort with which it is
associated.

L Ch}n}/y l Journal r|__| Errar Options l -

l\ Create Journal | I <Load an existing journal= j

<Mo Journal Loaded =

& View Log File ¢ View Vector File Shcnwﬁll j “=; Refresh
<Mo Journal Loaded =

Figure 75 - The Journal Tab
Figure 75 depicts the Journal Tab prior to selecting a recovery effort’s journal. The ‘Create

Journal’ button may be used to create a new journal. Creating a Journal is described in the
section titled Creating A Journal, on page 93.
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Figure 76 depicts the Journal tab after having selected a Journal which is associated with a
recovery effort

=0y CHN'&;/YL Journal r|1 Error Options -

L CreateJournaIl IJournaIl j

Journal: Journall Created: 01/08/10 11:38:46 AM
Path: C\Documents and Settings\Ray'My Documents\CPR Tools Wtilities Suite RCJournals'Journall -
Description: Customer 15, drive 12 =
Source Drive: PATA A: Maxtor 6B200R0 BE11752H  LBA Range: [0 - 20000000] -
SafeClone Value: 0
Prompt before each pass: No =
1 | Bl
& View Log File " View Vector File | Show Al »|  “Z Refresh:
Journall.log Created: 01/08/10 11:38:46 AM
Time | Type | Entry -
01,/058/10 11:35:46 AM  Mote Created
01/08/10 11:35:48 AM  Mote Journal Loaded
01,/08/10 11:35:458 AM | Mote Journal Created
01,/08/10 11:44:45 AM  Mote Starting Recovery
01,08/10 11:44:45 AM  Mote Recovery Options: Algarithm: Default, Retry intensity: --Algorithm Defined--, Start LBA: O, End LBA: 20000000
01/05/10 11:44:45 AM  MNote Device Options: Transfer rate: Auto, Command timeout: 4000, Power on timeout: 20000, File size: 2 GB, Compress images
01/058/1011:44:45 AM | Mote Error Handling Options: Error Handling Disabled. —
01/05/1011:44:45 AM | Mote Recovery Statistics: Not Read: 20000001, Read Successfully: 0, Skipped: 0, Read With Error: 0
01,/08/1011:45:14 AM  Mote Recovery stopped [Cancelled by user]
01,08/10 11:45:14 AM  Mote Recovery Statistics: Not Read: 17933525, Read Successfully: 2066176, Skipped: 0, Read With Error: 0
01/08/1011:47:22 AM  Mote Resuming Recovery
01,/08/1011:47:22 AM | Mote Recovery Options: Algarithm: Default, Retry intensity: --Algorithm Defined--, Start LBA: O, End LBA: 20000000
01/05/1011:47:22 AM  MNote Device Options: Transfer rate: Auto, Command timeout: 4000, Power on timeout: 20000, File size: 2 GB, Compress images
01/08/1011:47:22 AM  Mote Error Handling Options: Error Handling Disabled.
01/08/1011:47:22 AM | Mote Recovery Statistics: Not Read: 17933525, Read Successfully: 2068176, Skipped: 0, Read With Error: 0
01,05/10 11:45:44 AM | Mote Recovery stopped (Cancelled by user)
01,08/10 11:458:44 AM  Mote Recovery Statistics: Mot Read: 11624705, Read Successfully: 8375296, Skipped: 0, Read With Error: 0
01/08/1011:53:41 AM  Mote Resuming Recovery
01,/08/10 11:53:41 AM  Mote Recovery Options: Algarithm: Default, Retry intensity: --Algorithm Defined--, Start LBA: 0, End LBA: 20000000
01,08/10 11:53:41 AM  Mote Device Options: Transfer rate: Auto, Command timeout: 4000, Power on timeout: 20000, File size: 2 GB, Compress images
01/05/10 11:55:41 AM  MNote Error Handling Options: Error Handling Disabled.
01/08/1011:53:41 AM | Mote Recovery Statistics: Not Read: 11624705, Read Successfully: 8375296, Skipped: 0, Read With Error: 0 -
4| | 3|

Figure 76 - The Journal Tab - Recovery Data Shown

A journal may be viewed during the recovery effort. For this reason, a ‘Refresh’ button is
available so that current actions can be refreshed to the screen.

Figure 76 depicts a view of the log file; clicking the radio button labeled View Vector File will
change the view to show vector details. Figure 77 depicts the Journal Tab while showing a
vector file for the current recovery.

(" view Log File ¥ View Vector File | Show Al | <=, Refresh |
error_block Ver Created: 01/08/10 04:19:42 PM
Elock Type | Error Type | Start LEA End LEA | Count | Ignare -
Error ECC 10280 10280 1 Mo
Error ECC 10251 10281 1 Mo
Error ECC 10252 10252 1 Mo
Error ECC 10233 10233 1 Mo
Error ECC 102584 10284 1 Mo
Error ECC 10385 10285 1 Mo
Error ECC 10286 10286 1 Mo
Error ECC 102587 10287 1 Mo i
Error ECC 10285 10288 1 Mo
Errar ECC 10289 10289 1 MNa
Errar ECC 10290 10290 1 MNa
Error ECC 10291 10291 1 Mo
Error ECC 10292 10292 1 Mo
Error ECC 10293 10233 1 Mo
Error ECC 10294 10294 1 Mo
Error ECC 10295 10295 1 Mo
Error ECC 10296 10296 1 Mo
Error ECC 10297 10297 1 Mo
Error ECC 10295 10298 1 Mo
Error ECC 10299 10299 1 Mo
Error ECC 10300 10300 1 Mo
Errar ECC 10301 10301 1 MNa
Errar ECC 10302 10302 1 MNa ;I

Figure 77 - Vector file for the selected Journal
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The Error Options Tab

A key feature of the CPR Toolbox™ Advanced Recovery module is the ability to customize error
handling options. This facility is provided by the Error Options tab. Users may design specific

methods for each pass using the fields at left.

i Clone Tl Joumzyy |1 Error Options l

I <Load an existing algarithm= j

Algorithm

Pass Configuration | Pl save Aigorithm
Base Type Jumper
B General Settings
Transfer Rate Auto
Direction Forward
E Jump On Ermor Settings
ECC Error 10000
IDNF Error 10000
Timeout 10000

B Smart Jump Settings
Enable Smart Jump Mo
Interval 256
Count 256
= Emror Settings
Error Type ECC Error
B Settings
Errar Function 1 Soft Reset
Error Function 2 Do Mothing
Errar Function 3 Do Mothing
Error Function 4 Do Mothing
Retry Count i}

JD Add Pass | . Remave Selected ° Remove All

Figure 78 - Advanced Recovery - The Error Options Tab

Select a Base Type. Valid selections are Jumper, Refiner and Attacker. These terms are
defined in this guide in the section titled Advanced Recovery - The Clone Tab, on page 93.
Selecting one of the Base Types will fill in the remaining fields with default values. Figure 78
shows the default values for ‘Jumper’. Default values for ‘Refiner’ and ‘Attacker’ are shown

below.

=y Clone r_L Jnurna/Vy |1 Error Options

=y Clone TL lourna

|1 Errar Options

Pass Configuration |

Pass Configuration |

Base Type Refiner
E General Settings

Transfer Rate PIC

Direction Back First Then Front
E Error Settings

Errar Type ECC Error

E Settings

Error Function 1 Soft Reset
Error Function 2 Do Mothing
Error Function 3 Do Mothing
Error Function 4 Do Mothing
Retry Count 0

Base Type Attacker
E General Settings
Transfer Rate FIO
Direction Forward

E Error Settings

Error Type ECC Error

E Settings

Error Function 1 Soft Reset

Error Function 2 Do Mothing
Error Function 3 Do Mothing
Error Function 4 Do Mothing

Retry Count 0

Read w/out ECC Mo

Figure 79 - Refiner and Attacker default values
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Customize values for any one of the Base types, then click ‘Add Pass’ to add that configuration
to the list at right. Users may choose to add one or more passes, specifying values for each.
These instruction sets are referred to as algorithms and may be saved for future use; in this
way users are granted the ability to create base algorithms for handling specific models or
families of drives.

To save a constructed
algorithm, provide a
name and click the
‘Save Algorithm’ button Jumper Auto, 256, Yes 756 256 2 Soft Reset 4 Soft Reset 1 Soft Reset
at top. Figure 80 Refiner,Auto, Front First Then Back,1,50ft Reset, 0, Soft Reset, 1, 5oft Reset

Refiner,PIC, Back First Then Front,1,50ft Reset,0,50ft Reset,1,50ft Reset
STOW.Sha custom Attacker, PIO, Backward, 3, Mo, 50ft Reset, 2, Hard Reset, 3 Hard Reset
algorithm ready to be Attacker PIO,Forward 3, MNa, Soft Reset 3 Hard Reset 3 Hard Reset
saved. The ‘Save

Algorithm’ button and
name entry field are
encircled in red.

|y save Algorithm | <Load an existing algarithm= j

]-L:, Add Pass ]a Remove Selected @I Remove All

Figure 80 - Saving a custom algorithm

()7 CPR TOOLS Page 101 of 141

PSIClone™ User’'s Guide



iFirmware™*

Beginning with this release, CPR Toolbox™ includes the ability to perform firmware
manipulation on supported drives. The goal of the iFirmware™ module is to provide methods
for copying, saving, repairing and replacing firmware modules. iFirmware™ features can be
enabled by purchasing the add-on module from CPR Tools (http://www.cprtools.net/store).

As working with hard drive firmware often includes working with drives which have firmware
problems, CPR Tools recommends that all drives are powered off prior to launching the
iFirmware™ application. This will ensure that no commands, other than those specified by the
user, are being sent to the drive.

The iFirmware™ application allows the user to perform the following advanced actions on
firmware modules:

e Read

e Edit

e Write

e Backup
e Restore
e Repair

Additionally, iFirmware™ allows for:
e Enabling and disabling of heads
e Service Area Verification
e Alternate Resource Drive Start (ARDS)
e Automatic Identification & Repair (AIR)

Reading firmware modules from an attached drive
Features of this portion of the application include the following functionality:

e Read and store hard drive profiles to the host system
o0 Hard drive profiles refer to a folder structure established to contain collected
information pertaining to a given hard drive.
= Profiles are saved to the host system in C:\Documents and

Settings\<user>\My Documents\CPR Tools Utilities Suite
RC\iFirmware\ in folders which use the Drive Manufacturer, Model and
Serial Number as the folder name. Example: C:\Documents and
Settings\<user>\My Documents\CPR Tools Utilities Suite
RC\iFirmware\Maxtor 4D040H2_D204W44E

e Read and store individual firmware modules to the host system

o Individual firmware modules are saved to
C:\Documents and Settings\<user>\My Documents\CPR Tools Utilities
Suite RC\iFirmware\<profile>\Modules

14 Available as an add-on module; additional charges apply.
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To read firmware modules from a hard drive, connect a drive to either side of PSIClone™ and
launch CPR Toolbox™.

Select iFirmware™ from the ‘Recover’ button on the toolbar. CPR Toolbox™ will present the
screen depicted in Figure 81.

PSIClone 100435 - iFirmware x|

| Patient Drive (A Side) | ALR. (Automatic Identification & Repair)
iy Powi i
‘ [‘ — | R | [ Donor Drive/Files |
LS |<Selact0ne> =l |<55|90t0”5> =
Commands
[ | omman - Select a Sources | <Select a Source=
Maodule ID Importance Madule ID
[ Donor Drive (8 Side) | ]
x Powered \v =
o
x Initialized %
[ | Commands - g
[ Module Input Source |
|<Seled: Onex j
B Module Commands
| Service Area Input Source ‘
|<Select One> j

W service Area Commands

Werfy | RBepair | Hep\acel Werify |

Figure 81 - iFirmware™ initial screen

For the purposes of this example, let us assume that a Maxtor

drive is connepted to Side. B of the I_DSICIoneTM. At the left, locate | Donor Drive (B Side) |

the ‘Donor Drive (B)’ section and click ‘Powered’ to supply power

to the Side B of the PSIClone™. | ¥ Powered |~
i Initialized

CPR Toolbox will prompt the user to indicate the data port to - Lzl i

which the drive is attached.

This is done to prevent any unnecessary commands
being sent to the attached drive(s).

Select the port that the drive is attached to:

SATA |

Select the appropriate port to continue.

To initialize the

drive, click the ‘Initialize’ button. CPR Toolbox will prompt g Tz hpe | Moamea
for a profile selection. Select from an existing profile or St Pt Foter 1202008 225
create a new one by clicking the radio button labeled
‘Create New’. If ‘Create New’ is chosen, the fields marked
Model Number, Serial Number and Number of LBAs may be
automatically filled if by clicking the ‘Identify Drive’ button. -

Create Mew
NOTE: This will send an ATA Command (ldentify Device) Model Number |

Serial Number. |
With the drive powered and initialized, we may now N::him;% |
proceed to examining the firmware modules. —

| Cancel
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Firmware Modules

To work with firmware modules, select a Module Input Source | — P |
(encircled in RED) from the dropdown box, depicted at right. % |
Powered -
Once an input source has been selected, the dropdown labeled X —
‘Module Commands’ will be populated, as depicted in Figure 82. = — |
Commands -
Module Input Source |
— - I of Powered |+
Iﬁ Module Commands - I v
- Initialized
Save Module Map - Commands - |
Create ARDS
Modify Hardware Head Map Module Input Source |
Daonar Drive(E) j
Create Software Head Map ﬁ s ; |
adule Lommands w
View Software Head Map -
Backup All Modules |
Service Area Input Source
Restore All Modules <Select Ones j
]
Figure 82 - Module Commands Il service frea Commands |
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Save Module Map

Selecting ‘Save Module Map’ will produce a text file which outlines the module map for the
selected source (drive or stored profile). A message box will be displayed indicating the name
and location of the file being saved.

CPR Toolbox 2010 x|

- Module Info saved to
!’) + C\Documents and Settings\RayiiMy DocumentshCPR Tools Utilities Suite \iFirmwaretMaxtor 6YZ50P0_Y652MN29E\ModulesiModuleInfo, txt,

Click "0Ok" b view it now,

Cancel |

The text file uses an ‘importance ratings system’ or “IRS” which values the importance of each
module from one (1) to four (4) and an asterisk (*). A value of one (1) is highly important and
four (4) indicates far less importance. An asterisk (*) indicates the importance is not yet
known.*

Listed from left to right are the Module ID, the Service Area LBA at which the module begins,
and the Module Size in bytes.

Module ID: MX_ST_CFG_3 (0000) | Start SLBA: 00008022(0x00001F56)
Module 1D: SCRIPT (0001) Start SLBA: 00008025(0x00001F59) Importance: 04 | Module Size(in bytes): 00004096
Module 1D: MOD_0002 (0002) Start SLBA: 00008033(0x00001F61) Importance: * Module Size(in bytes): 00000512

| | Importance: 04 |
| I |
Module 1D: MOD_0003 (0003) | Start SLBA: 00008034(0x00001F62) | Importance: * | Module Size(in bytes): 00001024
| | |
| | |
| | |

Module Size(in bytes): 00001536

Module 1D: MX_ST_CFG_1 (0004) Start SLBA: 00008037 (0x00001F65) Importance: 04 | Module Size(in bytes): 00000512
Module 1D: MOD_0005 (0005) Start SLBA: 00008316(0x0000207C) Importance: * Module Size(in bytes): 01167360
Module 1D: MOD_0006 (0006) Start SLBA: 00008039(0x00001F67) Importance: * Module Size(in bytes): 00004096

Working with drives in Safe Mode

) . . ) . ) Color Drive Family Name
The next section of this guide describes working with ARDS

(Alternate Resource Drive Start) capabilities. Using ARDS ARES C64K
requires the setting of drives into ‘safe mode’. Pink FALCON
Begin by determining the drive family to which the subject Magenta SABRE

drive belongs. CALYPSO

For Maxtor PATA drives, the drive family corresponds to the Red NAOP
color coded serial number label which is typically on the edge

of the drive.

Once the drive family has been determined, follow this guide to ARES C64K. FALCON
place the drive jumpers in the appropriate position for the drive ’ ’
to be in safe mode. SABRE & CALYPS50

‘.. (0000

¢ ::Nﬁpuﬂ

15 CPR Tools is continuing research into the importance of modules that are currently undetermined; as new
information is confirmed, updates to this application are provided through new CPR Toolbox™ releases.
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Create ARDS

Alternate Resource Drive Start (ARDS) is a useful utility when encountering drives with
firmware corruption which prohibit the drive from starting.

Begin by obtaining a suitably compatible drive, setting the Safe Mode jumpers on the drive and
attaching it to either Side A or Side B of PSIClone.

To create an ARDS file, select ‘Create ARDS’. CPR Toolbox will create the file and will present a
message box detailing the file’s location.

CPR Toolbox 2010 x|

- BRDS saved ko
\lj) « C\Documents and SettingsiFayiiy DocumentsiCPR Tools Utilities Suite)iFirmwareMaxkar
BYZS0P0_YES2ME9E Y ARDS, 30Moy 2009 _043234PM, ards.

Figure 83 - ARDS saved

I & O_sT
| Maxtor 2F040L0 (B) | 00 © uisT com
To use an ARDS file, click the arrow beside the L% L > O © strsz
‘Powered’ button to display the message ‘Start Start drive using ARDS (Alkernate Resource Drive Start)
drive using ARDS'. = ey
|| Cammands - (1 () <1arT e

Clicking the ‘Start drive using ARDS’ message will
cause CPR Toolbox to prompt the user for information regarding the safe mode jumpers.

If the safe mode jumpers have been set, click ‘Yes’.

| cpPR Toolbox will prompt for a suitable ARDS file.

"‘?/I. Have the safe-mode jumpers been sek?

CPR Toolbox 2010 x|

If the safe mode jumpers have not been set, i
click ‘No’. CPR Toolbox will respond with a

message box allowing the user to first set the

safe mode jumpers before clicking ‘OK’ to

continue.

Please set safe-mode jumpers and click "Ck" ko continue,

; Zancel |
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The selection of an appropriate ARDS file begins by selecting a profile folder. Navigate within
the profile folder to the ARDS folder which stores all generated .ards files.

open 20|
Lok ir; I@iFirmware j L N

Maxtor ZFO40L0_F1HERDSE
Maxtor 40040HZ_DEO4h'44E
Maxtor &Y 250P0_Ya5ZM29E

ty Documents

o

by Computer

‘ﬁ File name: I j Open
« [ [ D |
by Mebwark Filgs of type: I.ﬁ.HDS Files [*.ards™] j Cancel |

Pla [ Open as read-only

Figure 84 - Selecting a previously generated .ards file

Upon selection of an .ards file, CPR Toolbox will attempt to x|
start the drive using the ARDS information. If the drive .

starts successfully, a message to that effect will be \y Start with ARDS successful,
displayed.
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Modifying a Hardware Head Map vs. Creating a Software Head Map

When working with a hardware head map, we can disable a given head or heads. Attempts to
read from these heads will result in errors.

Through the utilization of a software head map'®, we are able to determine the range of sectors
for which each head is responsible. Through the application of the map, we can simply bypass
sector ranges, thereby avoiding errors. Software headmaps are used by the ADR module.

Modify Hardware Head Map

Selecting ‘Modify Hardware Head Map’ will present a message box which enables the user to
toggle each head on or off.

Modify Hardware Head Map x|

Click the checkbox(s) to enable/disable head(s). |

HEEERE
B L M= O

Appli | Close I

Figure 85 - Modify Hardware Head Map

Create Software Head Map

Selecting ‘Create Software Head Map’ will instruct CPR Toolbox to create a head map from
firmware modules and will write the data to a .map file.

A message box is displayed showing the location and name of the stored .map file.

CPR Toolbox 2010 |

= Head map sawved to;
\15]) + CHiDacuments and SektingsiFayiMy DocumentsiCPR Toals Ukilities SuiketiFirmware)Maxtar
E¥250P0_Y652H29E \ HeadMapst S0MovE009_0447 15PM. map.

Figure 86 - Saving a software head map

¢ Headmaps are used by the ADR utility.
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View Software Head Ma

Selecting ‘View Software Head Map’ will instruct CPR Toolbox to display an ‘open file’ dialog box
so that the user may select a .map.

open 21|
Look in: |E} Headbaps j J _? - '

S0MovZ009_044715PM. map
S0Mov2009_051740PM. map

Filz name: I j Open I
Filez of type: IHead b apz [*.map”] j Cancel |

[T Open az read-only

Figure 87 - Selecting a software head map file

Selecting a .map file will instruct CPR Toolbox to parse the data within the file and create a text
file with the parsed information.

Upon selection of a .map file, CPR Toolbox will ask if the user wishes to reparse head map
information.

CPR Toolbox 2010 x|

9 A parsed version of this map file already exists,
5 Click. "2k ko open the existing file or "Cancel" ko reparse the map file.

Cancel |

Selecting OK will open the text file created from parsing the .map file. Selecting ‘Cancel’ will
instruct CPR Toolbox to reparse the head map data and will overwrite the selected file.
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A sample of the displayed data appears below. The entries are produced in columns, one per
head.

For this example, some data has been colored to help explain the layout and meaning of the
entries. The lines colored in red outline the number of heads [00] through [04], and the
number of entries for each of the heads listed.

The lines colored in blue, list a head number followed by a range of LBAs for which the head is

responsible.
[00][Total Entries:44385] [01][Total Entries:88769] [02][Total Entries:88769] [03][Total Entries:88769] [04][Total Entries:88769]
[00][5872 - 8175] [01][4720 - 5871] [02][3568 - 4719] [03][2352 - 3567] [04][1200 - 2351]
[00][19920 - 22223] [01][8176 - 9327] [02][9328 - 10479] [03][10480 - 116951 [041[11696 - 12847]
[00][33968 - 36271] [01][18768 - 19919] [02][17616 - 18767] [03][16400 - 17615] [04][15248 - 16399]
[00][48016 - 50319] [01][22224 - 23375] [02][23376 - 24527] [03][24528 - 25743] [041[25744 - 26895]
[00][62064 - 64367] [01][32816 - 33967] [02][31664 - 32815] [03][30448 - 31663]

Figure 88 - Sample head map file

Backup All Modules

Selecting this option will instruct CPR
Toolbox to create backups of all modules
from the selected source. This can be a
time consuming process; CPR Toolbox will
display a progress indicator during this

operation.
CPR Toolbox will present an alert indicating that the backup process has
completed. ]
\EJ) Backup complete.
Backed up modules are stored in the ‘Modules’ folder within the current

profile folder. An example path:

C:\Documents and Settings\Ray\My Documents\CPR Tools Utilities
Suite\iFirmware\Maxtor 6Y250P0_Y652N29E\Modules

Within this Modules folder, CPR Toolbox has created a date and time stamped folder which
contains the backed up modules. Following the example above, the full path to the backed up
modules would be:

C:\Documents and Settings\<user>\My Documents\CPR Tools Utilities Suite\iFirmware\Maxtor
6Y250P0_Y652N29E\Modules\01Dec2009_083501AM
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Restore All Modules

Selecting ‘Restore All Modules’ will provide the user with the ability to select a previously
backed up module set.

= Select a folder = EI

Current path: C:iDocuments and SettingsiRawiiy Documentsy”PR Tools Ukilities SuitediFirmware! Maxtc

= Type Created % | Filez [.mod]
=L
L) 01Decz009_ 083501 AM File Folder  12/01/2009 05:35:01 AWM 126

Cancel |

Figure 89 - Selecting a previously backed up module set

To restore a module set, select the desired folder and click OK.

This can be a time

consuming process; CPR Please wait while data is saved.

Toolbox will display a — . .

progress indicator during This process may take a few minutes.

this operation. Attempting to restore MOD_0005 (6 of 126).., el |

x| CPR Toolbox will present an alert indicating that the restore process
" has completed.

9 | } Restoration complete,
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Service Area Input Source

The iFirmware™ application has the ability to Backup, | Patient Drive (A Side) |
Restore and Verify the service area of a given source. A i Powered |+
source can be a connected hard drive or a previously backed
up set of service area data. Select a source from the drop- X Initialized
down list to begin. N Commands _,l
Once a source has been selected, the Service Area
Commands dropdown will be populated.
| Maxtor 6Y250P0 (B) |
Service Area Input Source | I ¥ Powerad | w
Fart: Drive(G] [ | & Initialized
i Commands - |
Backup Service Area
Bestore Service Area
WVerify Service Area L4 Module Input Source |
Danor Drive(B] j
ﬁ Module Commands vl
Service Area Input Source |
<Select Onex j
Service Area Commands I scrvice Area Commands w |
Backup Service Area s

Selecting ‘Backup Service Area’ will instruct CPR Toolbox to save a copy of the service area data
to a file. This can be a time consuming process; CPR Toolbox will display a progress indicator
during this operation.

Please wait while dE’lE isread.
—| This process may take a few minutes.
— iBacking up service area (LBA 32256 of 449101, i Cancel
=I

When the backup of the service area has completed, CPR Toolbox will present a message box
alerting the user to the location of the saved data.

CPR Toolbox 2010 X|

— Service area saved to:
\1!‘) « CiDacuments and SektingsiFayiiy DocumentstCPR Tools Utilities Suike)iFirmware)Maxkar
GY250P0_YASZMZ9EYSANSA_01Dec2009_092352aM, sab,
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Restore Service Area
Selecting this option will provide the user with the ability to select a previously backed up

service area.
open 21|
Lok in: | 54 =l QF 2E

98_010ecz2009_091607AM_partial sab
S4_D1Dec?009_0925524M.sab

My D ocuments
o
by Computer
File name: j Open I
Files of ype: ISewice Area Backups [7.2ab”] j Cancel |

[ Open az iead-only

Figure 90 - Selecting a service area backup for restoration

Ensure that the Service Area Input is a connected drive, or a file in a previously saved location.
Note: You cannot select a file that is currently in use, this will fail because the restore file is
already open.

To restore from a previously backed up set of service area data, select a file and click ‘Open’.

This can be a time consuming process; CPR Toolbox will display a progress indicator during this
operation.

Please wait while data is saved.

This process may take a few minutes.
Restoring service area (LBA 256 of 449101, Cancel |

When the restore process has completed, a message box  [EIRElTiEgedifL x|

is shown. .
1 ) Service area successfully restored,
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Verify Service Area

Two types of verification are available. These are
Quick Verify and Full Verify

Quick Verify
Selecting Quick Verify instructs CPR Toolbox to
validate firmware modules for the selected source.

If verification fails, the user may wish to select
this source as a ‘Repair Source’ in the Automatic
Identification and Repair (AIR) section to attempt
a repair of failed modules.

Full Verify

Service Area Input Source

Parts Drive(B)

=~

Service Area Commands !

Backup Service Area
Restore Service Area

Verify Service Area

k

Duick Verify
Full Verify

Selecting Full Verify instructs CPR Toolbox to verify the entire Service Area of the selected

source.

Automatic ldentification & Repair (A.1.R)
A powerful feature of CPR Toolbox’s iFirmware application is the ability to repair and/or replace

firmware modules.

To begin, select from the list under ‘Patient Drive/Files’. Suitable sources may either be a drive
connected to Side A of PSIClone, or a previously saved firmware module folder.
shown, a hard drive on Side A of PSIClone has been selected.

In the example

ALR. (Automatic Identification & Repair)

Donor Drive/Files |
<5Select Ones j
| <5elect a Source =
Module ID Importance - Module ID
O @& ~rreH 04
O & ataF 02
O & a1 roL 01
O & a1 _roL 03
O @& o1sk 02
O & oisk_PARTS_INFO 04
O @& omcs 02
O & evTLc_oo 04
O & Fum 01
O&rw 04
O & HLut 04
O & maxats 04
O & moDp_ooo2 *
O & moDp_ooo3 *
O & moD_ooos *
O & moD_ooos *
O & moD_ooo9 *
O & moD oooc *
O & moro_oooF *
L@ oo o0 =l
Werify Feplace | erify |

Figure 91 - A.1.R. with Patient Drive selected
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Verification of modules

Verification of modules is the preferred first step. Begin by selecting

modules listed for which verification should be performed. Modules may

be selected individually by clicking the checkbox to the left of each
module name. CPR Toolbox also provides a right-click context menu if
selecting more than a few modules at a time is desired.

‘Select by Module State’ and ‘De-Select by Module State’ provide the

following sub-options:

- =

Select By Module State
Ce-Select By Module State

-

Select By Imparkance r
De-3elect By Imparkance

Select Al
Select Mone

Select by Importance and De-Select by Importance provide the following sub-options:

e Error

e Not Verified
° Valid

e Levell

e Level 2

e Level 3

e Level 4

e Asterisk (*)

As stated earlier, module importance are noted on a scale from one (1) to four (4) where one
(1) is the most important and four (4) is far less important. Where an asterisk (*) is listed, the

importance has not yet been
determined.’

Lastly, the user may Select All or
Select None.

Verification

The verification state of a module is
indicated by the icon which is
presented between the checkbox and
the module name. Unverified
modules are marked by a blue circle
with a question mark. Verified
modules are marked by a green
check mark. Error modules are
marked by a red circle with an
exclamation point.

In the example shown, all modules
were selected and the ‘Verify’ button
has been clicked to initiate the
verification process. Note that the
module FW has failed verification and
is marked by a red circle with an

exclamation point.

shown.

y Yerification complete.

Maxtor 6Y250P0 (A) |

Module ID Importance = Module ID
O 04
O 01
O 03
O@o 02
OOo 04
O @ orcs 02
O @ evris oo 04
O@&rvm 01
@ rw 04
O&H._ut 04
O @ maxets 04
O & a0p 000
O d Please wait while data is read
C
M —| This process may take a few minutes.
§ = defira oD o005 |
- Vertying : Cancel
@) MOD_000F
& MoD 0013 =
™ R R — -

erify I Frepar | Feplace | e |

Figure 92 - Verification of modules

PR Toolbon Nl x| Once the verification process has completed, a message box is

17 CPR Tools is continuing research into the importance of modules that are currently undetermined; as new
information is confirmed, updates to this application are provided through new CPR Toolbox™ releases.
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If a module fails verification, it will remain checked, as depicted in Figure 92. At this point a
repair may be attempted by clicking the ‘Repair’ button.

Alternately, the user may choose to select a ‘Replacement Module Source’ from the drop-down
menu at the right of the screen. Available sources include a hard drive connected to Side B of
PSIClone or a previously saved module folder.

To replace a module, select the module to be replaced under the ‘Repair Source’ listing by
ensuring it is checked, then click the ‘Replace’ button. The ‘Replace’ button only becomes
available if data is listed in the ‘Replacement Module Source’ section of the interface.

If the repair or replacement of a given module is successful, the icon will change to a green
check mark. Not all module repairs will be successful; the resulting state of the module is
indicated by the icon beside its check box.
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Module and Service Area Viewers

Both Module and Service Area Viewers are available from within the
iFirmware application. These are ‘docked’ at the right of the screen and
may be made to ‘fly out’ into the visible space by clicking either of the
tabs shown. The viewers may be ‘locked’ into the viewable space by
clicking the push pin icon at the upper right corner of the viewer screen.

Module Viewer

Patient Drive (A Side) |

Powered

Initialized

Hix|x

Commands

Maxtor 6Y250P0 (B) |

|
To populate the Module Viewer with module data, first select a Module | ¥ Powered g
Input Source from the dropdown menu at the left of the screen; this is | ¢ Initialized
depicted here, encircled in red. ] Commands d
To begin, first select a ‘Module Input Source’ from the dropdown menu at
the left of the screen. Suitable sources include a drive connected to
PSIClone or a previously saved module backup. plodde oyl Soue J|
Donaor Drive(B) =
Once a Module Input Source has been selected, click on or hover the | e |
mouse over the tab labeled Module Viewer at the right of the screen to e
cause the Module Viewer to ‘fly out’.
Module Viewer - Maxtor 6Y250P0 () Service Area Input Source |
Offset |D|l|2|3|4|5|6|’?|8|9|A|B|C|D|E|F|ASCII | <Select Ones j

0x00000000 53 45  4C 45 43 B4 EOD 41 E0 4D 4F 44 K5 4C 45 EE  SELECT A MODULE.

()] 0dO5STAS 002 | - A2als, SINR0W [

> Nextl . Module Commands |

4 PI'E.-'l |<SelectaModuIe> j

ﬂ Save Changes vﬂea-:l-crnl,-'

- Service Area Commands  w |
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The Module Viewer toolbar is located at the bottom of the viewer interface.

4 Prevl IDISK_PP.RTS_INFO j '3 Nex‘tl |~Modu|et:ommandsv i save -Chﬁn-;les” % Read-Only

To populate the viewer with module data, select a module from the dropdown at the bottom
left. Once a module has been selected, the user may scroll through modules by using the ‘Prev’
and ‘Next’ buttons, or by direct selection of another module using the dropdown box.

The Module Viewer offers specific functionality not found in other
areas of the iFirmware application. The Module Commands

dropdown menu provides access to the following options : |,' Madule Commands
e Save Module Map Save Module Map
e Backup Current Module
e Restore Single Module Backup Current Module
e Verify Module Restare Single Module
e Repair Module
Select ‘Save Module Map’ to save the module map. This LTI E
functionality is the same as that shown in the ‘Select Module Repair Module

Source’ area of the screen. The Backup, Restore, Verify and
Repair options enable the user to work with individual modules.

Editing within the Module Viewer | ¥ Read-only

There is a button, marked ‘Read Only’ at the bottom right corner of the Module
Viewer. In its initial state, the Module Viewer allows for the viewing of modules
only.

To enable editing of module values, click the ‘Read Only’ button. When in
read/write mode, the button will display a red X in place of the green checkmark.

When editing module data is complete, be sure to click the button marked ‘Save Changes’ to
commit the changes.

Context Menu (right-click) within the Module Viewer

Using the context menu within the Module Viewer provides easy switching Set Read Ol

from read only to read/write. Additionally, there are some actions available

only through the context menu. Cut, Copy, Paste, Load From File and Save Cut

To File are functions which are only available through the context menu. Capy A

Both ‘Load From File’ and ‘Save To File’ provide options to load or save in Paste _ d!

Hexadecimal or ASCII. lesellfemiils |
Save To File L
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Service Area Viewer

The Service Area Viewer allows for the viewing and editing of service area [ Patient Drive (A Side) |
data. ﬁ Powered |+
Begin by selecting a Service Area Input Source. Valid sources are X Initialized
previously saved service area data or a drive connected to either Side the ™ p—— - |
PSIClone.
Once a Service Area Input Source has been selected, click on or hover the |
. . - Maxtor 6Y250P0 (E) |
mouse over the tab labeled Service Area Viewer at the right of the screen v |
H H ‘ ’ Powered -
to cause the Service Area Viewer to ‘fly out’.
W Initialized
Service Area Viewer - Maxtor 6Y250P0 (4} o x
" Commands - |
| o [First| 4 prev| b net| B Last| [LBA] 0 |[of:] 43910 | -
Difsec [0 1 2z s3] al s e 7 8| s a|le]c| o] 5| F|ascIz [
0x00000000 43 52 20 54 EC 75 Z& L7 ED AF 7z ED SA EO a0 50 CROTMua=i~rkZ°€F
0x00000010 08 3c 0z a0 04 4F 08 43 FF A0 30 ZD = A0 10 00 0O=0€000cy 0-- 0.
0x00000020  ©6 71 27 B4 E? B3 6C  C4 53 BA 80 20 08 3C 03 80  Eg'agrliste O0-0€ Module Input Source |
0x000000320 04 4F [af=] 432 FF A0 20 ZD ZD A0 10 [alu] 20 [a) =] 1E 00 Ooocy o-- 0. 0O0. D Dri B o
0x00000040 0z [alu] 41 [alu] [alu] [alu] 3 [alu] 1z [alu] 62 [alu] [alu] [alu] 40 00 O.a...)1.0.b...@. onor ”"E[ ]
0x00000050 16 an ZC an EE an EE an 53 an 5E an 1z an 0E o0 0O.,.».».Y.1U7.0.0. : 9]
0x00000060 00 00 FZ 00 SD 00 46 00 00 00 00 00  8C 00 DO 00  ..&.1.F.....E.DB. @ __Module Commands vI
0x00000070 0s oo oo oo 2B oo 4B oo 4D oo 37 oo 1z oo 10 oo O...<.KE.M.7.0.0.
0x00000030 78 oo 38 oo 7c oo oo oo 20 oo 20 oo oo oo oo 00 x.5.|...0.0.....
0x00000030 [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] a1 [alu] 3E [alu] 0z [alu] 4z 00 ........0.%.0.E
0x00000040D [af=] [alu] 29 [alu] [alu] [alu] 7c [alu] 05 [alu] 27 [alu] a]=3 alx) 37 oo d.})...l.0.'.0.7.
0x00000DOB0 82 00 OF 00 2% 00 00 00 00 00 00 00 00 00 00 00 *.O.f.eec..o-.. Service Area Input Source |
0x000000C0 [alu] [alu] [alu] [alu] Fe [alu] D& [alu] 20 [alu] [alu] [alu] 432 [alu] k] o0 ....s8.0.€...C.=.
0x00000000 DF | 00 2D 00 5C 0@ 2C 00 3% 00 00 00 DO 00 65 00 G.0.%.,.9...B.=. <3elect One> ﬂ
0x000000ED 20 oo oo oo oo oo oo oo oo oo oo oo oo oo oo o0 e.. ..
0x000000F0 00 00 1o 00 1F 00 54 00 16 00 41 00 00 00 00 00 ..0.0.T.0.A..... Service Area Commands |
0x00000100 [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] o0 .
0x00000110 [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] 40 L. @
0x000001Z0 [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] [alu] o1 L o.
0x000001320 4e &0 4h EC 62 EE 13 A A EE g (3 ki3 74 74 8C F I\b fzz xjvttdE
0x00000140 6E E ki3 an 03 an an an an an 10 an FF an an 00 mnrv.O____ . 0O.%..._
0x00000LED 00 oo oo oo FF oo FF oo FF oo FF oo 3E 0z 4z 00 ... .¥.%.¥.F.20B.
0x000001e0 52 oL BE oo 7z oo 8E 68 9z oo AZ 03 EEZ 1c LE 00  EOb.r..h”.¢0200.
0x00000170 EZ 10 0z oo Fz oo ZB ED 1a 63 ZC 31 ZD 05 20 80  &00. 4. +wdh, 1-00€
0x00000180 31 Zc 3z ac 33 50 34 a8 35 E& I8 CE 37 a0 38 sc l,ZCESP‘l“Si'[GfTESr.E
0x00000120 39 62 3A a0 ZB =14 1a 68 Zc 31 2D 05 20 a0 31 EC  9b:€+470Oh,1-00£1,
0x00000L1AD 32 ac 32 E0 34 28 3E E& 26 CE 37 20 22 aC 38 5z ZE2P4" ETEI7€8w0b
0x000001E0D 3A 20 ZB 28 1la 62 ZC 21 ZD [a]-3 20 20 21 ZC 3z 8C  :€+.0n,1-00£1,ZE
0x000001Ca ZB 7B 1a 68 ZC i D 12 30 |0 31 38 3z 88 33 £4 +{0h,=-00£182"3T
0x000001lD0 34 7C 35  Ah 36 BA 37 8z 38 84 39 84 3 80 ZEB 77 41526778, 98 4w
0x00000L1ED 1a BA ZC 39 ZD 1a 20 20 31 40 32 20 33 £C 34 74 03,2-00€1l@z03%4t
0x000001F0 35 ) L EA 37 24 38 24 39 =1 3A a0 oo oo E& ES  5i6°7,.8.9-:€..7&
LeAScal 4| | o]
B Service Area Commands vl E Save Changes | I wgead-Only

The Service Area Viewer includes controls at the top of the screen for navigating through
Service Area LBAs (SLBAs). Users may scroll through SLBAs one at a time or jump to the First
or Last SLBA. Alternately, the bottom, horizontal scroll bar may be used to scroll through
SLBAs.

At the bottom of the Service Area Viewer there are three (3) buttons.
BB Service Area Commands vl E Save Changes I I 'ﬁ?ﬂead-ﬂnly

The Service Area Commands button provides the facility to backup or restore the service area.

As with the Module Viewer, there is a toggle for setting the Viewer to Read Only or Read/Write
status. If changes are made in Read/Write mode, ensure that the Save Changes button is
clicked to commit any edits.

The context menu, available by clicking the right mouse button, also Set Read,'Write
provides certain functionality, and is depicted here. Copy R
The Set Read/Write selection performs toggling of the read-only switch. Save To File b

The Copy and Save to File options offer the ability to save or copy as
ASCII or Hexadecimal.
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Mount /7 Unmount Drive
(Featuring USB Write-Block) oolbox ips:

CPR Toolbox™ now provides the ability to use a drive Mounted Drives are ‘READ ONLY’.
connected to Side B of PSIClone™ as a USB . .
connected mass storage device (removable hard Nq wrlte.ope.ra_tlo‘ns s pe,rformed on a
drive). To begin, click on a drive connected to either drive which is in Massﬁtorage mode while
Side of PSIClone™ in the left vertical pane of CPR connected to PSIClone™.

Toolbox™. Figure 93 shows a PSIClone™ with two
drives connected.

@ FsiCione 100045 To mount the drive connected to Side B, select ‘Mount Drive’ from
the Data Recovery menu button. Upon initiating the mounting of
& PATA A: ST380021A this drive, CPR Toolbox™ displays this message:

=) PATAE: ST3E00214

two drives connected

Figure 93 — PSIClone™ with /O

cess may take a few minutes.

Figure 94 — Mounting a Drive

PSiIClone™ Tips:

There is a direct relationship between the size of a drive being mounted and the time it will take to complete
the transition to a write-blocked, mounted drive. Large drives take a significant amount of time to become
available as mass storage devices.

x|| When the switch to mass storage has completed, CPR
Toolbox™ presents an informational dialog showing the
\lj) Switch complete, drive and its connection point to PSIClone™.
PATA B: Maxtor 6BZ00R0 was mounked.

CPR Toolbox™ changes the display in the left, vertical pane
to indicate that PSIClone™ is being used as a USB pass-

Figure 96 - CPR Toolbox™ has through to enable the host
successfully mounted the drive attached system to ‘see’ the attached PSIClone Mounted Drives
to PATA B drive. Figure 96 depicts CPR
Toolbox™ new display of the = MaxTOR_BB 00RO (]
drive, including the operating system’s assigned drive letter. Figure 95 - CPR Toolbox™
Additionally, the device LCD will display ‘PSICLONE MASS STORAGE’. reflects the mounted drive

While in Mass Storage mode, the CPR Toolbox™ Sector Viewer may be used but other
PSIClone™ / CPR Toolbox™ functions are disabled. The switched drive may be addressed
through the host operating system using the drive letter provided; in the example shown, drive
letter “I:” has been assigned.

PSIClone™ User’'s Guide
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By assigning an operating system addressable drive letter to
this drive, an external utility, like the included ‘Mount Image
Pro’ software can be used to mount the image.

Once the image fileset has been mounted, a utility such as
the included ‘Recover My Files’ software can be used to
perform data recovery actions without the risk of altering the
original data from which the image was made.

. Once a drive has been mounted, files may be ‘dragged’ using
Windows Explorer, effectively copying them to the host
system.

I11.  PSIClone™ initiates a USB Write Block for drives mounted
using the ‘Mount Drive’ feature.
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Security

Security
Clicking the ‘Security’ button reveals the menu item which launches DriveKey™.

Security ‘
S | Drive Key |

™ 18

DriveKey
What is DriveKey™?

DriveKey™ represents a breakthrough in hard drive security manipulation. On fully
supported drives'®, DriveKey™ is able to retrieve the drive’s security password, even
if the drive was locked with the highest level of security supported by the ATA
specification.

For drives which are fully supported, DriveKey™ allows the retrieval of passwords which are in
effect. For supported and unsupported drives, DriveKey™ acts as a user-friendly front-end to
the locking and unlocking of drives at all security levels.

Launch DriveKey™ by clicking the Security button in the CPR Toolbox™ toolbar to reveal the
DriveKey™ menu item. Click DriveKey™ to begin.

User and Master Passwords

NOTE:

: . . . To understand the benefits of DriveKey™, a
Supported drives on either Side A description of the workings of locking and unlocking

or Side B of PSIClone™ may be drives using ‘User’ and ‘Master’ passwords is presented
locked or unlocked using here.

DriveKey™.

DriveKey™ is a user interface which allows easy
manipulation of the password security features implemented in the ATA specification.?®

Security enabled ATA compliant hard drives use passwords to allow for security to be applied.
These passwords, called ‘User’ and ‘Master’ may be used separately or together. The level of
security depends entirely upon the choices made regarding which passwords are used.

Contrary to the naming conventions, the ‘User’ password is

used to provide security. ‘Master’ passwords are used solely DriveKey™ Key Feature:
as an alternative method of unlocking a drive in certain Prior to DriveKey™, a drive
instances. locked with a User Password

would be unusable without the

To lock a drive, ‘User’ password must be used. The ‘User’ User Password.

password has two possible levels of security:
With DriveKey™ support, this

High is no longer the case; fully
If a drive is locked with a user password in ‘High’ supported, locked drives may
mode, either the Master password or User simply be unlocked using
password may unlock the drive. DriveKey™.
Max

If a drive was locked with a user password in ‘Max’ mode, only the User password
should be able to unlock the drive. The drive should be completely unusable
without the correct ‘User’ password.

18 Available as an add-on module to Law Enforcement and Government Agencies only; additional charges apply.
Contact CPR Tools, Inc. for more information

19 A current list of fully supported drives is available online at http://www.cprtools.net/downloads
20 The ATA specification is maintained by INCITS T-13 committee (http://www.t13.0rQ)
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DriveKey™’s feature set is best described through example. The first example will assume a
fully supported drive so that all of DriveKey™’s features will be displayed.

Fully Supported Drives and DriveKey™
Assumptions for this example:
A fully supported drive® is connected to PSIClone™ on Side B and is powered.
PSIClone™ has been attached to a USB 2.0 port on a host computer running CPR Toolbox™

version 5.0 or higher®?.
DriveKey™ support has been enabled?.

PSIClone 100435 - Drive Key x |

Security Info
_ Security Locked: Mo
Target Drive Security Frozen: Mo
. Security Count Expired: Mo
PATA A Maxtor 6B200R0 7
B J Security Level: 0

Master Password Revision Code: FFFE

Password Settings
" Master ™ User
& ascl © Hex Fil \.l'alue:l Revision (Hexj:IFFFE 7 High * Max
Permanent Unlock | Set | Retrieve |
Event Log
Save | Prink | Cleat |

Figure 97 - DriveKey™ initial screen

21 A current list of fully supported drives is available online at http://www.cprtools.net/downloads

22 The images presented may not accurately depict CPR Toolbox versions < 5.0, however functionality on these
versions is the same.

23 Available as an add-on module to Law Enforcement and Government Agencies only; additional charges apply.
Contact CPR Tools, Inc. for more information
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Using DriveKey™

Begin by selecting a supported drive from the drop-down list, labeled ‘Target Drive’. Figure 98
depicts a Maxtor Drive, attached to Side A of PSIClone™ selected.

PSIClone 100435 - Drive Key x|

Security Info
_ Security Locked: Mo
Target Drive Security Frozen: Mo
R Security Count Expired: Mo
PATA A Maxtor 6B200R0 =
S J Security Level: O

Master Password Revision Code: FFFE

Password Settings
" Master & User
& asc 0 Hex f \.l'alue:l Fevision (Hexj:IFFFE " High % Max
Permanent Unlock | Set | Retrieve |
Event Log
Sane | Print | Cleat |

Figure 98 - A Maxtor drive attached to Side A of PSIClone™ has been selected

Select a drive from the drop-down menu labeled ‘Target Drive’. Drive security status is
provided in the section to the right labeled ‘Security Info’.
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The ‘Password(s)’ section of the screen, depicted in Figure 99, provides an interface through
which a drive may be locked or unlocked.

PSIClone 100435 - Drive Key x|

Security Info
_ Security Locked: Mo
Target Drive Security Frozen: Mo
R Security Count Expired: Mo
PATA A Maxtor 6B200R0 =
ar J Security Level: O

Master Password Revision Code: FFFE

Password Settings
" Master & User
& asc 0 Hex f \.l'alue:l Revisian(Hexj:IFFFE " High % Max
Permanent Unlock | Set | Retrieve |
Event Log
Save | Prink | Cleat |

Figure 99 - Password Settings Section of DriveKey™

In this section, the user will be able to read/display Master and User passwords. Additionally,
the user may set a Master password and/or a User password in either High or Max modes. The
passwords selected may be in either ASCII or Hex.

Setting a Master Password?*

To set a Master password,

ensure that the radio button @ Master ' User

labeled ‘MaStefr' is selected. * ASCIT  Hex Fil '-.-'alue:l Fevision {Hex}:l 1BEY € High & Max
Next, select either ASCII or

Hex and enter a ‘Fill Value’, if masterpasswordhasbeenset|

desired, in the text box

provided. The ‘Fill Value’ is Permanent Unlock, | Set | Retrieve |

used to pad the chosen

password. If no Fill Value is
entered DriveKey™ will pad the password field, if needed with 0x00.

Key a password into the field shown.

24 DriveKey is capable of setting Master passwords on both fully supported and minimally supported drives
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According to the ATA specification, a Revision code may be set to specify information about the
entity setting a security password. As not all vendors follow the specification, this field may be
‘grayed out’. The ATA specification indicates that valid hexadecimal values for Revision are

0001 through FFFE.
i

"
Upon successful setting of the Master password, \11) Set passward For PATA B: Maxhor 2F040L0
CPR Toolbox™ will display a confirmation message,
shown in Figure 100.

Click ‘Set’ to set the Master password.

In addition to the success message, CPR Toolbox™

displays the output of the command in the Event Figure 100 - Successfully set a password
Log section of the module, as shown in Figure 101.

Event Log

Set password For PATA B Maxtor 2F040L0
Passward Used (ASCIT:masterpasswordhasbeenset
Password Used (HER ) ED61 7374657270617 3737 76F 7264658617 36265656E7 3657 40000000000000000

Figure 101 - Output resulting from successful setting of Master password

The password is displayed in both ASCII and Hex. Note that as the password phrase entered
did not fill the requisite 32 bytes, the ‘Fill Value’ was appended to the phrase to pad it to the full
length of the password field.

The output in the Event Log may be saved to a file by clicking the ‘Save’ button. Alternately,
this data may be easily printed by clicking ‘Print’. The Event Log display may be cleared by
clicking ‘Clear’.

Setting a User Password?®® DnlveKeMTM Key Feature:

The process for setting a ‘User’ password closely resembles Prior to DriveKey™, a drive
those for setting a Master password as described above. One locked with a User password
significant difference is the ability to choose a security level would be unusable without the
for the User password. User password.

As with the setting of the Master password, the user must With DriveKey™ support, this
select ASCII or Hex, ‘Fill Value’, if desired, in the text box is no longer the case; fully
provided. The ‘Fill Value’ is used to pad the chosen password. supported, locked drives may
If no Fill Value is entered DriveKey™ will pad the password simply be unlocked using
field, if needed with 0x00. DriveKey™.

25 DriveKey™ is capable of setting User passwords on both fully supported and minimally supported drives
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The ‘User’ password has two possible levels of security:
High
If a drive is locked with a user password in ‘High’ mode, either the Master password
or User password may unlock the drive.
Max
If a drive was locked with a user password in ‘Max’ mode, only the User password
should be able to unlock the drive. The drive should be completely unusable
without the correct ‘User’ password.

To set a User password, ensure that the radio button labeled ‘User’ is selected. Next, select
either ASCII or Hex and
" Master % User enter a ‘Fill Value’ in the

 AsCIl © Hex  Fill alue: I':' Revision {Hex}:IFFFE " High % Max text box provided.

The ‘Fill Value’ is used to
pad the chosen password.
Select ‘High’ or ‘Max’.

UserPasswurdIsNDwSed

Permanent Llnll:n:kl Set | Retrieve |

. . X
Key a password into the field shown. X

Click ‘Set’ to set the User password. CPR Toolbox™
displays a confirmation message to acknowledge
the setting of the User password, as shown in
Figure 102.

-
\Ij) Set password For PATA A Maxtar 6E200R0

Once a password has been set, the drive is locked.
PSIClone™ recognizes this and presents a locked Figure 102 - User Password Set
icon adjacent to the drive as displayed in the
vertical pane in CPR Toolbox.

Dirive List o x

Retrieve @ FSiCione 100435
For fully supported drives, any passwords which exist may

L . L PATA & Mastor BEZ00R0
be shown within the DriveKey™ module by clicking = A
‘Retrieve’. If ‘Retrieve’ is used on drives which are not fully = PATA B: Hitachi HD T 7250500WLATS0

. . Figure 103 - PATA A is Locked
supported, CPR Toolbox™ displays a message stating that

the selected drive is not yet supported.

CPR Toolbox 2010 x|

' Failed to retrieve passwords From: PATA &: ST3102154,
. Err: Dx50001 100 (Drive is not currently supported)

If ‘Retrieve’ is successful, CPR Toolbox displays a confirmation that the retrieval was successful.

CPR Toolbox 2010 x|

\E) Retrieved passwords From: PATA &: Maxtor 66200R0

PSIClone™ User’'s Guide
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Click *OK’. All known password information about the drive is displayed in the Event Log
window. A successful ‘Retrieve’ operation is shown in Figure 104.

Password Settings

" Master % User

@ ASCIl " Hex Fil '-.-'alue:l Reevision {Hex}:IFFFE " High % Max
serPasswordIshowSet000000000000

Permanent Unlock, | Sek | Retrieve I

Event Log

Retrieved passwords from: PATA &) Maxtor 6EZ00R0
Master (ASCIL:Password contains unprintable character(s) and cannot be shown in A5CII Format,
Masker (HEX):614D 74737 26F4900494E 20544553554 349525954 54 205345 2054 545350454600
User (ASCIIPasswiord conkains unprinkable character(s) and cannot be shoven in A3CIT Format,
ser (HEX): 5573657250617 3737 76F 7264497 34E6F 775365 74303030303030303030303030
Revision: FFFE

Figure 104 - Successfully retrieved password information is displayed

The output in the Event Log may be saved to a file by clicking the ‘Save’ button. Alternately,
this data may be easily printed by clicking ‘Print’. The Event Log display may be cleared by
clicking ‘Clear’.

Permanent Unlock

The button marked Permanent Unlock may be x|

used to unlock a drive in such a way as to have .
the ‘unlocked’ status survive a power cycle of the \!}) Permanently unlocked PATA &: Maxtor 6EZ00RD,
drive. This feature is available to fully supported

drives under most conditions. For drives which
are not fully supported, this feature will only
succeed if the password(s), if any, for the drive
are known.

To use the ‘Permanent Unlock’ feature for fully supported drives, first click ‘Retrieve’ to
populate the password field. Once the password field is populated, clicking the ‘Permanent
Unlock’ button will unlock the drive. CPR Toolbox™ will display a confirmation message upon
success.

The Event Log will show an entry upon successful unlocking of a drive, as shown encircled in
red in Figure 105.

Event Log

Retrieved passwords from: PATA &: Maxtor SEZ00R0
Master (ASCII:Passwaord contains unprinkable character(s) and cannot be shown in A3CIT Format,
Master (HEX): 614074757 26F4900494E 20544553554 34952595454 2053452054545 350454600
User (43I Password contains unprintable character(s) and cannot be shown in ASCII Format,
Idser (HEX ) S57 365725061 73737 7eF 7264497 34E6F 77536574 3053030303030303030303030
Revision: FFFE

Permanently unlocked PATA &: Maxtor 6BZ00R0.
Password Used (ASCII): UserPasswordIskow3et000000000000%% 0 200
Password Used (HEX):557 365725061737 37 76F7 264497 34E6F7 75365 74303030303030303030303030

Figure 105 - Event Log provides a summary of the unlocking process

The output in the Event Log may be saved to a file by clicking the ‘Save’ button. Alternately,
this data may be easily printed by clicking ‘Print’. The Event Log display may be cleared by
clicking ‘Clear’.
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JE

Reporting
Reporting
Click the ‘Reporting’ button to access reporting functions within CPR Toolbox™. The main
reporting screen is depicted in Figure 106.
|<ND Device Selected = j Download Tasks |
Jobs | Certificates | Print Labels | Device Log | Alert Settings | ~
Create Job Assign Tasks
Enter Job Marne: Task Source |
I Mo Jobs Found = j
Createl Seszzion | Command | Result Yerification | Diive S/M [or Port) Time
Job Report
I{No Jobs Found > j
Eenerate |
Lzzign To: I |<N0 Jobs Found= j

Figure 106 - Reporting - initial screen

The main reporting screen displays five (5) tabs. These are:

e Jobs
e Certificates
e Print Labels

e Device Log

e A

lert Settings

The first four (4) tabs are used when CPR Toolbox™ is connected CPR Tools’ data eradication
devices: Hammer™ and SCSI Hammer™. PSIClone™ users need only be concerned with the
‘Alert Settings’ tab, depicted in Figure 107.

Jobs | Certificates | Print Labels | Device Log  Alert Settings |

Add Device |

Email 5ettings: No Device Selected

Alert Settings

[T Enable Email Alerts

Sender I

Recipient I

Server Name: I

[T authentication Required

Test Settings |

[T alert On Stark

[T alert On End

[T alert Every: |15 vI Minutes
[T alert Every: |1D vI Percent

[T Alert OrError €3 First €3 al

[ Everyl 10 VI

Save

Festore D efaults | Fefresh |

Figure 107 - Alert Settings, initial screen
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The Alert Settings tab is used to send email alerts at specific times during a recovery effort
(internet connection and valid email credentials required). To configure CPR Toolbox™ to send
email alerts, begin by selecting a device from the dropdown list, as shown. Alternately, users
may configure CPR Toolbox™ to work with
multiple CPR Tools devices by clicking the
‘Add Device’ button. Clicking ‘Add Device’
will cause CPR Toolbox™ to display a
dialog box which will collect information PolClone 100117 (Connected) Add Desvice |
about specific CPR Tools devices
(Hammer™, SCSI Hammer™ & PSIClone™) so that specific alert settings may be saved for
those devices on the host. This feature allows users to configure alerts for devices without
needing to connect those devices to a host.

Devices added in this fashion will be available in the

x|| ‘Selected Device’ drop-down box and may be selected for
editing at any time. These settings will automatically
Device T activate when the device for which they were configured is
<Select Onex - connected to CPR Toolbox™.
Device Serial

Email Settings: P5SICIone 100117

Cancel

i

[ Enable Email Alerts

Once a device has been selected, configuration of the Sender |
alert settings for that device may begin. Start by

completing the ‘Email Settings’ box at left, shown in Recipientl
Figure 108.

Enter a valid email addresses in the Sender and server Hame: I

Recipient fields. Enter a valid mail server address in the
Server Name field. If your mail server requires
authentication for sending emails, check the box marked :

. . . Test Settings
Authentication Required.

[T authentication Required

To test your settings, click the ‘Test Settings’ button.

Doing this will instruct CPR Toolbox™ to send a test Figure 108 - Email Settings
message using the values configured for Sender,
Recipient and Server Name.

If the test message is sent successfully, CPR Toolbox™ presents a message box to that affect.

The recipient specified in the ‘Recipient’ field will receive a test
email similar to what is depicted in Figure 109. =

Email settings test email. 3 Test email sent successFully,
Sender: alerts@example.com =

Recipient: technician@example.com
Server: mail._example.com
Authentication Required: Yes

Figure 109 - Sample test email
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mailto:alerts@example.com
mailto:technician@example.com

Once the email settings have been configured, enable or modify the ‘Alert Settings’ in the box
at right.

Alert Settings

[T alert On Start

[T alert Every: |15 "I Minutes
[T alert Every: |1I:| vI Percent

[T alert OnError 88 Firse 00 a1 O Everyl 10 vI
I alert On End

Figure 110 - The 'Alert Settings' box

The Alert Settings box provides options which determine when alerts are sent when using the
selected device.

Select the ‘Alert on Start’ checkbox to instruct CPR Toolbox™ to send an alert when an action is
initiated.

Select the ‘Alert Every’ and select a number of minutes for periodic updates to be sent.

Select the ‘Alert Every’ and select a value for percentage to receive periodic updates based on
the percent complete.

Select ‘Alert on Error’ and choose ‘First’, ‘All’ or ‘Every’ to receive alerts when errors occur.
The ‘Every’ option requires a number of errors which must occur before an error alert is sent.

Select ‘Alert on End’ to be alerted when the current action completes.

Assuming that the email configuration is correct, CPR Toolbox will send alert emails at the
defined intervals.

Page 131 of 141
PSIClone™ User’'s Guide

{ / CPR TOOLS
) epr o0



FAQ / Troubleshooting

1. After starting PSIClone™, LCD does not light, device is unresponsive.
 Ensure power cable is connected to the device and a working power source.

2. PSIClone™ does not recognize one or more attached PATA drives.
» Ensure all attached PATA drives are set to ‘Master’.
> Ensure that no more than two drives (one on each side of the device) are
connected. Do not use power splitters when working with PSIClone™.

3. CPR Toolbox™ does not display any attached CPR Tools devices.
> Ensure USB Cable is attached to both PSIClone™ and the host PC.
> Only USB 2.0 is supported.

4. Windows® asks for a driver when | plug in PSIClone™ to a USB port on my PC.
> There are two (2) potential reasons why Windows may ask for a driver to be
installed.

0 This is a new installation. The correct driver for PSIClone™ is pre-
installed upon installation of CPR Toolbox™ (part of the CPR Tools
Utilities Suite installation).

0 RESOLUTION:
When the ‘Found New Hardware’ wizard appears:

Found MNew Hardware Yizard

Welcome to the Found New
hil\ Hardware Wizard
&

Windawes will zearch for current and updated saftware by
looking on vour computer, an the hardware ingtallation CO, ar an
the *Windows pdate ‘web site [with vour permizzion),

Fead our privacy policy

Can wWindows connect to Windows Update to search for
gofbware?

7 Yes, thiz time only
" “Yes, now and every time | connect a device
¥ Mo, mot thiz time

Click Mest to continue.

< Back I Mest > I Cancel
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a. Select ‘No, not this time’ when asked if Windows s
connect to the Windows Update site; click ‘Next’

Found MNew Hardware Yizard

o

N

Thiz wizard helpz pou install zoftware for:

FSIClone

f\'j.l If your hardware came with an installation CD
—ii=? or floppy dizk. insert it now.

YWhat do you want the wizard to do?

% Install the software automatically [Fecommended}

™ Install from a list or gpecific location [Advanced)

Click Mest to continue.

< Back I Mest > I Cancel |

hould

b. Select ‘Install the software automatically (Recommended);

click ‘Next’

Hardware Installation

AN

The software you are inztalling for this hardware:

PSIClane

has not paszed ‘Windows Logo testing to werify its compatibilit
with ‘windows %P, [Tell me why thiz besting i important, |

Continuing your installation of this software may impair
or destabihize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
pazsed Windows Logo testing.

Continue Anwway

c. Select ‘Continue Anyway’ if presented with the notice that

this driver has not passed ‘Windows Logo Testing’.
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Found New Hardware Wizard

Completing the Found New
Hardware Wizard

5

The wizard has finighed inztalling the saftvare for:

% PSIClone

Click Finizh to close the wizard.

< Back

Canzel |

d. Click ‘Finish’ to complete the driver installation.

o PSIClone™ is connected to a USB 1.1 port
0 RESOLUTION: USB 2.0 is required.
0 CPR Tools recommends updating PSIClone™ to the most recent
firmware available using the CPR Flash utility which ships with
PSIClone™.
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5. Windows® asks me to select from a list of installed drivers when | connect PSIClone™,
Hammer™ or SCSI Hammer™ to my host system, as shown below:

Found Mew Hardware Wizard

Please zelect the best match for your hardware from the list below.

E PSIClone Config

: D escription Wersion Marufacturer | Location
PSIClone Config Unknown  CPR Tools c:windowshinfhoem 2. inf
CPR 1010 Config  Unknown  CPR Tools c:hwindowsehinfyoen 3.inf
i{CFR 1010 CONFIG  Unknown CFPR Tools c:windowshinfaem 4.inf

& This driver is not digitally signed!

[ ¢ Back “ Mewt » l[ Cancel ]

> This is known to occur when several iterations of legacy CPR Tools device drivers
exist on the host system.
0 RESOLUTION: Always select the driver marked CPR 1010 CONFIG. This is
case sensitive — note that the word CONFIG is in all capital letters.
0 This driver selection will only be required once. Once selected,
click ‘Next’ and complete the ‘Found New Hardware Wizard’.
PSIClone™ may then be used with the host system and CPR
Toolbox™.
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Product Specifications

CHARACTERISTIC

SPECIFICATION

Drive Interfaces:

Parallel ATA (PATA) & Serial ATA (SATA)

Host Interface:

USB 2.0

Max Transfer Rate:

Up to 4.0 Gigabytes per minute

Input Voltage:

Max: 3.5 A/ Typical: 1.6 A

Input Current:

+12 VvDC

Voltage Supplied to Drives:

+12VDC, +5VDC

Operating Temperature Range:

0° to 50° Celsius

Storage Temperature Range:

-20° to 60° Celsius

Operating/Storage Humidity Range:

5% to 95% (non-condensing)

Device Addressing Support:

28 bit and 48 bit supported

Max Transfer Mode:

UDMA Mode 4

Supported Protocols:

ATA 4 through ATA 7

Dimensions:

415" L x1.41"Hx4.16 "W

Approx. Device Weight:

11 oz.
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Glossary of Terms
ATA

AT Attachment, defines the physical, electrical, and command protocols for the internal
attachments of storage devices to a host. PSIClone™ supports devices that conform to ATA
specification 4, 5, 6, or 7. Also See PATA and SATA.

ATA Device
Any device that conforms to the ATA specification.

Bang

CPR Tools’ term for writing a pre-defined pattern to a drive. This function is used for erasing
(overwriting data on) a drive.

Clone

To copy all data from one drive and write it to another, creating an exact copy of the source
drive. The cloning process copies data on a sector-by-sector basis. PSIClone™ copies from a
drive attached to side A to a drive attached to side B.

Compare
PSIClone™ performs compare operations on a ‘byte-by-byte’ basis.

The compare command is used to compare a drive attached to Side A of the PSIClone™ to a
drive attached to Side B of the PSIClone. This is used for validating the results of a clone.

You may also compare a drive to any ‘bang’ pattern (other than random). This is used to
validate that the selected pattern was written.

Hash

A hash function is a reproducible method of representing a data stream as a (relatively) small
number that may serve as a digital "fingerprint” of the data. The algorithm substitutes or
transposes the data to create such fingerprints. The fingerprints are called hash sums, hash
values, hash codes or simply hashes. (Note that hashes can also mean the hash functions.)
PSIClone™ employs the MD5 hash algorithm to generate hashes. These are intended to be
used as validation that a clone is a true and accurate copy of the original source.

Image

A disk image is a computer file or a group of computer files (known as a fileset) containing the
complete contents and structure of a data storage medium or device, such as a Hard drive, CD
or DVD. The term has been generalized to cover any such file, whether originated from an
actual physical storage device or not. As such, a disk image contains all the information
necessary to replicate the structure and layout, as well as the actual contents, of a storage
device, and this is the distinguishing feature between an ordinary backup and a disk image. A
disk image file or fileset is usually created based upon the sectors on the medium, ignoring its
filing system.

PSIClone™ creates image filesets. The size of individual files within an image fileset is defined
in the options section of the PSIClone™ menu and may be 700 MB, 1 GB or 2 GB. The 700 MB
option is provided to facilitate copying of image files to CD media. PSIClone™ is also capable of
creating compressed images. Refer to the Image portions of this manual for details.

LBA

Logical Block Address, the address given to each sector in the device. PSIClone™ prints an
“LBA” number upon completion of the identify device command. This number, presented in
decimal format, represents the total number of LBAs that the device can access ideally.
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MD5 Hash
In cryptography, MD5 (Message-Digest algorithm 5) is a widely used to check the integrity of
files.

An MD5 hash is typically expressed as a 128 bit (16 byte) value. PSIClone™ displays MD5 hash
values in hexadecimal format.
PATA

Parallel ATA, describes the physical and electrical hard drive interface that uses a 40 pin
connector to interface with host and device. PSIClone™ incorporates a PATA interface on side A
and another on side B.

P10

Programmed Input/Output, transferring data between device and host one sector at a time.
Also PIO mode is used to send commands to an ATA device. PIO mode is the slowest means of
transferring data between a host and a device.

Power Cycle

Involves powering off a drive, waiting for a short delay, then powering the drive on and waiting
for the duration set by ‘Power on Delay’ before proceeding.

SATA

Serial ATA, describes the physical and electrical hard drive interface that uses a 7 pin connector
to interface with host and device. PSIClone™ incorporates a SATA interface on side A and
another on side B.

Sector

A group of 512 bytes that has a unique address (LBA). This is the smallest amount of data that
can be addressed at a time from the ATA interface.

UDMA

Ultra Direct Memory Access, transferring data between device and host in bursts of multiple
sectors at a time, bypassing the CPU. There are seven UDMA modes with mode 6 yielding the
fastest transfer rate and mode 0 yielding the slowest transfer rate. PSIClone™ currently
supports up to and including mode 4.
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Customization

Customizing the Look and Feel of CPR Toolbox™

The default logo presented in the main CPR Toolbox window can be customized. To add a
custom logo to CPR Toolbox:

1. Create a Bitmap Image file (.bmp) to be used as the custom logo/background image
2. Place your image in the ‘User Data\lmages’ folder under the installation folder for
CPR Tools Utilities Suite (The default location is “C:\Documents and

Settings\<user>\My Documents\CPR Tools Utilities Suite\lmages”).
Name this file backlogo .bmp

w

4. Close and restart CPR Toolbox. Your new logo will appear as the main window
background.

Using CPR Toolbox™ with Multiple CPR Devices

CPR Toolbox™ was designed to simplify working
with CPR Devices (PSIClone™, Hammer™, etc...).
One key feature of CPR Toolbox™ is the ability to
work with multiple CPR Devices at the same

time.

CPR Toolbox™ displays all connected devices
(and the drives connected to them) in the

CPR Toolbox™ Tips:

Use CPR Toolbox™ to manage and control
multiple CPR Devices. Commands issued
run concurrently; this saves time and

increases productivity.

horizontal pane at the left of the screen, as shown below.

A key feature of using CPR Toolbox™ to control multiple devices is the ability to perform actions

simultaneously.

Drrive List
@ PSiClone 100435
=3 Mastor BE200R0
= WDCWD1E0048-22D' A0
@ PSiClone 100415
= WDCWD100BB-00AUA1
[~ B H ammer 100457
=) MAXTOR 5TM32508208,
=) MAXTOR 5TM32008208

P5IClone 100435 - Control Panel r P5IClone 100415 - Contral Paneyy Hammer 100467 - Control Panel xl

A Side
MaXTOR STM32508204
LBA: 483397168 Size: 232 GB

SATA A Mot connected
LB&: nda Size:nfa

B Side

MEXTOR STM3Z008204
LBA: 2000001 Size: 976 MB

SATA B: Mot connected
LBA: nda Sizernfa

[FAENEE Hammer Verify  Settings

Destinab =
MARTOR STM32508204
MAXTOR STMIZ005206

Operation State Percent Done

Erase Drive Ready 0%

Quick Verify Ready 0%

Print Certs Ready 0%

Start | Cancel |

Figure 111 - CPR Toolbox™ controlling multiple CPR Devices

Figures 73 and 74 depict CPR Toolbox™ with three CPR Devices attached.
Hammer™ Device (S/N 100467) is displayed performing an erasure.
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@ PSiCione 100435

=) Mawtor BB200RO

9 WDC WD1E0048 220 A0
@ PSiCione 100415

9 WO WD100BE-00ALAT
B Hamme 100467 (12)

3 MAXTOR STM32508204

3 MAXTOR STM32008204

PsIClone 100435 - Control Panel [ PsIClone 100415 - Control Panel

Hammer 100467 - Control Panel x| -

A Side

MAXTOR STM32603204
LBA; 438397168 Size: 232 GB “

SATA & Mot connected

LBA: nfa Size: nda

EZ Hammer QpElululded Verify Settings

MEXTOR STM3Z008204
LBA: 2000001 Size: 976 MB

SATA B: Mot connected

LBA: nfa Size: nfa

5 i Destination Drive(s)

r MAXTOR STM32505204

Claar HRALCY MAXTOR, STM32008204
¥ | Erase Drive IBang j
I™ clone [maxToR STM3Z508204 =l
I~ verify. | Pawer Down = | Brint Labels: = Print Certificates
Active Job: I <Select & Job j

Quick Lock Progress
& Lok al Operation State Percent Done
Initialize Complete

= Lock il Erase Drive Running... 1%
IMAXTOR STM3Z005208 Vl
Lockl

Sitart |

Cancel |

Figure 112 - CPR Toolbox™ with multiple CPR Devices
Hammer (S/N 100467) shown performing an erasure

Figure 112 shows an erasure being performed by the Hammer™ device shown at the bottom of
the left horizontal pane. This is able to be determined by the red circle which highlights the
Hammer™ icon in the left vertical pane.

Hammer™, SCSI Hammer™, etc...) using CPR
Toolbox™, the backlit LCD of the device will
become illuminated to assist in identifying which
device is selected.

The LCD will not illuminate if the device is actively
performing a command.
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Customer Support
For more information, please visit us on the World Wide Web at http://www.cprtools.net/.

Technical support requests for the PSIClone™ should be sent via email to
psiclone.support@cprtools.net.

Visit http://www.cprtools.net for our complete offering of hardware and software for data
recovery and data security including:

v" Hammer™
o0 Data eradication unit, suitable for lab or field work. Securely erase data from up
to four (4) drives at a time.
v" SCSI Hammer™
0 SCSI Hammer™ brings secure data eradication to SCSI hard drives. Securely
erase data from up to thirty (30) drives at one time with SCSI Hammer™
v HDD Adapters
0 A full suite of sturdy adapters to simplify working with a variety of form factors.
v Head Combs
0 Pre-fabricated head loaders; a must for hardware based data recovery efforts
v BangDisk32™
o HDD Sanitizing utility for Microsoft Windows
v" AlarmDisk™
o Windows based system monitor, provides alerts to unauthorized HDD access

Product specifications, user’s guides, instructional videos and more are available at
http://www.cprtools.net/downloads.
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