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Your Data Is Most Important!

Your data and the security of your data are paramount. CPR Tools recognizes this and has
developed a unique and bold method for ensuring that the security of your data is
maintained from the beginning of the erasure process through the successful end of the
erasure process.

Using Hammer™, you have three choices when it comes to erasing your data:

1. Normal ‘wiping’ of your data (Clear)
2. Security Erase (Purge) with Standard Password
3. Security Erase (Purge) with Random Password*

CPR Tools offers this diverse choice of methods so that informed users may select
configurations which apply to their unique circumstances.

CPR Tools recommends using the maximum security possible when eradicating data
because we understand that the owner of the data is not always in physical control of the
drive which contains the data. At some point, control is relinquished to someone else to
perform the actual data erasure. By following CPR Tools’ recommended implementation of
Security Erase, you are stating that the security of your data is more important than the
drive itself.

Begin the process by locking your drive with a randomly generated password. Using a
random password ensures that the data is completely inaccessible.

When a drive is locked, all data access commands are disabled.

¢ When a standard password is used, Hammer will unconditionally unlock the drive,
independent of the success of the operation. (Hammer™ default)

¢ With a random password your drive remains locked until the Security Erase process
completes successfully. (CPR Tools recommendation)

If the Security Erase process does not complete or is interrupted, your drive remains locked.
Your data remains safe and completely inaccessible. Simply re-attach the drive to
Hammer™ and restart the Security Erase process. If the drive is unable to complete the
Security Erase process due to drive errors, the drive will remain locked. If the Security
Erase process is not able to continue, CPR Tools recommends degaussing the drive, followed
by complete drive destruction using a hard drive shredder.

When Security Erase completes successfully, your drive is unlocked and may be put back
into service.

This bold method is unique in the industry. Implementing this method is the only way to
ensure that data scheduled for erasure is completely secured until erasure has completed.

! This method represents CPR Tools’ Best Practice Recommendation for data eradication
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Why NIST?

For many years, the standard for data eradication was the US Department of Defense
directive known as 5220.22-M which defined an overwrite pattern and number of times this
pattern would need to be overwritten to a hard drive to ensure that all data was eradicated.
As of the February 2006 reissuance of this directive, specifics of data eradication are no
longer listed, leaving the Cognizant Security Agency (CSA) responsible for ensuring that
erased data is, in fact, erased. The US Government’s standards setting organization, NIST
has defined eradication standards in their Special Publication 800-88.

The National Institute of Standards and Technology (NIST) was founded in 1901 as a non-
regulatory agency within the US Department of Commerce whose mission is to promote US
innovation and industrial competiveness by advancing measurement science, standards and
technology.

NIST 800-88 has become the de-facto standard for data eradication, defining both ‘clean’
and ‘purge’ criteria, among others.

Disclaimer and Notice
Hammer™ is a data eradication tool.

The primary purpose of this device is to remove data so that it is no longer recoverable
by any means. CPR Tools provides this ability in order to protect privacy and sensitive
data and is not responsible for misuse or accidental data eradication. CPR Tools
recommends all users of Hammer™ familiarize themselves with the device and the host
utility software, CPR Toolbox™ fully before using Hammer™.

By using this device, you agree to hold harmless CPR Tools, Inc., employees of CPR Tools,
Inc., assignees of CPR Tools, Inc. and the developers of Hammer™ and CPR Toolbox™, for
any accidental data erasure. Users assume full responsibility for any such accidental
erasures caused by Hammer™.,

Trademark Disclaimer

All referenced trademarks, product names and company names or logos cited herein are the
property of their respective owners. These include, but are not limited to Microsoft®,
Windows®, Windows XP®, Windows Vista® and Windows 7® which are registered trademarks
of Microsoft Corporation in the United States, other countries, or both.
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Company Information

CPR Tools, Inc.

905 Industrial Blvd.
LaBelle, FL 33935

Tel: 863-674-0120

Fax: 863-674-0066
Email: info@cprtools.net
Web: www.cprtools.net

CPR Tools has been a leader in the field of data recovery for nearly three decades. As
experts in data recovery, we feel that recovery engineers are best qualified to determine
what makes data ‘unrecoverable’. Based upon our knowledge and years of research and
testing, we have developed this unique tool.

With added features designed to enhance productivity of IT department personnel,
Hammer™ from CPR Tools is an important innovation. Designed for use in the field or the
lab, Hammer™ will provide years of consistent and reliable service.

Hammer™ - Highlighted Features

This exciting new release of Hammer™ and the CPR Utilities Suite (including CPR Toolbox™)
include several enhancements and new features. These include:

1. An option to store logs to drives attached to Hammer™

2. New 'EZ-Hammer' tab: erases data and prints Certs in one easy step
3. Enhanced ‘Quick Lock’ feature to keep data safe and secure prior to eradication
4. Audible ‘Buzzer’ to signal the end of an operation
5. Enhanced Audit Trail functions - Organize Tasks into ‘Jobs’
6. New Reporting & Update Feature — Hammer™
sends you emails with progress updates NOTE: This release of CPR Tools Utilities
- - Suite and related Hammer™ / SCSI
7. Improved progress indicators using percentages

. o , Hammer™ firmware represents the last
8. Customize CPR Toolbox and Certificates' Look and release which will support the optional

Feel with your company's logo graphic Bluetooth Printer and related label printing
9. Options to erase data to 3 pass or 7 pass functions.

specifications
10. New gRase™ function to eradicate HDD defect list.

What does ‘Data Eradication’ really mean?

Most computer users don’t realize that when they delete files from their systems, the data
remains. Deleting a file or files through the operating system simply marks that space as
‘available’. This means that anyone with a little time and knowledge may recover all of the
‘deleted’ data.

Data eradication with Hammer™ exceeds standards set by the National Institute of
Standards and Technology (NIST). Hammer™ natively supports NIST 800-88 ‘clear’ and
‘purge’ functions and provides the facility to add additional security to pre-purged drives to
ensure that drives scheduled for erasure are unusable until after data eradication has

completed.
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Limited Warranty Statement

CPR Tools, Inc. products are warranted by CPR Tools, Inc. against manufacturing defects in
material and workmanship under normal use for one (1) year from the date of purchase
from CPR Tools, Inc. or its authorized re-sellers. To receive warranty service, users must
register their products at http://www.cprtools.net/.

EXCEPT AS PROVIDED HEREIN, CPR TOOLS, INC. MAKES NO EXPRESS WARRANTIES AND
ANY IMPLIED WARRANTIES, INCLUDING THOSE OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, ARE LIMITED IN DURATION OF THE WRITTEN LIMITED
WARRANTIES CONTAINED HEREIN. EXCEPT AS PROVIDED HEREIN, CPR TOOLS, INC.
SHALL HAVE NO LIABILITY OR RESPONSIBILITY TO CUSTOMER OR ANY OTHER PERSON OR
ENTITY WITH RESPECT TO ANY LIABILITY, LOSS OR DAMAGE CAUSED DIRECTLY OR
INDIRECTLY BY USE OR PERFORMANCE OF THE PRODUCT OR ARISING OUT OF ANY
BREACH OF THIS WARRANTY, INCLUDING, BUT NOT LIMITED TO, ANY DAMAGES
RESULTING FROM LOST OR CORRUPTED DATA, INCONVENIENCE, LOSS OF TIME,
PROPERTY, REVENUE, OR PROFIT OR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES, EVEN IF CPR TOOLS, INC. HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Some states do not allow the limitations on how long an implied warranty lasts or the
exclusion of incidental or consequential damages, so the above limitations or exclusions
may not apply to you.

In the event of a product defect during the warranty period, obtain return approval from
CPR Tools, Inc. prior to product return. CPR Tools, Inc. will, at its option, unless otherwise
provided by law: (a) correct the defect by product repair without charge for parts or labor;
(b) replace the product with one of the same or similar design. All replaced parts and
products, and products on which a refund is made, become the property of CPR Tools, Inc.
New or reconditioned products may be used in the performance of warranty service.
Repaired or replaced products are warranted for the remainder of the original warranty
period. You will be charged for repair or replacement of the product made after the
expiration of the warranty period.

This warranty does not cover: (a) damage or failure caused by or attributable to acts of
God, abuse, accident, misuse, improper or abnormal usage, failure to follow instructions,
improper installation or maintenance, alteration, lightning or other incidence of excess
voltage or current; (b) any repairs other than those provided by CPR Tools, Inc. or its
authorized representatives; (c) consumables such as fuses or batteries; (d) cosmetic
damage; (e) transportation, shipping or insurance costs; or (f) costs of product removal,
installation, set-up service adjustment or reinstallation.

This warranty gives you specific legal rights, and may also have other rights which vary
from state to state. Terms are subject to change at any time. See company policies at
www.cprtools.net for latest warranty information. Optional extended warranty coverage for
select products is available for purchase from CPR Tools, Inc.
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Introduction
Congratulations on your purchase of Hammer™ from CPR Tools.

This quality product was developed by CPR Tools’ engineers in answer to our own data
security and IT needs.

Hammer™ is a data elimination tool. Connect up to four (4) drives and erase them securely
and simultaneously.

Dgsigned v_vith data security and re—us:?\bility in Why Clone with Hammer™?

mind, a primary feature of Hammer™ is that

the user is able to set one drive as the ‘Master’ IT departments love this feature. By

and when Hammer™ has completed the allowing a user to first securely erase up to
erasure process it will create an exact copy of three drives, then create exact duplicates of
the ‘Master’ drive on up to 3 other connected a ‘master’ drive, rolling out systems to users
drives. This feature is a ‘must-have’ for IT has never been easier, or more secure!

personnel rolling out identical drives for
multiple users.

Hammer™ was built from the ground up with focus on features and flexibility. Hammer™
can perform ATA Security Erase on drives which support it. For drives which do not support
ATA Security Erase, Hammer™ falls back to an embedded version of CPR Tools’ BangDisk™
data eradication mechanism. Each of these methods complies with NIST 800-88? guidelines
for erasing data.

At CPR Tools we believe that data recovery engineers are the best people to design data
security and recovery tools. If you have any comments, questions or ideas for
enhancements or additions to the functionality of Hammer™, email
(hammer.support@cprtools.net) or contact us via the contact form at
http://www.cprtools.net.

2 http://csre.nist.gov/publications/nistpubs/800-88/NISTSP800-88_rev1.pdf
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Hammer™ Quick Start

Out of the box, your Hammer™ is ready to start erasing drives. To quickly clear all data
from up to four (4) drives:

1. Connect data and power cables to as many as two (2) SATA and two (2) PATA drives

and to Hammer™.,

NOTE:
o Power splitters may be used if needed. )
Most PATA drives have
2. Power on Hammer™ by pressing the white ‘Power’ button. ‘master’, ‘slave’ and ‘cable

select’ jumper positions
printed on the drive

e Wait for Hammer™ to ‘Scan for Drives’.

3. When the LCD reads ‘Start’, press the RIGHT navigation container. PATA drives
button to initiate the erasure process on all attached drives must be set to ‘master’ to
simultaneously. work consistently with

That’s all there is to it! Hammer™.

NIST 800-88 Compliance:

Using factory default settings, Hammer™ complies with NIST 800-88 ‘purge’ specifications. Drives
connected to Hammer™ will be subjected to eradication in compliance with the most stringent
standards for data removal.

Hammer™ may be set to perform NIST 800-88 ‘clear’ functions simply by enabling ‘Bang’ under
the ‘Erasure Method’ menu of the device.

Users are encouraged to become familiar with all features included with Hammer™ in both stand-
alone mode or with a host PC running the CPR Toolbox™ companion software.

Using Hammer™ with a PC

System Requirements

To use Hammer™ with the CPR Toolbox™ or CPR Flash™ utilities, ensure that the host PC
meets the minimum system requirements. These are:

1. Operating System:
e Microsoft® Windows XP® Sp2
e Microsoft® Windows Vista®
e Microsoft® Windows 7®
2. USB
e USB 2.0 or higher

Hammer™ Users Guide
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Getting Started

Before starting to use your new Hammer™, take a moment to examine the contents of your
package.

1 x Hammer

1 x CPR Tools Utilities Suite & Documentation CD
2 X SATA Data/Power Cables

2 x PATA Data Cables

1 x USB Cable?

1 x AC Power Supply

1 x AC Power Cord

Figure 1 illustrates the entire contents of your Hammer™ package.

CPR TOOLS
HAMMER

Hammer™ (1) Documentation & CPR Toolbox™ CD (1)

ot

SATA + Power Cables (2) PATA Cables (2) USB Cable (1) AC Power supply & cord (1)

Figure 1 - Hammer™ Package — Contents

3 USB cable provided for use with CPR Toolbox™ and CPR Flash™; USB 2.0 required

Hammer™ Users Guide
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Overview

Hammer™ is a data elimination device, designed to
comply with data erasure standards as defined by the
National Institute of Science and Technology (NIST)
guidelines. NIST document 800-88 is the source from
which the definitions of data ‘clearing’ and data
‘purging’ have been derived.

Before using Hammer™, take a moment to familiarize
yourself with the device itself. Notice that Hammer™
is labeled with a letter ‘A’ on the left, and ‘B’ on the
right.

Hammer™ is controlled by five buttons, shown in
Figure 2. The white power button is used to power
the unit on or off. Upon turning the unit on, the LCD
screen will display ‘CPR Tools —Hammer’ and the
version number. Hammer™ will then display
‘Scanning for Drives’ as it probes each of the four (4)
ports for attached hard drive devices.

Upon completion of the initial scan, Hammer™ wiill
briefly display the capacity of each drive found during
the scan; Hammer™ will then display the topmost
menu item, ‘Start’. A detailed review of all menu
items will be presented later in this guide.

Using the four navigation buttons and the backlit LCD
screen, a user may traverse the menu structure to
instruct Hammer™ to perform tasks. We will refer to
these buttons as ‘UP’, ‘DOWN’, ‘LEFT’ and ‘RIGHT".

Hammer™ features two (2) PATA and two (2) SATA
ports for Parallel ATA and Serial ATA drives,
respectively. Hammer™ is capable of safely
powering four (4) drives simultaneously, two on each
side of the device (Side A and Side B).

To ensure consistent and safe operation of Hammer™,
CPR Tools advises powering off Hammer™ prior to
attaching hard drives to either Side A or Side B.
Failure to do this may result in damage to your hard
drives or void your Hammer™ warranty.

Figure 3 and Figure 4 offer an annotated, close-up
view of ‘Side A’ and ‘Side B’ of Hammer™.

Figure 2 - Front Panel, Hammer™

PATA Interface
- - SATA
Interface

HDD Power

Figure 3 - Hammer™ Side A

PATA Interface
UsSBE SATA
Connection Interface

-

. HDD Power

Figure 4 - Hammer™ Side B

)/ errroous
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Overview (continued)

Audit Trails

Keeping strict records of 'clearing' or ‘purging' of data is required by most specifications. For
this reason, Hammer™ comes equipped with Non-Volatile RAM (NVRAM) on board. This is
used to track device activity which can then be transferred to a host PC through the USB 2.0
port or printed via the optional Bluetooth printer.

The optional Bluetooth printer may be used to generate labels for each drive upon which
Hammer™ has acted.

For every action Hammer™ performs, a log is kept. The last action is always logged to
NVRAM; in addition, users may choose to store this information on the drives upon which an
action is taken.

This is useful when working with many drives; Hammer™ may be instructed to use the data
written to the drive as a source for generating labels and/or certificates.

Bluetooth Printer — Compliance and Audit Trails:

Compliance with regulations, rules and laws generally call for an audit trail of some type.
Hammer™ and CPR Toolbox™ facilitate this through the use of generated ‘Certificates of
Compliance’.

The optional Bluetooth Printer makes asset tracking and maintaining audit trails even easier.
As drives are erased — with or without CPR Toolbox™ - labels may be printed which detail the
erasure process. These may then be affixed to the processed drive, providing anyone with
physical access to them with the information needed to track their further use. Choosing to
store log information on the drive allows administrators to print Certificates of Compliance
after the fact.

Labels affixed to the drives themselves clearly identify drive status. Certificates of
Compliance, generated by CPR Toolbox™, provide documentation of erasure actions taken and
may be used to as a record of such erasures.

Hammer™ provides this functionality to help companies, organizations and agencies with the
tools to keep records of compliance.

Hammer™ Users Guide
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Hammer™ User Interface

The Hammer™ menu structure begins with eight (8) top level menu items. Each of these
will be described in detail. The top level menu items are:

1. Start

2. Operations NOTE:

3. Quick Lock Most PATA drives have ‘master’, ‘slave’ and

4. Scan For Drives ‘cable select’ jumper positions printed on the
5. ldentify Drive drive container. PATA drives must be set to
6. Verify ‘master’ to work consistently with Hammer™.
7. P”nt. Label Some Western Digital drives need to be set to
8. Settings ‘Single’ to work consistently with Hammer™

Hammer™ provides a 2 line by 16 character LCD and 4 push navigation buttons, positioned
in a diamond configuration: UP, DOWN, RIGHT and LEFT. When the unit is turned on the
main menu is presented. Users may make use of the UP and DOWN navigation buttons to
scroll through menu items and/or options. To select an option, the RIGHT button is used.
LEFT button is used to cancel a selection or action, or to return to the previous menu.

Additionally, the host companion software, CPR Toolbox™ (part of the CPR Tools Utilities
Suite included with Hammer™), may be used to control Hammer™. See the chapter titled
‘CPR Toolbox™’ for detailed information on using this utility with Hammer™.

CPR TOOLS
HAMMER

Figure 5 - Hammer™ - Navigation buttons

In the menu map for Hammer™ (Figure 6) and in subsequent ‘menu map’ snippets, an
asterisk (*) is used to denote ‘active’ or ‘selected’ values.

Hammer™ Users Guide
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CPR TOOLS
HAMMER

|START

|

JOPERATIONS

|----——-- ERASE DRIVE |-————--- |----- ALL DRIVES

[ [— |-—--- ENABLED* |-—————- |---—-- A PATA
|-—---——- |-——-- DISABLED |---———-- |---——- A SATA
|-—————- ERASURE METHOD |--—----—- |-—- B PATA
|-—---—- |-—--- BANG |-—---—- |-—--- B SATA

[ [— |-—--- SECURITY ERASE* |

|--————-- |--—-- 3 PASS ISETTINGS

P |-———- 7 PASS |---————- TRANSFER RATE
 [—— CLONE |-------- |----- AUTO*

[ [— |-——-- ENABLED |-------- |----- UDMA MODE 3

[ [— |----- DISABLED* |-------—- |---—-- UDMA MODE 2
|-----—-- CLONE SOURCET |-------- |----- UDMA MODE 1
P |-——-- SA*t |-——---——- |----- UDMA MODE 0
|--——-——-]----- PA |--——---- |----- P10

|--——-—-—-- CLEAR HPA/DCO |-------- POWER ON TIMEOUT
|-—---——- |----- ENABLED* |-——=———- |-—--- POWER ON TIMEOUT
|-——--——- |-—--- DISABLED [ |----—- | --<SELECT TIME IN MS>
[ [— VERIFY COMMAND |-------- COMMAND TIMEOUT
|---————-- |---——- ENABLED |-——————- |-——- TIMEOUT COUNT
|-—---——- |---—- DISABLED* [ ——— |---—- | --<SELECT TIME IN MS>
|-——--——- PRINT LABELS |-—------ BLUETOOTH T.O.

[ [— |-—--- ENABLED [ ——— |----—- | --<SELECT TIME IN MS>
|-—---——-  [— DISABLED* [EE——— CONNECTION TEST
|-—---——- POWER DOWN |-—---——- CLOCK/CALENDAR
|-——--——- |-——-- AFTER COMPLETE |-------- SAVE LOG TO DISK

[ [— |----- LEAVE DRIVES ON* |-------- |----- ENABLED

I [ ——— |-———- DISABLED*
JQUICK LOCK |--—————- SECURE PASSWORD
|-—-——--- ALL DRIVES |-------- |----- ENABLED

[ p—— A PATA |-——————- |-—---- DISABLED*
|---——--- A SATA |-——————- QUICK VERIFY
|--—---—-- B PATA |- I----- ENABLED
|---——--- B SATA |--——--—-- |--———- DISABLED*

| [E——— BUZZER

|SCAN FOR DRIVES |-~ |---—-- ENABLED

| |--—---——- |-—--- DISABLED*

| IDENTIFY DRIVE |-——=—--- SESSION NUMBER
PE——— A PATA [E——— |----- DISPLAY SESSION
|-——--——- A SATA |--—------ |---——- RESET SESSION
- B PATA [ —— RESTORE DEFAULTS
 [— B SATA |

| VERIFY

[ [— VERIFY ERASE

|-—---——- VERIFY CLONE

Figure 6 - Hammer™ Menu Map

*Denotes default values
tShown only if ‘Clone’ is enabled
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Example: Power On Timeout

The following example is presented to illustrate entering and confirming a Hammer™ value.
The example uses the Hammer™ ‘Power on Timeout’ setting; these techniques may be used
for any item which permits user entry of a value.

Where <SELECT TIME IN MS> is shown below, the user may select a value using the
navigation buttons as described in the example titled “Power on Timeout”.

Once a menu option is desired, use the RIGHT navigation button to select the option. Some
menu options may have submenus. Once the user is faced with the final selection of a menu
traversal, the RIGHT navigation button is used again to select and execute the function.

When interacting with a Hammer™ menu which requires you to select a numeric or
hexadecimal value, remember to use the RIGHT navigation button to move to the rightmost
position so that any choices will be accepted by Hammer™. When Hammer™ accepts a
value it will display ‘Configured’ on the LCD to confirm.

‘Power on Timeout’ is part of the ‘Settings’ menu tree.

Menu Tree

|
ISETTINGS
P TRANSFER RATE

|
E———— |--—- UDMA MODE 3
[E——— |--—- UDMA MODE 2
[ |--—- UDMA MODE 1
[ |--—- UDMA MODE 0
|

|-——----- POWER ON TIMEOUT
|--———--- |---—-—- <SELECT TIME IN MS>
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Example: Power on Timeout
To change the ‘Power On Timeout’, scroll through the top

level menus until ‘Settings’ is reached, select it by "'_"ETT I |-._||35
pressing the RIGHT navigation button. ‘Transfer Rate’ is = ;
shown. Press the DOWN navigation button to display the F.I:".'.JEE DH T I HEI:ILIT

‘Power On Timeout’ screen.

Press the RIGHT navigation button to be presented with
the Power On Timeout menu item. The default value of =
20000 milliseconds (ms) is shown. FlI:IfJ.IEFl DH T I HEUUT

moELs 2HEEE

which

re
ing

Using the RIGHT arrow to move the cursor right, advance

to any digit shown in the numeric display; the UP and PDI"'IEF: UH T I ”EDUT
DOWN buttons may now be used to change that digit’s mSEC: zlﬁaﬁ
value.

Continue editing values until finished. Once done, press

the RIGHT navigation button to advance the cursor to the PDI-'-IER UH T I HEDUT
right, one position at a time until it is positioned under mSEC: zlgaa

the last editable value.

One additional press of the RIGHT navigation button =
instructs Hammer™ to ‘accept’ your changes. Hammer™ EUHF I ;JUEE[:'
responds with a confirmation screen.

Hammer™ Users Guide
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Hammer™ Functions

The menu structure described in Figure 6 is meant to serve as a handy reference. A more
in-depth discussion of each menu item available on your Hammer™ is presented here.

When scrolling through menus and submenus for which options may be selected, currently
selected values are appended by an asterisk character (*).

Upon power up, Hammer™ will scan for all devices attached to it. After scanning has
completed, Hammer™ will briefly display the capacity of each drive discovered during the
scan.

In the example shown here, four (4) drives have been P
identified. Using the guide in Figure 7, it is clear that PATA “-r BU 1 UL‘iE: EIIEI 1 EIEE :"
A and PATA B are connected to 10GB drives and that SATA | < HHd 158 HHIFEE
A and SATA B are connected to 41GB and 37GB drives,
respectively.

oy

When information on more than one drive is being displayed, Hammer™ uses the following
layout:

A PATA B PATA

A SATA B SATA

Figure 7 - Hammer LCD indicator diagram

Once the initial scan has completed, Hammer™ displays HQHHEP
‘Start’. This indicates the device is ready to begin data ,:T - F,T :
eradication and/or clone operations. 2 HE
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Hammer™ User Interface (Stand-alone mode)

Using Hammer™ without a USB connection to a PC running CPR Toolbox™ is considered
stand-alone mode. The 2 line by 16 character LCD is a valuable resource when working
with Hammer™ in stand-alone mode

During an operation, Hammer™ will provide up-to-date information on task progress. In the
upper center of the screen, the current step of the operation will be displayed (erase, clone,
verify). Below it in the lower center of the screen is the approximate percentage complete
for the current task. When the task completes, the lower center screen will display ‘DONE’.

For all drives being acted upon, there will be an arrow (< or >) and a letter code. The
layout of drive information locations on the LCD is presented in Table 1. Drives used as
‘Clone Source’ will display > with no letter code.

A Letter Code will be returned for quick summary in the corner status for each drive.

Hammer Letter Codes

Code Description

SE Drive is currently undergoing a Security Erase operation.

Drive is currently undergoing a Bang” operation.

Drive is currently the destination drive of a clone operation.

B

C

Vv Drive is currently undergoing a verify operation.
D Action on drive has completed successfully.

Communication between the Drive and Hammer has timed out, causing the

TO .
operation to complete unsuccessfully.

A Drive error was encountered during the operation, causing the operation to

ERR
complete unsuccessfully.

MIS | A data mismatch was encountered during the Verify operation.

F Drive has failed to complete the operation successfully.

SEF The Security Erase operation failed to complete properly.

An error occurred internal to the Hammer firmware. This will cause the current

INT operation to complete unsuccessfully.
Bang operation has encountered drive errors while writing to the drive and is now

B* traversing through the drive with an error jumping algorithm. Percentage complete
will likely become inaccurate if any drive begins to encounter errors due to loss of
samples in the transfer rate calculation.

D* Bang operation completed, but drive errors were encountered. All sectors cannot be
guaranteed to have been erased.

LCK A locked drive, unable to be unlocked by Hammer™. Drives marked LCK have been

identified but may not participate in any clone or erasure process.

Table 1 - Hammer 'Letter Codes’

4 Bang is performed by the embedded version of CPR Tools’ BangDisk™ utility which eradicates data in compliance with NIST 800-88 (‘clear’)
guidelines.
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Using the guide in Table 1, the examples shown below may be interpreted:

LoE ECRHSE oEd
<B 5 R SE

PATA A & B and SATA B are being Security
Erased (‘purge’); SATA A is being subjected
to ‘clearing’ (Bang operation). The overall
process is 3% complete.

[
SE»

e
==
-
ot 0
i 1
m

s |

PATA A and B and SATA A have completed.
SATA B is still undergoing Security Erase.
The overall process is 23% complete

[ ERHSE [
<[ DOME [

All drives have been successfully erased in
compliance with NIST 800-88 guidelines.

If Hammer™ encounters a drive which has been locked by any other device or utility,

Hammer™ will be unable to perform clone or erasure actions on this drive, as the locking
password is unknown. Any initiated action will proceed, but drives in this state will show
LCK on the LCD Screen as shown here and will be excluded from the clone or erasure

action.

B  ERRSE B
10 . LEKES

A blank field indicates that the drive is the source in a Verify/Clone operation, or the current
operation was canceled.

Hammer Tips:

During operations in which Hammer™ displays the
percentage complete, such as Verify, Clone and
Bang, users may depress the DOWN navigation
button to display the LBAs upon which Hammer™ is
operating.

Depressing the DOWN navigation button will scroll
through PATA A, SATA A, PATA B and SATA B
respectively. The UP navigation button may be used
to return to the ‘home’ screen where the overall
percentage is displayed.

Drives being subjected to Security Erase (‘purge’)
eradications will display N/A.

)/ errroous
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Start
Menu Tree

|

| START
|
Default: N/A

When a scan for drives completes, Hammer™ displays ‘Start’. Pressing the RIGHT arrow
key will cause Hammer™ to present ‘CONTINUE?’. To continue with the erasure of all
attached drives, press the RIGHT key again. Hammer™ will initiate erasure for all
attached drives in accordance with settings in the OPERATIONS menu. Default values may
be reviewed in the section on ‘Operations’, which follows.

Using the default values, Hammer™ will perform a standard erasure using CPR Tools’
embedded BangDisk™ product. BangDisk™ complies with NIST 800-88 ‘clean’
specifications.

Hammer™ may be set to perform NIST 800-88 ‘purge’ functions simply by enabling
‘Security Erase’ under the ‘Operations’ menu of the device. For additional security, CPR
Tools recommends also setting ‘Secure Password’ under the ‘Settings’ menu.

Hammer™ will indicate which data erasure routine is being performed. If Security Erase has
been enabled, Hammer™ will display SE adjacent to an arrowhead (< or >) indicating the
drive is being ‘purged’ by Security Erase. If Security Erase has not been enabled, or when
working with drives which do not support ATA Security erase, Hammer™ will display B,
indicating that these drives will be ‘cleared’ using the embedded version of CPR Tools’
BangDisk™ utility.

The center of the Hammer™ LCD will
display progress of purging and/or clearing
of drives for which erasure has been
configured. Progress is displayed as a
percentage of overall completion (all

Note:

For drives which are being subjected to
Security Erase (‘purge’), the percentage
shown is a conservative estimate.

drives).

When Hammer™ completes an erasure process the indicator for the drive(s) completed will
change from SE or B to D (done).

Using this guide, we can tell from the example shown here - R -
that the SATA and PATA drives attached to Side B and the 5, EE EF'H '::E - E ;

PATA drive on Side A of Hammer™ are being subjected to & E: E-|'-!:" n.‘.'E "
Security Erase (‘purge’, marked SE). The drive attached to T i

.,

-

SATA Side A is being Banged (‘clear’, marked B) using the
embedded version of CPR Tools’ BangDisk™ utility.

[
SE>

completed successfully (marked D) while one (SATA B) is

This example shows three (3) of the drives having
| e 3
still ongoing. The overall process is 23% complete. -._D E

-] T
rm

= L

Note:
For more descriptions of the LCD display and the information shown there, see the section
{ titled “Hammer™ User Interface (Stand-alone mode)”.
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Operations

Menu Tree

|

| OPERATIONS

[ ERASE DRIVE

[ —— |--——- ENABLED*
[ — |--———- DISABLED
[ ERASURE METHOD
[ —— |--——- BANG

P — |--———- SECURITY ERASE*
—— |----- 3 PASS
[ |----- 7 PASS
|--—————- CLONE

E—— |--——- ENABLED
S, P DISABLED*
|--—————- CLONE SOURCEYT
|-———--—- |----—- SA*T
|--——————----- PA
|--—————- CLEAR HPA/DCO
|-——————- |--——- ENABLED*
P —— |--——- DISABLED
|--—————- VERIFY COMMAND
[ |--—-- ENABLED
|-——————- |--—-- DISABLED*
|--—————- PRINT LABELS
E——— |--———- ENABLED

[ — |--———- DISABLED*
|--—————- POWER DOWN

|--——----- |----- AFTER COMPLETE
|--———--- |----- LEAVE DRIVES ON*

Defaults: Indicated by * above.
tShown only if ‘Clone’ is enabled

The Operations menu tree defines how Hammer™ will act when used in stand-alone mode.

The eight (8) operations listed will either be performed or not, depending upon their

settings here. Settings changed here will be saved as user defaults. Hammer™ may be
restored to factory default settings by navigating to the ‘Settings’ menu and selecting

‘Restore Defaults’.

Best Practice Recommendation:

Once a basic familiarity with Hammer™ has been gained, CPR Tools strongly recommends
changing ‘Secure Password’ to ‘enabled’. This option is under the ‘Settings’ menu; when set

to ‘enabled’, this instructs Hammer™ to secure a drive with a randomly generated

password which renders the drive useless and unreadable until a Security Erase process has

finished.

)/ errroous
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Operations Submenus
Each of the ‘Operations’ submenus are described in detail:

Erase Drive

Default: Enabled
This setting instructs Hammer™ to erase all drives attached to the device. If the
next item, Security Erase (NIST 800-88 ‘purge’), is not enabled, Hammer™ will
overwrite all sectors with 0x00 (NIST 800-88 ‘clear’). If Security Erase is enabled,
drives which support ATA Security Erase will be issued an ATA Security Erase
command.

Erasure Method
Default: Security Erase*
This setting instructs Hammer to initiate an ATA Security Erase procedure (‘purge’).

Setting this value to ‘Bang’ will instruct Hammer™ to use the embedded version of
CPR Tools’ BangDisk™ utility which will overwrite each sector with 0x00 in
accordance with NIST 800-88 ‘clear’ specifications. This is also used if Security
Erase is selected and Hammer™ encounters a drive which does not support Security
Erase.

Setting this value to * 3 Pass’ or * 7 Pass’ will instruct Hammer™ to erase data using
methods which comply with specifications outlined for 3 or 7 pass data eradication,
respectively.

Clone

Default: Disabled
This setting allows the user to configure a ‘source’ drive on Side A of the Hammer™.
If enabled, the Clone Source menu becomes available.

Clone Source

Default: Hidden
This menu becomes available when ‘Clone’ is Hammer™ Tips:
enabled. Using this menu, the user may identify a
drive (on Side A) which will be used as ‘source’.
When Hammer™ completes its configured erasure
action(s), the source drive will be cloned onto all
other attached drives. Hammer™ may be used to
clone from one (1) source drive onto as many as three (3) other attached drives.

Clear HPA/DCO

Default: Enabled
The available space of a drive may be limited by the presence of a Host Protected
Area (HPA) or a Device Configuration Overlay (DCO). Enabling this feature will
ensure that any such size limitations are removed when Hammer™ performs erasure
or clone actions.

Only drives on the ‘A’ side of

Hammer™ may be used as
‘Clone Source’ drives.
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Verify Command
Default: Disabled

When enabled, ‘Verify Command’ instructs Hammer™ to do a sector by sector
comparison. For Clones, drives onto which data has been cloned are compared to
the source. For erasures, Hammer™ performs reads, verifying that 0x00 has been

written to each sector.

Print Labels

Default: Disabled
This option is used in conjunction with the optional
Bluetooth printer. Enabling this option instructs Hammer™
to print labels for each drive upon which it has performed
an action.

A sample label is depicted here.

Power Down
Default: Leave Drives On

'/, CPR Tools
= HAMMER

gyt
Start Time: 11:44 @6/11/08
Device: 9188933 v3.1.37.25
Model: WOC WD4@BBB-55]HCE
Serial: WD-WMAMACBZ24126
Security Erase: Passed
Verify: Passed
End Time: 12:11 @6/11/08

(O TR T
-WMAMACB2412

TN T T et
00006583 1C6C

This option allows the user to configure how drive power is handled after Hammer™
has completed its tasks. The default setting instructs Hammer™ to leave drives
powered. To instruct Hammer™ to power off all drives after an erasure or clone

action, change this setting to ‘After Complete’.
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Quick Lock
Menu Tree

|
IQUICK LOCK

|-——----- ALL DRIVES

Note: ‘Quick Lock’ is only available for
drives which support ATA Security Erase.

Default: N/A

Selecting ‘Quick Lock’ enables the user to
‘lock’ a drive. This is accomplished by
establishing a random user password. Once
locked, all data on the drive is rendered
completely useless through the use of a
hardware-level, encrypted random
password.

The only action which may be taken to
reuse a drive which has been locked is to
perform ATA Security Erase on that drive.

Hammer™ Tips:

The Quick Lock function is ideal for securing
the data on a drive scheduled to be erased at a
later time. If a drive is unable to complete the
Security Erase process due to errors, the drive
will remain locked. For drives where Security
Erase process is not able to continue, CPR Tools
recommends degaussing the drive, followed by
complete drive destruction using a hard drive
shredder.

To ‘Quick Lock’ a drive, select ‘Quick Lock’
from the Hammer™ menu.

HAMMER
GUTCE LOCK

press the RIGHT navigation button.
Hammer™ displays ‘Quick Lock / All Drives’.
To proceed locking all attached drives, press
the RIGHT navigation button.

LUICE LOCEK
HLL DRIVES

To select an individual drive to lock, press
the DOWN navigation button

LUTCE LOCK
H FHTH

After having chosen ‘All Drives’ or a specific
drive to lock, press the RIGHT navigation
button. Hammer™ displays ‘Initializing’.

IMITIALIZING. ..

When Hammer™ has completed locking the
drive(s), it displays ‘Drive Locked’. Press the
LEFT navigation button to return to the
topmost menu (START).

DRIVE LOCEED

)/ errroous
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Scan For Drives
Menu Tree

|

|SCAN FOR DRIVES
|
Default: N/A

Hammer™ will automatically scan for all attached drives upon power-up. Should you wish
to manually initiate a scan for attached drives, navigate to ‘Scan For Drives’, and press the
RIGHT navigation button to execute a manual scan. Hammer™ will briefly display the
capacity (in GB) of each attached drive encountered during the scan. If a capacity (in GB)
is displayed with the letter ‘L’, this indicates that the drive is currently locked.

If an attached drive is not identified by Hammer™, ensure all cables are seated firmly and
that attached PATA drives are set to ‘Master’.

To return to the main menu, depress the LEFT navigation button.

Identify Drive
Menu Tree

I
| IDENTIFY DRIVE

Default: N/A

Selecting ‘lIdentify Drive’ will cause Hammer™ to display ‘A PATA’. To select ‘A PATA’ press
the RIGHT navigation button. To scroll through the additional Hammer™ ports, press the
DOWN navigation button. Pressing the RIGHT navigation button executes the ATA ldentify
Device command. If a drive is connected and responds to the command, the following data
will be displayed on the LCD:

e Model Number

e Serial Number

e Firmware Revision

« PIO Modes Supported

« UDMA Modes Supported

« Major ATA Specification Version Supported

e Maximum LBA
Use the UP and DOWN navigation buttons to scroll through the returned results. Use the
LEFT button to return to the menu.
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Verify
Menu Tree

I

|VERIFY

[ VERIFY ERASE
[ VERIFY CLONE

Defaults: N/A

If ‘Verify Erase’ is enabled, all drives which have been ‘Erased’ are read, sector by sector, to
ensure that the pattern 0x00 has been successfully written to each sector.

If ‘Verify Clone’ is enabled, drives which have been cloned are compared to the source drive
on a sector by sector basis.

Print Label

Menu Tree

| NOTE:

[PRINT LABEL

|-------- FROM MEMORY This option is only functional
|--———--—- FROM DISK . .
— — ALL DRIVES when using the optional Bluetooth
|-------- |----- A PATA Printer.

|-—--——-- |----- A SATA

|----——-- |----- B PATA

|- |----- B SATA

Defaults: N/A

After performing an action on any connected drive, Hammer™ is able to produce a label
reflecting what was done to the drive.

Selecting ‘Print Label’ from the Settings menu will present the following choices:

e From Memory
e From Disk

o All Drives
A PATA
A SATA
B PATA
B SATA

O O0OO0Oo

Hammer™ prints the following information on the label:

Start Date and Time
Device (Hammer™ Serial Number)
Drive Model
Drive Serial Number
Action: Outcome
0 EXx: Security Erase: Passed, Erase: Passed.. etc.
End Date and Time
Check Sum
0 When Hammer™ writes log information to the drive (sector 00), a checksum is
generated. This may be used to assist in assuring that the data written is
valid and has not been tampered with.
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Select one of the choices listed to instruct Hammer™
to print a label for the selected drive. A sample label

is presented in Figure 8.

Settings
Menu Tree

|
ISETTINGS

|-——----- POWER ON TIMEOUT
|--———-—-- |-—---- POWER ON TIMEOUT
|---———- |----- | --<SELECT TIME
|-------- COMMAND TIMEOUT
|--—-——--- |---—-—- TIMEOUT COUNT
|---————- |---—-- | --<SELECT TIME
|--—————- BLUETOOTH T.O.
|---——--- |----- | -—<SELECT TIME
|-——----- CONNECTION TEST

|-——----- CLOCK/CALENDAR
|--——----- SAVE LOG TO DISK
[ pm— |----- ENABLED
|-——--—-—-- |----- DISABLED*
|-——----- SECURE PASSWORD
|--—--—--- |-—---- ENABLED
|-——--—-—- |---—-- DISABLED*
|-——----- QUICK VERIFY
|--—--—--- |----- ENABLED
|-———---- |-—---- DISABLED*
|-———---- BUZZER

[ R—— |----- ENABLED
|--———-—]-—-- DISABLED*

[ SESSION NUMBER

[ E——— J—— DISPLAY SESSION
[ [E— RESET SESSION
|-——————- RESTORE DEFAULTS

Default: See individual listings below

IN MS>

IN MS>

IN MS>

The user may set options that will customize certain
Hammer™ functions. User selected parameters
within the Settings menu are stored in non-volatile
memory and may be reset to factory defaults using
the ‘Restore Defaults’ submenu item, if desired.

Each of the ‘Settings’ submenus are described in
detail in the following section.

)/ cer oo
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Hammer™ Settings Submenus

Transfer Rate

Default: Auto
Transfer rate set to the default, ‘Auto’, allows Hammer™ to use the most efficient
transfer rate for the attached drives.

Select a maximum transfer rate from the available choices: ‘UDMA Mode 3’, ‘UDMA Mode
2’, 'UDMA Mode 1’, ‘UDMA Mode 0O’, ‘PIO’. By setting this value to anything other than
‘auto’, the user is setting an upper limit for transfers. This option is made available to
users in the event the user must force a drive to use a lower transfer rate.

Power on Timeout

Default: 20,000ms (20 seconds)
This value defines the maximum time Hammer™ will wait for a drive to come ready on
power-up. While this value is typically sufficient for healthy drives, users may wish to
increase this value for drives with errors.

This does not mean that every power-up sequence will take the full Power on Timeout
period, as Hammer™ will continue as soon as a drive comes ready.

Command Timeout

Default: 6,000ms (6 seconds)
This value defines the time Hammer™ will wait, after a command has been issued, for
an attached drive to respond. Drives which do not respond to a command within the
time allotted here will generate a timeout error.

Bluetooth T.O

Default: 50,000ms (50 seconds)
This value defines the time Hammer™ will wait when instructed to connect to the
optional Bluetooth printer. If a connection is not successful within this time frame,
Hammer™ will display a connection error.

Connection Test

Default: Not applicable
Select ‘Connection Test’ to ensure Hammer™ and the optional Bluetooth printer are
communicating properly. Pressing the ‘RIGHT’ navigation button at this menu will cause
Hammer™ to prompt the user with ‘Connection Test. Continue?’. Pressing the RIGHT
navigation button once more will initiate the Bluetooth Connection Test. Hammer™ wiill
display ‘Scanning for Printer’.

If the printer was found, ‘Printer Found’ is displayed. Hammer™ will then display either
‘Testing Connected’ or ‘Testing Not Connected’. ‘Testing Connected’ indicates that
Hammer™ was able to connect to the printer. The Bluetooth printer will beep to confirm
the connection. Press the LEFT to continue using Hammer™ and the Bluetooth printer.
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The following list contains connection failure messages and their meanings:

1. ‘Connection Failed’
e Printer found; Hammer™ was unable to connect
2. ‘Unable to Locate Printer’
e Hammer™ was unable to ‘find’ the printer
3. ‘Bluetooth Setup Failed’
e Printer found; Hammer™ was unable to ‘pair’ with the printer.

The message ‘Bluetooth Module Uninitiated’ may also be displayed after any of the
connection failure messages.

Clock/Calendar

Default: Not applicable
Selecting ‘Clock/Calendar’ will display the current date and time settings. These may be
synchronized with a host PC through the CPR Toolbox™ application’s ‘Edit’ pull-down
menu.

Save Log to Disk

Default: Disabled
Setting this option to ‘Enabled’ will instruct Hammer™ to save output logs for actions
performed on a drive to sector 00 of that drive.

Hammer™ always keeps a log of the last action in its own NVRAM.

When working with multiple drives, the ‘Save Log to Disk’ function enables the user to
retrieve the log for actions performed on that disk, thereby extending the reporting
available from within Hammer™. The data written includes a checksum value to aid in
the validation of the integrity of what is written in the log.

Secure Password

Default: Disabled
When disabled (default), Hammer™ will use a generic password and always unlock the
drive without regard for the success or failure of the instructed operation.

When enabled, Hammer™ will lock drives with a random password that does not allow
the drive to be unlocked without a successful completion of a security erase.

Quick Verify
Default: Disabled

When enabled, Hammer™ will perform verification on a statistical sampling of LBAs for
the affected drives.

Buzzer

Default: Disabled
Enabling this option will cause Hammer™ to produce an audible signal at the end of an
operation.
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Session Number

Default: Not applicable
The Session Number notifies the user as to how many session logs are currently stored
on the onboard Flash memory. A session log contains Hammer™ command status
information for all four ports and can be extracted from the Flash memory using CPR
Toolbox™.

A maximum of 256 session logs can be saved to Hammer™. Once this limit is reached,
Hammer™ will no longer save session logs to Flash until the logs have been extracted by
CPR Toolbox or reset the session number through the standalone Session Number menu.

The Session Number menu presents two sub-options. These are:
1. Display Session
e Pressing the RIGHT navigation button when Display Session is shown will
reveal the number of sessions currently stored.
2. Reset Session
e Pressing the RIGHT navigation button when Reset Session is shown will reset
the current Session Number to a value of zero.

Restore Defaults

Default: Not applicable
Users may globally reset all Hammer™ options to their factory defaults by using this
menu item.

To restore defaults, press the RIGHT navigation button when ‘Restore Defaults’ is
displayed on the device’s LCD. Hammer™ will respond with ‘Configured’; this indicates
that the device has been reset to factory default settings.
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Software:
CPR Tools Utilities Suite
The CPR Tools Utilities Suite is a collection of software designed to work with Hammer™,
PSIClone™ and other CPR Tools devices. The CPR Tools Utilities Suite includes:
1. CPR Toolbox 2010™
e Host utility
2. CPR Tools Flash Utility + USB Driver
e Software to update firmware
e CPR Tools USB Driver
3. Firmware

e Latest firmware NOTE:

4. Documentation When available, updates to software,
¢ Release Notes firmware and documentation may be
e User Guides downloaded from
e Specification Sheets http://www.cprtools.net/downloads.

The next section of this guide will review installation of the CPR Tools Utilities Suite and use
of the host companion software, CPR Toolbox™
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Working with a Windows XP®, Windows Vista® or

NOTE:

Windows 7®

The CPR Utilities Suite is a collection of applications designed
to run on Microsoft® Windows XP® SP2, Windows Vista® and
Windows 7® Operating Systems. Hammer™ may be connected

CPR Tools host utilities interact
with Hammer™ via USB 2.0
connections only.

to a host computer by USB, using the cable provided. CPR
Toolbox™ extends functionality and provides a familiar user interface with which Hammer™
may be used.

Installing CPR Utilities Suite
The CPR Tools Utilities Suite is included on the CD which was shipped with Hammer™.

Install the software by inserting the CD into the host
system. The CPR Tools Utilities Suite installer is
packaged as a self-extracting archive. The latest updates for the CPR Tools
Utilities Suite including CPR
Toolbox™ are always available at
the CPR Tools download page:
http://www.cprtools.net/downloads.

NOTE:

Double click the file ‘CPR Tools Utilities Suite.EXE’ to
begin the installation process. The install process is
guided by the CPR Tools Utilities Suite Setup Wizard.

fildsetup - CPR Tools Utilities Suite N ] S

Welcome to the CPR Tools Utilities

CPR TOOLS Suite Setup Wizard

Thiz will install CPR T oolz Dtilities Suite on your computer,
It iz recommended that pou close all ather applications before
cantinuing.

? Click Mest to continue, or Cancel to exit Setup,

www.cprtools.net

Cancel |

Figure 9 - CPR Tools Utilities Suite Setup Wizard

Click ‘Next’ to continue.
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The ‘License Agreement’ screen which follows, is shown in Figure 10.

License Agreement

fild Setup - CPR Tools Utilities Suite o ] 3

Thiz licenze staterment and limited warranty constitutes a legal agreement [''Licenze
Agreement''] bebween you ["Licensee”, either az an individual or a single entity] and

CPR TOOLS, IMC., faor the goftware product purchased ["S aftware'] of which CPR
TOOLS, IMC. iz the copynght holder.

The Wweb Site referred toin this agreement iz httpe /v cprtools. net.

By INSTALLING, COPYIMNG, OR OTHERWISE USING THE SOFTWwARE, vOU
&GREE TO BE BOUMD BY ALL OF THE TERMS ARND CONDITIOMS OF THIS LI

| do not accept the agreement

i

Pleaze read the following important information before continuing. I 4
L

Pleaze read the following License Agreement. 'ou must accept the terms of this

agreement before continuing with the installation.

IMPORTAMT - READ CAREFULLY -

< Back I Mest > I Cancel

Figure 10 - CPR Tools Utilities Suite License Agreement

The destination of the installation is user configurable. Users may select the default location

or specify a path on the host.

fild Setup - CPR Tools Utilities Suite ) ] 4|

Select Destination Location
Where should CPR Tools Utilties Suite be installed? I

-

__'_.j Setup will install CPR Toolz Utlities Suite into the following folder.

To conbinue, click Mest. If you would ke to select a different folder, click Browse.

C:\Program Files\CPR ToolsSCPR Tools Utilities Suite Browsze. . |

At leazt 0.7 MB of free dizk space is required.

< Back I Mest » I Cancel

Figure 11 - Select Destination Location
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By default, the program will install to the system drive (typically ‘C:") under ‘Program
Files\CPR Tools\CPR Tools Utilities Suite’. To install to the default location, click ‘Next’.

Users may select a complete installation or customize the installation of CPR Tools Utilities
Suite. Figure 12 depicts the ‘Select Components’ dialog box which allows for customizing
the installation of components.

In this view, ‘Full Installation’ is selected and shown in the drop-down list at the top of the
dialog box. Users may deselect any undesired components by clicking the checkbox beside
the listed component. As CPR Utilities Suite contains documentation, firmware and support
files for PSIClone™, Hammer™ and SCSI Hammer™, ‘Full Installation’ includes firmware
and documentation for PSIClone™, Hammer™ and SCSI Hammer™.

Users may choose to install only files relating to Hammer™ by selecting ‘Hammer
Installation’ from the drop-down list provided.

fild Setup - CPR Tools Utilities Suite o ] 3

Select Components —
Which components should be installed? I Q! |
L |l

Select the components vou wank ko install; cear the components vou do not wank to
install, Click Mext when you are ready bo continue,

Full installation

¥ CPR Toolbox 2010 4 USE Driver{Required) 12.3ME ~
¥ CPR Tools Flash Ukility + USE Driver(Required) 5.3 MB
¥ Hammer 7.8 MB
¥ Hammer Documenkation 2.2 MB
L. ¥ Hammer Firmware 5.6 MB
¥ Psiclone 8.1 MB
i ¥ PSICIone Firmware 6.2 ME
‘.. [V PSIClone Documentation 2.0 MB
V¥ SCSI Hammer 7.9 )

Current selection requires at least 45,3 ME of disk space.

< Back I Mext = I Cancel |

Figure 12 - Full Installation — All items are installed.

After selecting desired components, click ‘Next’.
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The ‘Select Additional Tasks’ dialog is presented which offers users the ability to create
Desktop and Quick Launch shortcuts for selected components. Items marked with a

checkmark will generate Desktop and Quick Launch icons; deselect any item for which
neither Desktop nor Quick Launch icons are desired.

fild Setup - CPR Tools Utilities Suite o ] 3
Select Additional Tasks =
Which additional basks should be performed? I 4
=

Select the additional tasks vou would like Setup to perform while installing CPR Tools
Ltilities Suite, then click Mext,

Create Deskitop and Quick Launch Icons For:

v CPR Flash

< Back I ext = I Cancel

Figure 13 — Select Additional Tasks

Click ‘Next’.
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The ‘Ready to Install’ dialog box is presented to confirm all selected components. To
change which components are to be installed, click ‘Back’.

fild Setup - CPR Tools Utilities Suite B ] 1
Ready to Install e
Setup is now ready to begin installing CPR Tools Utilities Suite on k -] ‘
vour computer, 4L
Click Inskall to continue with the installation, or click Back if wau want ko review ar
change any settings,
Destination location: -
C:\Program FilesVCPR ToolshCPR Toals Ltiities Suite
Setup bype:
Full installation
Selected components:
PR Toolbox 2010 + USE Driveri{Required)
CPR Tools Flash Utility + USE Driver{Required)
Harmrmer
Harmmer Dacumentation
Harmmer Firmware
PsIClone -
< ;
< Back S inskall Cancel |
Figure 14 - Ready To Install
To proceed with installing the selected components, click ‘Install’.
Installation progress is provided as shown in Figure 15.
fild Setup - CPR Tools Utilities Suite o ]
Installing i
Please wait while Setup installs CPR. Tools Ukilities Suite on your L &
computer, 46

Extracting Files. ..
C:h. . PR Toals Utilities Suite\CPR Toolbox 2010%hIpscsihammer.chm

I

| Caneel

Figure 15 - Installation progress
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The default settings for the installer include installation of the CPR Flash™ utility which is
used to update the firmware for Hammer™ and CPR Toolbox™ which is the host companion
software for PSIClone™, Hammer™ and SCSI Hammer™. This will cause the ‘Windows Logo
Testing’ dialog box to appear.

Software Installation

L ] E The software you are inztaling haz not pazsed Windows Logo
= testing bo verify it compatibility with ‘windows =P, [Tel me why
this testing iz important. |

Continuing your installation of thiz software may impair
or destabilize the comrect operation of your system
either immediately or in the future. Microzoft strongly
recommends that you ztop thiz installation now and
contact the zoftware vendor for software that has
pazsed Windows Logo testing.

Continue Arypway

Figure 16 - Windows Logo Testing dialog box.
Click 'Continue Anyway" if this is shown.

Users must click ‘Continue Anyway’ for the required USB driver to be installed.
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The default installation options include files which work with CPR Tools’ PSIClone™ data
recovery device. If the default options are used, the installer will install driver support for
CPR Tools’ SeaKey. This is shown below in Figure 17.

Fild Setup - CPR Tools Utilities Suite - =]
Installing E—7
Please wait while Setup installs CPR Tools Utilities Suite on your k % ‘
compuker, 4

Instaling Seakey Driver {32-bit) (This process may kake 1-3 minukes)

|

Zancel |

Figure 17 - Installing SeaKey™ support
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When the installer has completed, a confirmation message is displayed.

fild Setup - CPR Tools Utilities Suite = =]

Completing the CPR Tools Utilities

CPR TOOLS Suite Setup Wizard

Setup has finished installing CPR Tools Utilities Suite
on your computer, The application may be launched

by selecting the installed icons.

Click Finish to exit Setup,

¥ Broy on
/ ¥ Launch CPR Toolbox 2010

www.cprtools.net

Figure 18 - Installation Complete

To exit the installer, click ‘Finish’. If the ‘Launch CPR Toolbox 2010’ box is checked, CPR
Toolbox™ will launch; if the ‘Browse Documentation’ box is checked, a Windows Explorer
window will open to the folder into which documentation was installed. The documentation
subfolder contains useful information, including Release Notes, Spec Sheets and User
Guides.

The Release Notes folder provides helpful information about Hammer™ as well as the
applications installed by CPR Tools Utilities Suite installer, including CPR Flash™ and CPR
Toolbox™.

The Spec Sheets folder includes product specifications for Hammer™ SCSI Hammer™ and
PSIClone™.

The User Guides folder contains PDF versions of user guides for Hammer™, SCSI Hammer™
and PSIClone™.,
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Launching CPR Toolbox 2010™

If CPR Toolbox™ was installed using default installer settings, the program may be launched
from the Windows Start menu, under Programs/CPR Tools/CPR Toolbox 2010. The
application will discover any CPR Tools’ devices (PSIClone™, Hammer™, etc...) which are
powered and connected to the host system. The image below shows the initial screen when
CPR Toolbox™ is launched with a Hammer™ powered and attached to the host PC.

Eile ot  Yeew Help

© .8 | O 8 . > _|_|.,|;;.,

[Drive Lt ax

W Hamner 100438

Cutput ax

CPR Tookos 2010 RC w4.5.138 Inkiskzing, (08712710 10:24.085 AM]

Hammes 100488 S/N: 100428 w4 (S ERZD (DR L0 10:26:45 AM) c

Ot e 1% el

Figure 19 - CPR Toolbox™, Initial Screen

CPR Toolbox™ 2010 displays three main panes of information, a toolbar and typical
Windows pull-down menus.
1. The vertical pane at the left of the screen (Labeled ‘A") lists CPR Tools’ devices and
drives attached to CPR Tools’ devices.
2. The pane at the right of the screen (Labeled ‘B’) is the main display window. This
will be populated, in tabbed format, as toolbar items are clicked.
3. The lower, horizontal pane (Labeled ‘C’) displays output; i.e. logs, success/fail
information, etc...

The pull-down menu structure within CPR Toolbox™ is:

File Edit View Help

e Save Log e Preferences e Toolbars and Docking e PSIClone Help

e Print Log e Sync Windows e Hammer Help

e Find in Log Device o Standard* e SCSI Hammer Help

e Close Time o Debug* e Sledge Hammer Help

e Exit o Drive List* e Debug Registers
e Status Bar* e Generate Tech Report
(* on by default) e About CPR Toolbox
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The ‘File’ menu:

Edit View Help

H Sawve Log... Ctrl+5
dm | Print Log... Ctrl+P
Find in Log...

Exit

Clicking the ‘File’ menu reveals options displayed above. ‘Save Log’, ‘Print Log’, ‘Find in
Log’, ‘Close’ and ‘Exit’ are presented as options.

‘Save Log’ will save the output log to a file. The user will be prompted for a location in
which to save the file. Alternately, the key combination CNTL-S may be used to save the
log to a file.

‘Print Log’ will print the output log. Alternately, the key combination CNTL-P may be used
to print the log.

‘Find in Log’ will present a search box. Using this tool, users may search for a particular
string in the active log (displayed in the bottom, horizontal pane, labeled ‘C’ in Figure 19.

‘Close’ becomes available when CPR Toolbox is displaying one or more tabs within its main
window. Clicking ‘Close’ will close the current tab.

Clicking ‘Exit’ will close CPR Toolbox.
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The ‘Edit’ Menu:

View Help

i
Resc

|=  Preferences

Ll | Sync Device Time

The first option under the ‘Edit’ menu is ‘Preferences’. Selecting ‘Preferences’ will instruct
CPR Toolbox™ to present the Preferences editor, shown in Figure 20.

Preferences

x|

Property Walue
B General
Perform initial device scan Yes
Append to achivity log Mo
Auto-launch contral panel e

Part Protect [PSIClone Only] MHaone
El Power Settings

E On Initial Scan [application startup]
FPower On Mone
Poveer OFF [if no drives found] - Baoth Sides

EH On Rescan
FPower On Both Sides
Poveer OFF [if no drives found] - Baoth Sides

E 0On Cloze [application shutdown]
Povaer OFF Mone

k. Cancel Defaultz |

Apmply |

Figure 20 - General Preferences

)/ errroous
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The Preferences box is divided into two (2)
sections labeled General and Power Settings.

General

This section contains options which define how
CPR Toolbox™ will behave upon being launched.

By clicking on each line in turn, a dropdown box
will appear for the value at right.

Perform initial device scan

By default, CPR Toolbox™ will perform a scan for
devices. This may be changed selecting ‘No’ from
the available dropdown box.

Append to activity log
By default, activity logs will be overwritten. To
change this behavior, set this value to ‘Yes’

Auto-launch control panel

By default, CPR Toolbox will launch the ‘Control
Panel’ whenever a device is selected. Set this to
‘No’ to alter this behavior.

Port Protect

By default, no ports are protected from initial
scans; CPR Toolbox™ will attempt to identify all
attached drives when a CPR Tools device is
powered. This setting allows for customization of
this behavior. Available options are ‘Side A’,
‘Side B’, ‘Both’ or ‘None’.

Power Settings

Note:

The ‘Power Settings’ section
is not used when using CPR
Toolbox™ with Hammer™.

Froperty Walue
EH General
Perform initial device scan Tes -
Append to activity log Ma
Auto-launch contral panel Tes
Port Protect MHaone

= Fower Settings
E On Imtial Scan [application startup)
Pover On Mone
Pawwer OFf (if no drives found] | Both Sides
B On Rescan
Power On Both Sides
Poweer OFf (if no drives found] | Both Sides
E On Close [application shutdown]
Povaer OFf Mone

DKl Cancel | Defaults |

Appli |

Figure 21 - General Preferences

Preferences

Property YWalue
E General
Perfarm initial device scan Tes
Append to activity log Mo
Auto-launch contral panel e
Fort Protect [ohe

El Power Settings

E On Imitial Scan [apphcation startup]
FPower On Mohe
Pawer OFF [if no drives found] | Both Sides

E On Rescan
Fower On Both Sides
Power OFF [if no drives found] | Both Sides

E On Close [application shutdown)
Fower OFf Mohe

ok Cancel Defaults |

Ay |

Figure 22 - Power Setting Preferences
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The ‘View’ Menu:

Toolbars and Docking Windows — ®|| v || standard

v || Status Bar
v Crutput

v || Drive List

The ‘View’ menu provides the ability to select or deselect areas of the CPR Toolbox™ from
being displayed.

Expanding the item labeled ‘Toolbars and Docking Windows’ provides the user the ability to
toggle viewing of the Standard toolbar, shown in Figure 23, the Output pane and the Drive
List pane.

-

§E_|H ufj‘n ©)

Figure 23 - CPR Toolbox Standard Toolbar

The Output pane and Drive List pane are shown in Figure 24, labeled C and A respectively.

CPH Toulte 2010 AC w4 5135 broewey [E120 102405 M)

Harneres 100486 SN 100400 v4.056020 (0913710 102645 AM) C
Diperstion log it 00 hull

Figure 24 - CPR Toolbox

The Status bar, an informational display located at the very bottom of the main CPR
Toolbox™ window, may be toggled on and off by selecting or deselecting it in the ‘View’
menu.
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The ‘Help’ Menu:

PsIClone Help F1

Hammer Help

(=]

(=

B  scsIHammer Help
-] Sledgehammer Help
'@ Debug Registers

i

Generate Tech Report

@ About CPR Toolbow...

Online help is available from within this menu by clicking ‘Help’. The remaining options and
their functions are:

PSIClone™ / Hammer™ /SCSI Hammer™ / Sledge Hammer™ Help
CPR Toolbox™ provides help files for PSIClone™, Hammer™, SCSI Hammer™ and Sledge
Hammer™ devices.

Debug Registers
This option will open a ‘tab’ which displays debug registers for the selected device. Use this
when instructed to by CPR Tools technical support personnel.

Generate Tech Report
This option will save technical information to a text file of the user’s choosing and should be
utilized when instructed to by CPR Tools technical support personnel.

About CPR Toolbox
This option displays version information for CPR Toolbox™ and its components.
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The CPR Toolbox™ Standard Toolbar

The CPR Toolbox™ software is easily controlled through the convenient button bar at the
top of the main Toolbox window. The toolbar is depicted in Figure 25.

- - -

[y E|'CD — N

Rescan Control Panel Drrive Utils Recover

I= | €4 @ @
Reporting Save  Print  About

Drive Info

Security

Figure 25 - The CPR Toolbox™ button bar

The button bar displays ten (10) buttons, some of which have submenu selections available.
The button bar menu structure is displayed here:

e Rescan
e Control Panel
e Drive Info

o ldentify Drive

o View S.M.A.R.T.
e Drive Utilis

0 Sector Viewer

o eDrive™?®

o gClone™®

0 gRase™
e Recovery

o0 Image Restore
Advanced Recovery®
iFirmware®
Mount Image®
Recover My Files®

o Mount/Unmount Drive®
e Security

o Drive Key®

O O O ©O

¢ Reporting
e Save

e Print

e About

If an item selected is not supported by Hammer™, CPR

Toolbox will display a message indicating that the selected _ _
. . . ™ L] Mo applicable devices Found.
option requires a device other than Hammer™.

> Not supported by Hammer™ or SCSI Hammer™
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s

Rescan
Rescan

Clicking this toolbar button will cause the CPR Toolbox™ to rescan for CPR Tools devices
(e.g. PSIClone™, Hammer™, Sledge Hammer™, SCSI Hammer™, etc...).

E
Control Panel
Control Panel

Clicking this toolbar button will launch the Control Panel module. The CPR Toolbox™
Control Panel module is an interface to many data security and data recovery functions.
The main window contains several sections, each of which are covered in detail beginning
on page 49.

Control Panel options are presented in tabbed format. These include:

e EZ Hammer
e Hammer

o Verify

e Settings
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CPR Toolbox™ Control P

anel

Upon selecting Control Panel, the “EZ Hammer Tab” is presented

The “EZ Hammer” Tab

The EZ Hammer provides a simple interface which performs common tasks using preset

Hammer™ values.

Hammer 100488 - Control Panel ¢ |

A Side

PATA & Mot connected
LBA: nfa Size: nfa

SATA A Hitachi HDT7210105LA360
LBA: 1953525168 Size: 331 GB

EZ Hammer | Hammer | Verify | Settings

B Side
PATA B: Maxtor 2F040L0
.. LBA: 1500001 Size: 732 MB

SATA B Mot connected
LB&: nta Size: nda

Destination Dii
SATA A Hitachi HDT7210105LA360

PATA B: Maxtor ZF040L0

Progress
Operation State Percent Done
Erase Drive Ready 0%
Quick Verify Ready 0%
Print Certs Ready 0%
[ Start ] [Eancel]

Figure 26 — Upon selecting ‘Control Panel’, the EZ Hammer tab is displayed

As seen in above, the initial ‘Control Panel’ screen (‘EZ Hammer tab’) provides a simple
method for quickly and effectively eradicating data on all attached drives using preset

defaults.

The EZ Hammer defaults are:

e Bang

e QuickVerify

e Print EZ Certs

e Power-Down drives
e Buzzer On
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A Sample EZ Cert is presented here.

Data Erasure

Certificate of Compliance
NIST-800-88

ﬁi;ﬁt'ggﬁ‘te 100174_1208081258
Date: Dec 08, 2008

Time: 12:58 PM

Device ID: 100174

Revision: v4.00:5B2D

Model: \WDC WD100BB-00AUA1L

Serial Number: WD-WMA6Z22710819

Method: PURGE

Result: PASS

Verification: PASS

Checksum: N/A

Additional Notes:

This certificate will serve as record of compliant data eradication having been

performed on the drive listed above.

Drives annotated with PURGE have been erased with a Hammer™ SECURITY ERASE

COMMAND which complies with NIST-800-88 data PURGING guidelines, the strictest erasure

method defined by NIST.

Drives annotated with CLEAR have been erased with a Hammer™ ERASE COMMAND which

complies with NIST-800-88 data CLEARING guidelines.
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Customizing EZ-Certs
To customize EZ-Certs printed from the EZ-Hammer tab, users may:

e Create a custom Bitmap Image file (.bmp) to be used on the EZ-Cert.
0 This should be placed in the C:\Documents and Settings\<user>\My
Documents\CPR Tools Utilities Suite\lmages.
o Name this bitmap image file ez_certlogo.bmp.
e Create a plain text file to be used as the ‘new address’ on each EZ-Cert printed.
o0 This file should be placed in the same folder; name it ez_address.txt.
e Create a plain text file to be used as the ‘new coupon’ on each EZ-Cert printed.
o0 This file should be placed in the same folder; name it ez_certcoupon.txt.
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The “Hammer” Tab — CPR Toolbox™ Control Panel
Hammer 100438 - Control Panel x]

A Side B Side
PATA & Mot connected PATAB: Maxtor 2F040L0
LB&: nfa Size: nda .. . LB&: 1500001 Size: 732 MEB

SATAB: Mot connected
LB&: nda Size: nda

SATA A Hitachi HDT7210105LA360
LBA: 1953525168 Size: 931 GE

EZ Hammer Hammer | Verify | Settings -
QOperations Destination Drive(s)
SATA A Hitachi HDT7210105LA360
Clear HFA/DCO PATA B: Maxtor ZF040L0
Erase Drive |Security Erase w |
(RS 1 Hitachi HD 72101050436 |
[werify  []Power Down []Print Labels [ ] Prink Certificates
Active Job: | «5elect & Job= w |
Quick Lock Progress
(& Lock Al Operation State Percent Done
Erase Drive Ready 0%
() Lock Only:
[ Start ] [ Eancel]

Figure 27 - The '"Hammer' Tab

The Hammer tab provides options for specific Hammer™ actions. The top portion of the
screen depicts drive status for each drive connected to Hammer™.

Clear HPA/DCO
Enabled by default, this setting instructs Hammer™ to clear any existing HPA or DCO on a
target drive prior to taking an erasure or clone action.

Erase Drive

As Hammer™ is a data eradication device, this setting is enabled by default. The default
action for data erasure is ‘Erase’ which complies with NIST 800-88 ‘clear’. By using the
drop-down box, users may select alternate methods of data erasure. These are:

e Security Erase
e 3 Pass
. 7 Pass

Security Erase
Selecting Security Erase instructs Hammer™ to perform data eradication on the drive in
compliance with NIST 800-88 ‘purge’ specifications.
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3 Pass
Selecting 3 Pass instructs Hammer™ to write to each sector of the drive three (3) times.

e Passl

0 Writes all zeros (0) to each sector of the drive
e Pass?2

0 Writes all ones (1) to each sector of the drive
e Pass 3

0 Writes a random, verifiable pattern to each sector of the drive.

7 Pass
Selecting 7 Pass instructs Hammer™ to write to each sector of the drive seven (7) times.

e Passl

0 Writes all zeros (0) to each sector of the drive
e Pass?2

0 Writes all ones (1) to each sector of the drive
e Pass 3

0 Writes all zeros (0) to each sector of the drive
e Pass4

0 Writes all ones (1) to each sector of the drive
e Pass5

0 Writes all zeros (0) to each sector of the drive
e Pass 6

0 Writes all ones (1) to each sector of the drive
e Pass7

0 Writes a random, verifiable pattern to each sector of the drive.
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Clone

Disabled by default; select this checkbox to instruct Hammer™ to perform a clone from a
chosen source drive to as many as three additional drives.

Additional Options

Below the ‘Clone’ field, CPR Toolbox™ provides checkboxes so that users may instruct

Hammer™ and CPR Toolbox™ to perform specific tasks after eradicating data from drives attached to
Hammer™. These are:

o Verify
0 Check this box to enable verification of sectors. Hammer™ can be set to ‘Quick Verify’
on the Settings tab of CPR Toolbox™ or in the Settings menu of the device. Using
‘Quick Verify’ will examine a sampling of sectors to ensure eradication has been
successful. Verification without enabling ‘Quick Verify’ will examine every sector on each
attached drive and will significantly impact the time taken to complete an eradication task.
e Power Down
0 Check this box to instruct Hammer™ to power down drives after eradication is complete.
This setting may also be made on the device under the ‘Operations’ menu.
e Print Labels
0 This option is only functional when working with Hammer™ and the optional Bluetooth
printer.
0 Check this box to instruct Hammer™ to print labels using the optional Bluetooth printer
immediately after the eradication process has completed.
e Print Certificates
0 Check this box to instruct Hammer™ to print Certificates of Compliance for each drive
eradicated immediately after the eradication process has completed.
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CPR Toolbox™ Color Codes

CPR Toolbox™ provides a color indicator for actions performed or completed. The
background colors for any drives connected to Hammer™ will indicate the following:

Color

Definition

Drive has completed an action without errors
Drive has completed an action with errors
White Drive is either idle or an action on this drive was cancelled by the user
Yellow Drive is currently being acted upon; no errors have been encountered
Red on Yellow | Drive is currently being acted upon; errors have been encountered

NOTE: On-Screen Color Codes have changed
in this version of CPR Toolbox.

Figure 28 depicts Hammer™ in the process of performing erasure action on the two (2)

drives to which it has been attached.

A Side

FATA A Mot connected
LB&: nfa Size: n/a

SaTA A Hitachi HDT7210105LA360
LBA: 1953525168 Size: 931 GB

EZ Hammer Hammer* | Verify | Settings

B Side

PATA B: M axtor BB200R0
LBA: 398257088 Size: 189 GB

SATAB: Mot connected
LBA: nfa Size: n/a

Operations Destination Drive(s)
SATA A Hitachi HDT7Z210103LA360
PATA B: Maxtor 6B200R0
Ackive Job:
Quick Lock Progress

Operation State Fercent Done

Initialize Complete

Erase Drive Running...... 2%

Cahicel

Figure 28 - Hammer, erasing two attached drives
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Rapid Redeployment of Erased Drives: Cloning with Hammer™

Device factory defaults of Hammer™ will show the
‘Clone’ checkbox unchecked. Checking this box will
remove the drive listed in the drop-down (source of
clone) from the Destination Drives list on the right of
the screen and will instruct Hammer™ to perform a
clone from the ‘source’ drive selected onto the
destination drive(s) after erasure of the destination
drives has been completed.

The ability to clone from a source to as many as
three simultaneous targets is a powerful key feature
which enables the redeployment of multiple drives
quickly and effectively.

Verify

Disabled by default; select this setting to instruct Hammer™ to verify actions taken.
Verification involves performing a sector-by-sector read of erased drives to ensure they
have been overwritten as instructed. For cloned drives, verification involves performing a
sector-by-sector comparison of the ‘master’ or ‘source’ drive against the cloned drive.
Employing verification will greatly increase the time required for Hammer™ to complete
tasks.

Power Down
Disabled by default; select this setting to instruct —
Hammer™ to turn off power to connected drives after the
current action has completed.

Print Labels B8
Disabled by default; select this setting when using the £
optional Bluetooth printer. Selecting this setting will 5

instruct Hammer™ to print labels for each attached drive
upon which an action has been taken. A sample of a
Hammer™ label is provided in Figure 29. nu

-equired)

Hammer™ Users Guide

l WCPRWOLS Page 56 of 100



Quick Lock

The ‘Quick Lock’ section allows users to secure drives Note: ‘Quick Lock’ is only

quickly and easily. While this setting alone will not available for drives which support
eradicate data, it may be used to apply a randomly the ATA Security command set.
generated password to the drive(s) selected.

Hammer™ Tips:

The Quick Lock function is ideal for securing the data on a drive scheduled to be erased at
a later time. If a drive is unable to complete the Security Erase process due to errors, the
drive will remain locked. For drives where Security Erase process is not able to continue,
CPR Tools recommends degaussing the drive, followed by complete drive destruction using
a hard drive shredder.

Progress

The ‘Progress’ information box at the bottom of the screen will be updated to show each
option as it is selected; once ‘started’, this box will indicate the task progress, shown as a
percentage of the total time to complete the configured task.

Hammer™ Tips:

Changes made on the ‘Hammer’ tab affect the current action only. To make settings
changes which may be saved as new user defaults, use the ‘Settings’ tab.

After configuring Hammer™, the ‘Start’ button may be clicked to initiate all configured
actions. Figure 30 depicts the Hammer™ LCD during a Security Erase action on the drive
connected to the PATA port on Side ‘A’ of the device.

Figure 30 - Hammer™ Display during Security Erase on PATA A

The word ‘Erase’ denotes the action being taken; the ‘<SE’ indicates a ‘Security Erase’
action. Placement of this value at the upper left of the LCD indicates that the action is being
taken on PATA Side ‘A’ of the device.

The 33% visible on the second line of the display indicates that the current process is about
one-third complete.

A complete Hammer™ LCD display legend is presented in this manual under the heading
“Hammer™ User Interface (Stand-alone mode)”.

Hammer™ Users Guide

z([ 8/7“‘ CPR TOOLS Page 57 of 100



The “Verify” Tab — CPR Toolbox™ Control Panel

A Side

PATA & Not connected
LBA: nfa Size: nfa

SATA A Hitachi HDT7210105LA3E0
LBA: 1953525168 Size: 931 GE

EZHammer | Hammer Verify | Settings

B Side

PATA B: Maxtor BB200R0
LB&: 398297088 Size: 183 GB

SATA B Mot connected
LBA: nfa Size:nda

() verify Erasure

Operations

(@NE T W= AT A: Hitachi HDT72101050

SATA A: Hitachi HDT7210105LA3E0
PATA B Maxkor 6E200R0

Operation State
Yerify Erasure Ready

Percent Done

0%

Figure 31 - Verify Tab

The ‘Verify’ tab provides options to perform verification of previously performed erasure or

clone actions.

When verifying Security Erase actions, Hammer™ performs sector-by-sector reads to ensure
that the instructed action was accurately performed. When verifying Security Erase or Drive
Erase actions, Hammer™ reads each sector expecting to find all zeros (0x00).

For clones, Hammer™ compares the destination drive to the source drive, verifying that the
data is a true forensic clone of the original.

)/ errroous
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The “Settings” Tab — CPR Toolbox™ Control Panel

B Side
FATA B: Mastor BB200R0
LBA: 395297088 Size: 183 GB

SATA B Not connected
LB&: nfa Size nda

A Side
PATA & Mot connected
LB&: nfa Size: nda . ‘
SATA A Hitachi HDT7210105LA360
LBA: 1953525168 Size: 931 GB
EZ Hammer | Hammer | Verify Settings
Default Device Settings
Clear HPAJDCO Transfer Rate Auko -
Erase Drive Security Erase b Command Timeout fms) | 60000
[]Clone Drive Pawer On Timeout {ms) | 20000
[¥erify Command Blustooth Timeout (ms) | SO000
P ]
[ower Down Save Log To Disk (ves ()Mo
Print Labels
D IUse Secure Password O Yes @ Mo
Enable Buzzer Oives @ Mo
Enable Quick Verify O ves ()Mo

| Restore Defaults | | Refresh

Figure 32 - Settings Tab

The ‘Settings’ tab provides the ability to change default settings for Hammer™ actions.

Changes made here are saved on the device in NVRAM.

To restore factory default settings, use the ‘Restore Defaults’ button. depicts the Settings

Tab showing default values. These are:
Clear HPA/DCO [enabled]

Clone Drive [disabled]
Verify Command [disabled]
Power Down [disabled]
Print Labels [disabled]
Transfer Rate [auto]
Command Timeout (ms) [4,000]
Power On Timeout (ms) [20,000]
. Bluetooth Timeout (ms) [50,000]
. Save Log to Drive [no]
. Use Secure Password [no]
13. Enable Buzzer [no]

©ONOORWNPRE

PR
N R O

Clear HPA/DCO

Erase Drive [enabled] = Security Erase [disabled]

NOTE:

To establish new user defaults, make
changes on this tab, then click ‘Save’.
New user defaults will be displayed on
the ‘Hammer’ tab upon subsequent uses
of CPR Toolbox™.

Hammer™ may be reset to factory
defaults by clicking the ‘Restore
Defaults’ button.

Enabled by default, this setting instructs Hammer™ to clear any existing HPA or DCO on a
target drive prior to taking an erasure or clone action.

2’%"’”’ rooLs
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Erase Drive

Enabled by default, this setting instructs Hammer™ to perform NIST 800-88 ‘clean’
operations.

Security Erase
Disabled by default. Enable this setting to instruct Hammer™ to perform ATA Security
Erase (NIST 800-88 ‘purge’) actions on any attached drives which support it.

Clone Drive
Disabled by default; select this checkbox to instruct Hammer™ to perform a clone from a
chosen source drive to as many as three additional drives.

Verify Command

Disabled by default; select this setting to instruct Hammer™ to verify actions taken.
Verification involves performing a sector-by-sector read of erased drives to ensure they
have been overwritten as instructed. For cloned drives, verification involves performing a
sector-by-sector comparison of the ‘master’ or ‘source’ drive against the cloned drive.
Employing verification will greatly increase the time required for Hammer™ to complete
tasks.

Power Down
Disabled by default; select this setting to instruct Hammer™ to turn off power to connected
drives after the current action has completed.

Print Labels

Disabled by default; select this setting when using the optional Bluetooth printer. Selecting
this setting will instruct Hammer™ to print labels for each attached drive upon which an
action has been taken.

Transfer Rate

This is set to ‘auto’ by default. The default of ‘auto’ instructs Hammer™ to interact with
drives at their most efficient transfer rate (typically UDMA4). When working with drives with
issues, users may opt to step down Hammer™ manually to the options presented here.
They are:

¢ UDMA3
¢ UDMA2
¢ UDMA1
e UDMAO
e PIO

Command Timeout

The default Command Timeout is 4,000ms (4 seconds). This value represents the amount
of time Hammer™ will wait for response from an attached drive after issuing an instruction.

Power On Timeout

The default Power On Timeout value is 20,000ms (20 seconds). This value represents the
amount of time Hammer™ will wait for a response attached drives subsequent to supplying
power to them. Drives which do not ‘come ready’ within this amount of time will cause
Hammer™ to display an error.
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Bluetooth Timeout

The default Bluetooth Timeout value is NOTE: This release of CPR Tools Utilities

50,000ms (50 seconds). This value represents Suite and related Hammer™ / SCSI

the amount of time Hammer™ will wait for a zsner .f|rmvyare [E[EIEEEIE th_e last

response from the optional Bluetooth printer [l Wh'c_h il SUEEGHT 7 Opt'onz’.ﬂ .

when trying to establish a connection. Should Bluetooth Printer and related label printing
. . ) functions.

the time taken to obtain a response from the

optional Bluetooth printer exceed this value,
Hammer™ will display a connection error.

Save Log to Drive

Set this value to ‘Yes’ to instruct Hammer™ to log actions to the drives being acted upon.
This setting is useful when working with multiple drives for which certificates or labels may
be printed at a later time.

Use Secure Password

When enabled, Hammer™ will lock drives with a random password that does not allow the
drive to be unlocked without a successful completion of a Security Erase. When disabled,
Hammer™ will use a generic password and will unlock the drive without regard to success or
failure of an action.

Enable Buzzer
Enabling this option will cause Hammer™ to sound an audible alert upon completion of an
action.
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Drive Info

Clicking Drive Info reveals two (2) submenu choices, ldentify Drive and View S.M.A.R.T.
® ] =

Drive Info Drrive U

M 1dentify Device

2 View SMART,

Identify Drive
Clicking this toolbar button will cause the CPR Toolbox™ to issue an ATA ‘ldentify Device’
command to the selected drive. Information retrieved is presented as a tabbed screen in
the main section of the CPR Toolbox™. The ‘lIdentify Device’ data tab is depicted in Figure
33. The ‘Save’ button may be used to write this information to a file. The section of output
titled

----- Integrity Word-—---
which is presented at the bottom of the output contains a checksum which is used to verify
the accuracy of the data being displayed. If the checksum validates, the value Valid will be
displayed.

| b gt [ Eraties |
[y T eppcried e it bz
ol P § Teggeried et Eraint Vg
ot gt i Eraint i
Flopd foafon P [l Vi
L el Fo [ T
Dicnr ot M Dl Leppated Ve it W
Frppt 'ty (A48 Gramanct gl Ko Fraainet bz
Fa Lopgurnd Wa Eratint Wes
T L L] par e L [ ot b
Pl alhig My |0k 0 gl Ko [ rubitasd Wy
Pomsm op By Tepporied Ke it Wip
gt T gairen Tapprnd Ko Frainet bz
Tk g Ly Tapgrnd Yl Erainet Ko
e it e gltar BE e i o e R [ ot Vi
[T Ty - —
D [ordapastor (o
Maattcny P CAC | -ooe S@CLHIY Statug —e
FLUF CaD 2T C
. “Secuity Suppoited: Yes Enabled: Mo

Loy D488 Bl o
— e ey Secunly Locked No
Uanaen! | Secuily Frozen Mo
s ) | Security Count Expired No

LR o
g DA bt Enhanced Erase Suppoited: No
Lip DARE bt Secu'?L I 0

Ho e Faed Ha i)
Dirvar ) MaPucnd) M it
e r S | [ [ P PR T FPr —.
et Integeity Word
Gvcs Diesse Dl N Inbegily Signature Oxa5
Do O e [ 1

"‘ Integuity CheckSum OxBF

'y g
by P o

Figure 33 - Identify Drive
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View S.M.A.R.T.

Self-Monitoring, Analysis, and Reporting Technology, or S.M.A.R.T., is a monitoring system
for computer hard disks to detect and report on various indicators of reliability, in the hope
of anticipating failures.

The technical documentation for S.M.A.R.T. is in the AT Attachment standard.®

Clicking the View S.M.A.R.T. button will retrieve and display current S.M.A.R.T. data for the
selected drive. Figure 34 depicts the View S.M.A.R.T. results displayed in a tab of the main
window. Output may be saved by clicking ‘File/Save’ or by pressing CNTL-S on the
keyboard. The radio buttons allow the user to determine the numeric format in which the
‘Raw’ column data will be displayed and saved.

Raw Yalues: % Decimal © Hex

Aktribuke | Mame | ‘alue | Worst | Thresh | FLaw I Skatus

MiA attribute Checksum PA3S PA3S Pa3a 215 PA33: Checksum wvalid,
MiA Threshold Checksum PASS PA3S Pass 223 PA33: Checksum walid,
a1 Raw Read Errar 114 o] 25 63853436 Pa5S: Yalue is normal
03 Spin Up Tirme 7e 70 0 u] PA33: Always passes
04 SkartStop Caunt Mumber 100 100 20 o8 PASS: Yalue is narmal
0s Reallocated Sector Count 100 100 36 0 Pass: Yalue is normal
o7 Seek Error Rate 73 &0 30 22976823 P&5S: Yalue is normal
09 Power-On Hours Counk g9 g9 0 10501 PASS: Always passes
il Spin-up Retry Count 100 100 0 u] PASS: Always passes
nC Power Cycle Counk 100 100 z0 316 PA33: value is normal
2 HOW& Temperature 26 45 ] 26 PA33: Always passes
3 Hardware ECC Recovered a1 &9 a 16 PASS: Always passes
5 Current Pending Sector Count 100 100 0 u] PASS: Always passes
A Offline Scan Uncorreckable Counk 100 100 i] 0 PA33: Always passes
7 Iltrabia CRC Error Rake 200 200 ] u] PA33: Always passes
C& ‘Write Error Rake 100 100 0 u] PASS: Always passes
jul} Daka Address Mark Errars 100 253 a 0 PA33: Always passes

Figure 34 - View S.M.A.R.T.

The first two lines of output in the View S.M.A.R.T. display contain Attribute and Threshold
Checksum values. If the data presented is valid, PASS will be displayed for these values.

The View S.M.A.R.T. display includes columns of information. These are:

o Attribute: S.M.A.R.T. Attribute as described in the ATA specification

« Name: Canonical meaning of the S.M.A.R.T. attribute

« Value: The current value of the given S.M.A.R.T. attribute

« Worst: Lowest value recorded to date for the selected device for the given S.M.A.R.T.
attribute

o Thresh: Reference value. ‘Value’ should be higher than this reference value for the
attribute to be in a ‘working state’

« Raw: Vendor specific value for a given S.M.A.R.T. attribute

« Status: Lists the current status for the attribute. Potential status listings are PASS or
FAIL, followed by additional information. The additional information listed is
dependent upon the type of attribute being monitored by S.M.A.R.T.

6 http://www.t13.0rg
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Drive Utils

Drive Utilities

Clicking Drive Info reveals two (4) submenu choices, Sector Viewer, eDrive™, gClone™ and
gRase™.,

= e

Drrive Utils i Recoy
EIJ:ELEI Sector Viewer
& | eDrive
glone
@ | gRase

Sector Viewer

Clicking the ‘Sector Viewer’ button presents the user with the ability to view sectors of the
selected drive. Sector Viewer is useful when visual inspections of drive sectors is needed.
The Sector Viewer is comprised of seven (7) distinct zones. Each of these will be described
in detail.

Drive Selection Mavigation Drive Information

5 PATA A 573204104 LA 39102336 Size: 16 GB - — Seial Number: 5FGZHLMP
& Seek To Na HP# or DCO Detected.

=) PATAB: 5733008314 LBA: 586072368 Size: 279 GE
] F\rstl 4 F‘revl 2 Nextl ] Lastl

|LBA: 0 Of: 33102335 |
Offset | [1} | 1 | 2 | a | 4 | 5 | 6 | 7 | ] | ] | A | B | B | o | E | F |ASCII | Scan Settings
0x00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Methad Search i’
000000010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Sectar Value (Hex) oo
000000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Fiun in Rleverse Mo =
0x00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00000040 00 00 00 00 00 00 00 00 00 00 00 0d 00 00 00 00 Scan Progress

Oxboooooso - oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x00000080 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x00000070 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x000000g0 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
Ox00000020 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
Ox000000a0 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
Ox000000BD 00 [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu}
0x000000C0O 00 00 00 90 00 00 00 00 00 00 00 00 00 00 00 00
Oxoooooopo - 0o oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x000000ED 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x000000F0 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x00000100 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
Ox00000110 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
Ox000001z0 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
Ox00000130 00 [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu}
0x00000140 00 00 00 @0 00 00 00 00 00 00 00 00 00 00 00 00
0xboooolso oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x00000160 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x00000170 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x00000180 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x00000120 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
Ox000001a0 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
Ox000001B0 00 [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu} [ulu}
0x000001C0O 00 00 00 90 00 00 00 00 00 00 00 00 00 00 00 00
0xooooolpn oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo oo
0x000001ED 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo 00 .o
0x000001F0 00 oo oo oo oo oo oo oo oo oo oo oo oo oo oo 00 s

LBA Scroll 1| I

I Stat| m Pausel ] Stopl

Figure 35 - Sector Viewer
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Sector Viewer — Drive Selection

Drive Selection !'._.a!m_ E n . Drive Information
=5 PATA & 573204104 LBA: 39102336 Size: 18 GB T S erial Number: 5FGZHLMP
9 PATA B: ST33008314 LBA; 586072368 Size: 279 GB & sexk To Mo HP# or DCO Detected.

] Firstl 4 Prevl 3 Nextl M Lastl
[tBA: O OF: 110235 |

Figure 36 - Sector Viewer: Drive Selection

The top area of Sector Viewer is comprised of three (3) sections. The leftmost section is
labeled ‘Drive Selection’. The drive selected here will be displayed in the main sector viewer
display. Select a drive for which sectors should be displayed by clicking on it in this
window.

Sector Viewer - Navigation

Drive Selection Navigation : Drive Information
=) PATA A: 5T320£104 LBA: 33102336 Siz=: 18 GB B ek T l— Serial Nurrber: 5°G2HLMP
=) PATAB: ST33008314 LBA: 586072368 Size: 279 GB ;ml Mo HPA o LU Detected.

] Firstl q F'revl I Next| W _astl
[BA 0 OF: 3510235 |

Figure 37 - Sector Viewer: Navigation
The center section is labeled ‘Navigation’. This area provides the ability to:

e Seek to a particular LBA
o0 Enter a numeric LBA value, then click the button labeled ‘Seek To’
e Jump to the First, Previous, Next or Last LBA
o0 Click the respectively named buttons to display the First, Previous, Next or
Last LBA

The LBA currently being shown in the main sector viewer display is shown at the bottom of
this section.

Sector Viewer — Drive Information

Drive Selecton rigatis _ Drnua_ ive Info
=) PATA & 5T32047104 LBA: 39102336 Siz=: 18 GB E l— Serial Nurrber: 5-G2ZHLMP
Seek T
= PATA B: 5T33008314 LBA: 596072368 Sizc: 279 GB ﬁl Ha HPA o DCO Detected,
] Firstl q F'revl 2 Next| M _astl
[tBA:TU O 3-1U230h |

Figure 38 - Sector Viewer: Drive Information

The rightmost section is labeled Drive Information. In the example shown in Figure 38, the
Serial Number of the drive connected to PATA A is shown. Sector Viewer also reports that
no HPA or DCO has been detected.

Hammer™ Users Guide

z(_.az(cm TOOLS Page 65 of 100
-1



Sector Viewer: Main
Drive Selection Navigation Drive Information
=0 PATA A: ST3204104 LBA: 33102336 Size: 18 GB B Saok T I— Serial Mumber. SFGZHLMP
= PATA B: ST3300831A LBA: 506072368 Size: 279 GB ﬁl Mo HPA or DCO Detected.

] Firstl 4 F'revl I Nextl M Lastl
[BA: 0 OF: 3310235 |

Offzet

Ox00000000
0x00000010
0x000000Z0
0x00000020
0x00000040
0x00000050
O0x000000&0
0x00000070
Qx00000020
0x00000030
0x000000AD
0x000000B0
0x000000Co
Ox000000D0
0x000000E0
0x000000F0
Ox00000100
Ox00000110
0x000001Z0
0x00000130
0x00000140
0x000001E0
0x00000150
0x00000170
Ox00000120
0x00000130
0x000001AD
0x000001E0
Qx000001CO
0x00000100
0x000001ED
0x000001F0

LBA Scroll | 4 I

| Scan Settings

Method Search ﬂ
Sector Value [Hex) an

Run in Reverse Mo -

Scan Progress

B Start| W Pause | | ] Stnpl

Figure 39 - Sector Viewer Main Display

This is the main display of the Sector Viewer module. The image depicted in Figure 39
shows the first sector (sector 0)of the drive connected to the PATA port on Side A of the
device. All zeroes (0x00) are displayed as this drive has been subjected to NIST SP800-88
‘clear’ compliant eradication (‘Bang’).
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gRase™
gRase™ provides the facility to eradicate data from sectors which have been reallocated
through a hard drive’s defect tracking mechanism. Invoking gRase™ instructs CPR Toolbox
to:
Eradicate data from sectors which have been remapped by the drive’s defect list
Clear the drive’s defect list mappings
Eradicate data from the originally remapped sectors (the actual sectors which had
been marked as defective) and save sectors which failed to write.
4. Reapply the drive’s defect list mappings

Figure 40 depicts the initial gRase™ screen.

Target Drive Results
SATA A Hitachi HDT7210105LA360 A

Opfions

Save data from sectors that Failed to write,

Click. 'Erase’ ko begin,

Erase

[ Save ] [ Prink ] [ Clear ]

Figure 40 - gRase™ initial screen

Begin by selecting a drive from the drop-down list labeled ‘Destination Drive’. CPR
Toolbox™ can be instructed to save data from sectors which fail to write by checking the
box labeled ‘Save data from sectors that fail to write’. If this box is checked, CPR Toolbox™
will prompt for a location into which the binary file will be saved.

To begin, click the button labeled ‘Erase’.

Not all drives support gRase™. If the selected CPR Toolbox 2010
drive is not supported, a message is displayed
to that effect.

Hammer™ Users Guide

li,%cm TOOLS Page 67 of 100



If the drive selected supports gRase™ functions, the process will begin. Progress is shown
both in the ‘Progress’ section of the screen, at left, and in the ‘Results’ box at the right of

the screen.

Figure 41 depicts the gRase™ function in progress.

Target Drive Results

Progress

Defect Count R Errors

| | |
[

Process started,

[ Save ] [ Print l l Clear ]

Figure 41 - gRase™ in progress

If the destmat_lon.drlve co_ntams no defects, a CPR Toolbox 2010
message box is displayed:
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If the destination drive contains defects and the ‘Save data from sectors that fail to write’
checkbox is saved, the process of erasing the defect list is detailed in the ‘Results’ window
at the right of the screen.

Figure 42 depicts ‘Results’ window output if gRase™ encounters sectors in the defect list
which it is unable to read.

Successiuly erased LEA: 131531243
Suiessiully erased LBA: 131831737

Fredar). . .

Faded to resd LEA
Faded to read LEA
Faded to resd LEA
Faded to read LEA
Faded Lo resd LEA
Faded to read LEA
Faded Lo resd LEA
Faded to read LEA
Faded Lo resd LEA
Faded to read LEA
Faded Lo resd LEA
Faded to read LEA
Faded Lo resd LEA
Faded to read LEA
Faded Lo resd LEA
Faded to read LEA
Faded Lo resd LEA
Faded to read LEA

Faded ko read LBA

T 131085468
T I FI082469
T 131082470
1082471
T I3I0BE47E
T IFI08E473
T 131082474
T 1082475
131083476
I FI0GE4FT
CI3I08E47E
T I FI082479
s 131082480
s 3082481
s 131082482
T 1082483
s 131082484
: I 3082485

[ Save ]

| print |

[ Clear ]

Figure 42 - gRase™ showing failed reads
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Figure 43 depicts the ‘Results’ window after gRase™ has successfully erased a drive’s defect

list.

Iniakzing drive...
Erasing spare sectors...
Erasing original sectors...
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
Successfully erased LBA:
De-Indializing drive. ..
Erasing spare sectors...
11 of 11 defects were erased.

D O ] O DN B L) B e O

aba
el

[ Save ] [ Prink ] [ Clear ]

Figure 43 - gRase™ has successfully processed a defect list

Users may click ‘Save’ to save the output to a file. Clicking ‘Print’ will print the contents of

the ‘Results’ window; ‘Clear’ will clear the ‘Results’ window.
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Recover

-

Recover

Clicking the Recover toolbar button will reveal six (6) submenu items. This toolbar button is
primarily for use with CPR Tools’ PSIClone™ device; when working with Hammer™ only the
first item, ‘Image Restore’ is functional.

>

Recover ‘ Security

L3

I/, Image Restore
# | Advanced Recovery
I iFirmware
|I|| Mount Image
gt Recover My Files

'_-3 Mount/Unmount Drive

The Image Restore menu item will launch the CPR Toolbox™ Image Restore module. This
module is used with image filesets generated by CPR Tools’ PSIClone™ data recovery
device. For more information on PSIClone™ and Image Restore, please refer to the
PSIClone™ User’s Guide available for download at http://downloads.cprtools.net.

-

Security

Security
Clicking the Security toolbar button will reveal one (1) option:

-

Security Rep
G4 Drive Key

The Security menu, including DriveKey™, is used with CPR Tools’ PSIClone™ data recovery
device.

The DriveKey™ module is made available to qualifying Law Enforcement and Government
officials who have purchased PSIClone™ and have requested access to this module.
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Reporting
Reporting

Clicking the Reporting toolbar button will cause CPR Toolbox to open the Reporting module.
The Reporting module consists of five (5) tabs. These are:

e Jobs

o Certificates

e Print Labels

e Device Log

e Alert Settings
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Selecting a Device

At the top of the reporting module,
users will find a drop-down menu
which allows for:

e The selection of an attached
device

e The user to manually enter a
device which is not connected
for which Alerts may be
customized

Customizing alert settings is discussed
in the section titled The “Alert
Settings” Tab — CPR Toolbox™ , on
page 87.

<o Device Selected = w

Jobs | Certificates | Print Labels | Device Log | Alert Settings

Create Job

Enter Job Mame: | Task Source

<5elect & Job=

Seszion | Command

Job Report

<5elect & Job= L7

Hammer™ ‘Jobs’ - An Organizing Method For Audit Trails

Hammer™ keeps track of actions
performed. These are stored on the
device in built-in Flash Memory. Each
time Hammer™ performs an action, a
history of that action is stored; each
action is associated with a Hammer™
generated sequence number. Each of
these actions is stored as a ‘Session’ in
the device’s internal memory.

If Hammer™ is used to perform an
erasure on a single attached drive, the
entry in Flash will reflect that action,

associated with the single attached drive.

If Hammer™ is used to perform an
erasure on more drives (up to four, one
per port provided), the entry in Flash will
reflect that action, associated with each
of the drives attached.

Why use Jobs to organize audit trails?
Example 1:

A technician travels to different clients to
eradicate data.

Logs from actions taken at the
client location may be grouped
into a Job specific to the client.

Example 2:

A technical support depot eradicates data
from many drives daily.

Each day’s work can be
organized into a Job named for
the date on which the erasures
were performed.

These activity logs are stored without regard for how Hammer™ is used, e.g. Stand-alone
mode, or in conjunction with CPR Toolbox™.

Once Hammer™ has performed actions, CPR Toolbox™ provides a way to organize these
logs into ‘jobs’ which may be associated with a user-friendly name, such as a client name or

location at which the tasks were performed.

)/ errroous

Hammer™ Users Guide

Page 73 of 100




The “Jobs” Tab — CPR Toolbox™ Reporting
The ‘Jobs’ tab allows users to organize actions performed into groups of actions, called

‘Jobs’.

Reporting x ]

| <Mo Device Selected >

|| | Download Tasks

Jobs | Certificates | Print Labels | Device Log | Alert Settings

Create Job

Enter Job MName:

Job Report

<Select & Job w

Assign Tasks
Task Source
<Select A Jobx v
Sezzion | Command Fesult Werification | Drive S/M [or Port] Erazure Device Time

| <Select A Job>

]

Figure 44 - Jobs Tab - Initial View

To begin with an attached Hammer™,
select the device from the device

selection drop-down list.

| Hammer 100488

W | [Du:uwnlu:uad Tasks

lobs | Certificates | Print Labels | Device Log | Alert Settings

Create Job

Enter Job Mame:

Task Source

<Select & Job=
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If Hammer™ has Tasks Ready For Download E'

activities stored in
Flash Memory, clicking Click the “Download” button to retrieve the tasks from Hammer 100488,
the Download Tasks
button will cause
Hammer™ to display a () Assign kasks to the Following job:
‘Tasks ready for
download’ dialog box.

Users may choose to * Unassigned tasks can be assigned later From the "Jobs" tab of the contral panel.
download tasks into a

‘Job’ or to leave them

unassigned.

{(*) Do not assign tasks to a job*

| Dowrload |

To download tasks without assigning them to a job, simply click the button labeled
‘Download’. To assign tasks to a job, select the radio button labeled ‘Assign tasks to the
following job’, select a job from the drop-down list, then click the button labeled ‘Download’.

CPR Toolbox displays a message indicating how CPR Toolbox 2010 [z|

many tasks were successfully downloaded and
indicates that these were not assigned. \i‘) Task download completed successFully.

13 tasks were downloaded but not assigned,
Once tasks have been downloaded, CPR Toolbox
will present the opportunity to clear the device’s
internal operations log. Select Yes to clear the log;
select No to instruct Hammer™ to retain the log.

CPR Toolbox 2010 4

\‘:{/ Would you like ko clear the operation log?

| ves | [ o
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To view downloaded tasks, select the appropriate ‘Task Source’ from the drop down menu.
All existing ‘Jobs’ are listed in this drop-down list. Unassigned tasks may be viewed by
selecting ‘unassigned’ from the drop-down list.

<Select & Job

w

Jobs | Certificates | Print Labels | D Log | Alert Settings
Create Job ign Tasks
Enter Job Mame: | Task Source |
fun
Session | Command Fesult Yerfication | Drive 5/M [or Port) Erasure Device Time ~
15 BAMG PASSED MiA WO-WMACKI027374  ATA Log 100455 10015410 16:39
Job Report 17 BAMG CAMCELLED  M/A W369P4HE ATA Log 100455 10015410 13:58
17 BAMG CAMCELLED  M/A WD-WMACKI027374  ATA Log 100453 10015410 1358
<Aelect A Job 4 17 BANG CANCELLED  Nja 3HFO3TRP ATA Log 100488 10115410 13:58
16 BAMG CAMCELLED  M/A W369P4HE AT4 Log 100453 10015410 1349
16 BAMNG CAMCELLED  M/A WD-WMACK1027374  ATA Log 100453 10015410 1349
16 BAMNG CAMCELLED  M/A 3MFOZTPP ATA Log 100453 10015410 1349
9 BANG CAMCELLED  M/A 369P4HE Hammer 100455 10004410 0835
9 BANG CAMCELLED  M/A Wh-WMASZZ710519 Hammer 100455 10004410 0835
g BANG PASSED 1A Wh-WMASZZ710519 Hammer 100455 10001410 19:25
g BANG PASSED 1A B511752H Hammer 100455 10001410 19:25
7 SECURITY ERASE  PASSED A Wh-WMASZZ710519 Hammer 100455 10001410 1838w

Figure 45 - Downloaded tasks are not currently assigned to a ‘Job"
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Users may assign tasks to an existing job by using the drop-down list provided. First, select
the tasks to be assigned, then select the appropriate job from the list. Once selected, click

the button labeled ‘Assign To”.

Jobs | Certificates | Print Labels | Device Log | Alert Settings
Create Job Assign Tasks
Enter Job Marme: | Task Source
unassigned v
Session | Command Fiesult Yerlfication | Drive S/ [or Port) Erasure Dievice Time e
9 BANG CAMCELLED  NfA Y369P4HE Hammer 100455 10004410 05:35
Job Report 9 BANG CAMCELLED  NfA WD-WMAGZZ7 10519 Hammer 100455 10404410 05:35
g BAMNG PASSED A WO-WMABZ 2710319 Hammer 100455 10101410 19:25
<Select A Jobz- > 8 BANG PASSED  hjA B611752H Hammer 100488 10101110 19:25
7 SECURITY ERASE  PASSED T WD-WMAGZZ7 10519 Hammer 100455 10001410 18:38
7 SECURITY ERASE  PASSED MiA SFGZHLMP Hammer 100455 10401410 18:38
& SECURITY ERASE  CAMCELLED  MjA SFGZHLMP Hammer 100455 10401410 18:36
5 BANG CAMCELLED  NfA SOMEJ10PS01007 Hammer 100455 091710 19:07
22 EANG CANCELLED  MfA STREOSMHIZ=0TW Hammer 100455 10428410 17:33
22 BAMNG CAMCELLED  MfA B&11752H Hammer 100455 10428110 17133
21 BANG PASSED {1FY WO-WRL0ASDI957E Hammer 100455 10027410 12:06
—E ik B L= SRR =T 1] D=L 049919576 Hammer 100455 10027410 12:00 W
|- Jobi v

Figure 46 - Assigning tasks to an existing job

CPR Toolbox provides a mechanism for making task selections based on predefined criteria.

Right-click in the jobs list to reveal a

context menu which includes the following

select filters:

e Select All

e Deselect All

e Invert Selection

e Select all ‘Hammer’

e Select all ‘'SCSI Hammer’

e Select all ‘Pass’

e Select all ‘Fail’

e Select all ‘Cancel’

e Select all ‘Bang’

e Select all ‘Sec Erase’
e Select all ‘Clone’

e Select all ‘Verify’

Assign Tasl
| Task Source |
unassigned w
Session | Command Result Verfication | Drive S
= EAMG CAMCELLED  Mja Y360PY
v| 2 EAMNG P W D-WH
Select all
g BAMG WD
Deselect Al
g BANG _ BE1175
Imwert Selection
7 SECURITY WD
7 SECURITY  Select all "Hammer" SFizZHU
[ SECURITY  Select all "SCSI Hammer" SFiz2HU
g BAMG SOMEL
. Select all "Pass”
22 BANG colect all "FALL" STF&0S
22 BANG :lect a” eACEL B61175
21 BANG SIet 4 WD
20 BAMG Select all "BaMG" | WD
Select all "SEC ERASE" |
Aszign To:| | Jobl
o Select all "CLOME"
Select all "WERIFY" |
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To create a Job, simply
text box labeled ‘Enter
button labeled ‘Create’.

type the new job name in the
Job Name’, then click the

Jobs | Certificates | Print Labels

Create Job

Device Log

Al

Enter Job Mame:

Job Report

unassigned b

Generate

——

unassigne

Sessi

FEEEEE]
bt Y I xR« R VR

Hammer™ Tips:

The default location for user created Jobs is:

Each job created will be a folder under this location.

C:\Documents and Settings\<user>\My Documents\CPR Tools Utilities Suite\Jobs

A job report may be generated for any existing job or for tasks which remain unassigned.

Select the appropriate entry from the drop-down list provided, then click the button labeled

‘Generate’.

Job: unassigned

|Rep0rt far Job: "unassigned”. {10/29/10 11:42:16 AM)

<Fil

<Fil

<Fil

<Fil

e: 100488 _10_WD-WMASZZ7 10819, bsk >
Device Type: Device! Hammer
Sequence Mumber: 10

Command: BAMNG,

Reesulk: CAMCELLED,

Yerification: M/ 4.

Drive Model: WDC WD 100BB-00aLA1L,
Drive Serial: WD-WMAGZZF10519,
Time Skamp: 10405410 17:33

e: 100488 _10_¥369P4HE bsk>
Device Type: Device! Hammer
Sequence Mumber: 10

Command: BAMNG,

Reesulk: CAMCELLED,

Yerification: M/ 4.

Drive Model: Maxkor 6% 12000,

Drive Serial: ¥369P4HE.

Time Stamp: 10405410 17:33

e: 100488_11_WD-WMASZZ7 10819, bsk >
Device Type: Device! Hammer
Sequence Mumber: 11

Command: BANG,

Reesulk: CAMCELLED,

Yerification: M/ 4.

Drive Model: WDC WD 100BB-00aLA1L,
Drive Serial: WD-WMAGZZF10519,
Time Skamp: 10405410 17:37

e 100488_11_¥369P4HE sk
Device Type: Device! Hammer
Sequence Mumber: 11

Command: BANG,

Figure 47 - A Job Report
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The Job Report window provides the facility to Save or Print Hammer™ Tips:
the current report. Clicking the button labeled ‘Save’ will Saved Jobs may be selected on the
cause CPR Toolbox to present a ‘Save Job’ dialog box in Cert Tab to produce a series of
which the user may select from three (3) available file Certificates of Compliance after the
formats: Plain Text (.txt), Comma Separated Values (.csv) fact. This is an important audit
or eXtensible Markup Language (.xml). trail feature of Hammer™.

Save lob E|

Select desired output format{s) below and click the "Save" button.

Select all that apply:*
D Texk
sy
[

* Proper extensions will be added automatically.

¢ Cancel |

Figure 48 - Saving a job as a file
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The “Certificates” Tab — CPR Toolbox™ Reporting

Harmmer 100455 || Download Tasks
Jobs  Certificates | Print Labels | Device Log | Alert Settings
Cert Data Source Certificate Info
i Erasure Performed By:  Phone: Organization
(%) Device Memary
Certificate Issued To!
() From File
Backup Made  Backup Location
O
Final Media Disposition
() From Job
Maokes
[ Generate ] [ Display Existing ]

Figure 49 - Cert Tab

The ‘Cert’ tab provides an interface through which a ‘Certificate of Compliance’ may be
printed to document erasure actions performed by Hammer™. Certificates generated by
CPR Toolbox™ and Hammer™ listed here fully comply with recommendations specified in
NIST 800-88.

Sources for Certificates of Compliance

Begin by selecting the source data for the certificate to be generated. This is done in the
‘Cert Data Source’ section which presents three options, ‘Attached Drives’, ‘Hammer
Memory’ or ‘From File’. Selecting ‘Hammer Memory’ will instruct Hammer™ to use the last
action stored in NVRAM as a source for the certificate to be generated. Selecting ‘Attached
Drives’ will instruct Hammer™ to read log data which was previously stored on each
attached drive. Selecting ‘From File’ will enable the selection box and ‘Browse’ button. This
allows the user to print specific tasks from ‘job’ (.tsk) files, located in the Job folder.

To generate a Certificate of Compliance, click the Hammer™ Tips:
‘Generate’ button. Users may choose to complete the
available form fields which help in identifying the
person(s) involved in the erasure of data from drives
attached to Hammer™. Figure 50 depicts the ‘Cert’
tab with form fields completed.

Fully completing the form fields
prior to generating a Certificate
of Compliance ensure certifiers
will meet guidelines established
by NIST 800-88.
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Hammer 100455

v | IDownload Tasks

lobs  Certificates | Print Labels | Device Log | Alert Settings

Cert Data Source Certificate Info

() Attached Drive(s) Erasure Performed By Phone: Organization

| Technician Dan | | 555-5555 | | IT Department
@' Device Mermory

Certificate Issued To:
C‘ From File | Anyvcompany, Inc,
| Backup Made  Backup Location

| Storage Server Partition 1

Final Media Disposition

() From Job | Redeplayed internally

Mates

These drives originated in the Accounts Payable department

[ Generate ]

[ Display Existing ]

Figure 50 - Cert Tab - Form fields completed in preparation of generating a Certificate of Compliance.

A sample Certificate of Compliance is shown in Figure 51. Each generated certificate may
list up to four (4) drives upon which Hammer™ has taken action.
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Certificate of Compliance

NIST-800-88

1

ﬁi';‘q'ggfte 100174_1208081036 Date:  |Dec 08, 2008[Time:/10:36 AM
Device ID: 100174 Revision:|v4.00:5B2D

Organization: IT Department

Performed By: Technician Dan Phone: |555 5555

Sighature:

Issued To: Anycompany, Inc.

Data Backed Up: Yes Location: Backup Storage Server, partition

Final Disposition
of Media:

Redeployed Internally

Additional Notes:

This drive originated in the Accounts Payable Department

Drives annotated with PURGE have been erased with a Hammer™ SECURITY ERASE COMMAND which

complies with NIST-800-88 data "PURGING" guidelines, the strictest erasure method defined by NIST.

Drives annotated with CLEAR have been erased with a Hammer™ ERASE COMMAND which complies with NIST-

800-88 data "CLEARING" guidelines.

Model Serial Number | Method |Result|Verification| Checksum
ST310215A 3HGO32AF CLEARED | PASS N/A N/A
ST310215A 3HG032D2 CLEARED | PASS N/A N/A
ST310215A 3HG048D4 PURGED | PASS N/A N/A

Hitachi HDT725050VLAT80 |VF4400R4D4HTUH | PURGED | PASS N/A N/A

This certificate will serve as record of compliant data eradication having
been performed on the drives listed above.

Figure 51 - Sample ‘Certificate of Compliance’
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Customizing Certificates of Compliance
To customize certificates of compliance, printed from the ‘Cert’ Tab, users may:

e Create a custom Bitmap Image file (.bmp) to be used as the custom logo for
Certificates of Compliance.
0 This should be placed in C:\Documents and Settings\<user>\My
Documents\CPR Tools Utilities Suite\lmages\
o0 Name this bitmap image file certlogo.bmp.
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The “Print Labels” Tab — CPR Toolbox™ Reporting
(Requires: Optional Bluetooth Printer)

NOTE: This release of CPR Tools Utilities Suite and related Hammer™ / SCSI Hammer™ firmware
represents the last release which will support the optional Bluetooth Printer and related label printing
functions.

Jobs | Certificates  Print Labels | Device Log | Alert Settings -

Label Source

Operation State

Figure 52 - Print Labels tab

If the optional Bluetooth printer is present, this tab may be used to generate labels for
drives erased or cloned with Hammer™,

Bluetooth Printer — Compliance and Audit Trails:
Compliance with regulations, rules and laws generally call for an audit trail of some type. Hammer™
and CPR Toolbox™ facilitate this through the use of generated ‘Certificates of Compliance’.

Hammer™ and CPR Toolbox™ generate ‘Certificates of Compliance’ which conform to NIST
800-88 recommendations.

The optional Bluetooth Printer makes asset tracking and keeping audit trails even easier. As drives are
erased — with or without CPR Toolbox™ — labels may be printed which detail the erasure process. These
may then be affixed to the processed drive, providing anyone with physical access to them with the
information needed to track their further use. Choosing to store log information on the drive allows
administrators to print Certificates of Compliance after the fact. Labels affixed to the drives themselves
clearly identify drive status.

Hammer™ provides this functionality to help companies, organizations and agencies with the tools to
keep records of compliance.
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The Print Labels tab allows the user to select the data source from which labels will be

printed.
e Selecting ‘Hammer Memory’ will instruct

CPR Toolbox™ to use the device’s internal
memory as a source of data from which
labels are to be printed.

e Selecting ‘Attached Drive(s)’ will instruct
CPR Toolbox™ to use the logs stored on
the drive(s) attached to Hammer™ as a
source of data from which labels are to be
printed.

i

Label Source
-@'-Hammer Mernory
i akbached Drivels)

® Print all

i IPrinE Only: |

0 This assumes that ‘Save Log to Drives’ is enabled.

If ‘Attached Drive(s)’ is selected (default), users may choose ‘Print All’ which will print labels
from all drive sources found or, if ‘Print Only’ is enabled, select from a specific drive from

which source data will be used to print labels.

If ‘Hammer Memory’ is selected, user may select ‘Print All’ which will print labels from all
drive ports for which Hammer™ has maintained a log or, if ‘Print Only’ enabled, select from
a specific Hammer™ Port from which source data will be used to print labels. Hammer™

ports are:
e A PATA
e A SATA
e B SATA
e B PATA

)/ errroous
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The “Device Log” Tab — CPR Toolbox™ Reporting

Harnmer 100488 ~ || Download Tasks
Jobs | Certificates | Print Labels  Device Log | Alert Settings
Device Log

SATA A - Hitachi HDT7210105LA360 S/M: STFEOSMH1Z2X0T'W {Destination | Mok Locked | Task 38587¢
Stark Time: 11402410 at 0940, Time to Complete: 06 Minukeis) .
Command: BAMG, Status: PASSED,
Command: YERIFY. Skatus: /A,
PATA B - Maxtor 6B200R0 S/ BE11752H (Destination | Mot Locked | Task 385875968)
Stark Time:; 11402410 at 0940, Time to Complete; 06 Minukeis) .
Command: BAMG. Status: PASSED.
Command: YERIFY, Status: M4,

Figure 53 - Log Tab

The ‘Log’ tab displays a log of the most recent action Hammer™ has completed.

In the example shown in Figure 53, two (2) drives have been subjected to eradication using
NIST 800-00 ‘Clear’. The information shown in the Device Log screen includes information

about each drive as well as the start time and elapsed time:

SATA & - Hitachi HDT7210103LA360 5k STRAOSMHIZ:0TwW {Destination | Mot Locked | Task 3855875
Start Time; 11402410 at 0940, Time bo Complete: 06 Minukeds) |
Command: BANG, Status; PASSED,
Zommand: YERIFY. Status: M/A,
PATA B - Maxtor 6B200R0 SfM: BA11752H {Destination | Mok Locked | Task 385875968)
Start Time: 11402410 at 09:40. Time bo Complete: 06 Minukeis) .
Command: BAMG, Status: PASSED,
Command: YERIFY. Status: M/A.
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The “Alert Settings” Tab — CPR Toolbox™ Reporting

Harmer 100485 w || Download Tasks

Jobs | Certificates | Print Labels | Device Log Alert5ettings|

Selected Device
<5elect a Device = w Add Device

Figure 54 - Alert Settings Tab

The Alert Settings tab provides a method for email
alerts to be issued at pre-defined periods during a an
action performed by any CPR Tools’ device (PSIClone™,
Hammer™, SCSI Hammer™, etc...).

This version of CPR Toolbox™ allows for the
configuration of alert settings for devices not currently
attached to the host PC.

Begin by either selecting a currently connected device
from the ‘Selected Device’ drop-down list or by clicking

CPR Toolbox™ Notes:

The ability to send email alerts
requires an underlying connection to
the internet, usually through a
network to which the host PC running
CPR Toolbox™ is connected. If no
internet connection is present,
sending of alert emails will fail.

the ‘Add Device’ button to configure Alert Settings for a device not currently connected.
This is discussed in the section titled Alert Settings for Devices not currently connected

beginning on page 91 of this guide.

Jobs | Certificates | Print Labels | Device Log AlertSEttings|

add Device

I Email Setii H | DOARR
Figure 55 - Working with a connected CPR Tools" device

Figure 55 depicts the currently
connected Hammer™ as the
selected device.
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To instruct CPR Toolbox™ to send alert emails, check the box labeled ‘Enable Email Alerts’
and provide information in the fields named:

e Sender
0 A valid email address which will serve as the ‘from’ address for the alert being
sent.
e Recipient
0 A valid email address to which the alerts will be sent.
e Server Name
0 The mail server to be used for sending (SMTP).

Figure 56 shows the Email Configuration section of the Alert Settings tab.

Jobs | Certificates | Print Labels | Device Log AlertSettingsl

Selected Device
[Harnrner 10045 w Add Device

Email Settings: Hammer 100488 Alert Settings
[T]Enable Email Alerts

(Connected)

Sendar Minutes

Percent
Recipient

Server Mame:

Test Sethings

[ Save ] [ Restaore Default$] ’ Hefresh]

Figure 56 - Email Configuration
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Figure 57 shows the Email Configuration section filled out with sample data.

Enable Email &lerts

Email Settings: Hammer 100488

Sender | labl@cpriools.net

Recipient | technician, dan@cprtools, net

Server Mame: | mail. cprbools, net

Authentication Required

Figure 57 - Email Configuration, sample data shown

Credentials Required @

If the outbound server requires authentication,
check the box marked ‘Authentication Required’
which will cause CPR Toolbox™ to request the
required login credentials as shown in Figure 58.

CPR Tools recommends testing all new email alert
configurations. This may be accomplished by
clicking the ‘Test Settings’ button after completing
the fields above. Clicking ‘Test Settings’ will
attempt to send a test email using the information
provided. If the information entered is sufficient to
send an email successfully, CPR Toolbox™ provides
a confirmation dialog and sends a test email to the
recipient.

The confirmation dialog is displayed in Figure 59.

Login

Re-Enter Password

[ ok [Cancel]

Figure 58 - Enter Login Credentials, if

required

CPR Toolbox 2010 x|

L] "_q Test email senk successfully,
L

Figure 59 - Email Test is Successful
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Successful sending of the test email should result in the destination/recipient address’
receipt of an email similar to the one depicted here:

Email settings test email.

Sender: labl@cprtools.net

Recipient: technician.dan@cprtools.net
Server: mail.cprtools.net

Authentication Required: No

The right side of the Alert Settings tab provides configuration options which are used to
determine when Email Alerts are sent by CPR Toolbox™. This is shown in Figure 60.

Jobs | Certificates | Print Labels | Device Log AIertSettings|

Selected Device
Hammer 100433 {Connected) w Add Device

Email Settings: Hammer 100488 Alert Settings
Enable Email Alerts [Jalert On Start
Sender labl@cprtools. net |:| Alert Every: Minukes

o — [ alert Every: Percent
Recipient | technician. dan@cprtools.net
Server Mame: | mail.cprbools.net
i [ alert on End

Authentication Required

 Test Settings |

Save [ Restore Defaults | | Refresh |

Figure 60 - Alert Settings Configuration

To be alerted by email upon the ‘start’ of a Hammer™/CPR Toolbox™ operation, check the
box marked ‘Alert on Start’

To instruct CPR Toolbox™ to send email alerts at regular intervals during a Hammer™/CPR
Toolbox™ operation, check the box marked ‘Incremental Alerts’ and set either a value in
minutes or percentage complete for the period at which email alerts will be sent.

To receive email alerts when Hammer™/CPR Toolbox™ receive errors during an operation,
check the box marked ‘Alert on Error’ and select from ‘First’, ‘All’ or select a value for how
many errors should be encountered before Hammer™/CPR Toolbox™ sends an alert.

To be alerted when the operation is complete, check the box marked ‘Alert on End’.
The alert settings created are tied to the device listed in the ‘Selected Device’ list. This

version of CPR Toolbox™ allows for the creation of custom alert settings for CPR Tools’
devices which are not currently connected to the host PC running CPR Toolbox™.
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Alert Settings for Devices not currently connected

To begin configuring custom alert settings for a CPR Tools device not currently connected to
the host PC running CPR Toolbox, click the ‘Add Device’ button.

Jobs | Certificates | Print Labels | Device Log AIertSettings|

Selected Device

Harmmer 1004588 (Connected)

w [ Add Device ]

Figure 61 - The 'Add Device' button

CPR Toolbox™ will respond by presenting the ‘Enter
Device Information’ dialog box, as depicted in Figure
62.

Select a CPR Tools’ device type from the drop-down
list. Types of devices include:

e PSiIClone
e Hammer

e SCSI Hammer

e Sledge Hammer Control Box

Once a device type has been selected, enter the
device serial number in the field labeled ‘Device
Serial’. Once this information has been added, click
the button marked ‘OK’ to save the manually added
device in CPR Toolbox™,

Users may now configure alert settings by following
the steps shown, beginning on page 89 of this guide.

When the described device is connected, the settings
created will automatically be enabled.

Enter Device Information [5_<|

=5elect Onex

Device

T

[ (8] 4 ] [Cancel]

Figure 62 - Enter Device Information

Enter Device Information E'
Device T
PSIClone v
Device Serial
0100117
[ ok | [Cancel]
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Best Practice Recommendations

Organizations using CPR Tools’ data eradication devices should adhere to any regulations,
laws or rule sets which apply to their handling of end-of-life data.

By understanding the result codes and how they should be interpreted, IT managers and
those responsible for eradication management may make informed decisions in the physical
handling of these hard drives.

Figure 63 offers a matrix of operations, results and recommended actions which CPR Tools
considers ‘Best Practice’ handling of drives subjected to data eradication using the
Hammer™ line of data eradication products. These guidelines are a direct result of the data
recovery expertise gained over decades and the wealth of knowledge of hard drives and
their inner workings developed by CPR Tools engineers and technicians.

Operation(s) Erasure | Verify
Performed Result Result Recommendation NIST-800-88 Compliance
SECURITY ERASE | PASS PASS Safe for disposal. PURGE
WITH FULL PASS FAIL Retry operation or degauss and physically destroy. N/A
VERIFY FAIL N/A Retry operation or degauss and physically destroy. N/A
Not fully verified, sensitivity of data must be
SECURITY ERASE | pags |  pass | considered before disposal. PURGE
Wl\T/EFSEJ(CK PASS FAIL Retry operation or degauss and physically destroy. N/A
FAIL N/A Retry operation or degauss and physically destroy. N/A
Not verified, sensitivity of data must be considered
S\Aﬁgﬁf\"yf&?ﬁf PASS NIA__| before disposal Y | PURGE
FAIL N/A Retry operation or degauss and physically destroy. N/A
BANG PASS PASS Safe for disposal. CLEAR
WITH FULL PASS FAIL Retry verify or degauss and physically destroy. N/A
VERIFY FAIL N/A Retry operation or degauss and physically destroy. N/A
BANG Not f_uIIy verified, sensitivity of data must be
PASS PASS considered before disposal. CLEAR
Wl\T/EFSEJ(CK PASS FAIL Retry verify or degauss and physically destroy. N/A
FAIL N/A Retry operation or degauss and physically destroy. N/A
BANG Not verif_ied, sensitivity of data must be considered
WITH NO VERIEY PASS N/A before d|spo§al. : CLEAR
FAIL N/A Retry operation or degauss and physically destroy. N/A

Figure 63 - CPR Tools 'Best Practice' recommendations
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Customization

Customizing the Look and Feel of CPR Toolbox™
The default logo presented in the main CPR Toolbox window can be customized. To add a
custom logo to CPR Toolbox:
1. Create a Bitmap Image file (.bmp) to be used as the custom logo/background
image
2. Place your image in C:\Documents and Settings\<user>\My Documents\CPR
Tools Utilities Suite\lmages
3. Name this file backlogo.bmp
4. Close and restart CPR Toolbox. Your new logo will appear as the main window
background.
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Using CPR Toolbox™ with Multiple CPR Devices

CPR Toolbox™ was designed to simplify working
with CPR Devices (PSIClone™, Hammer™, etc...).
One key feature of CPR Toolbox™ is the ability to
work with multiple CPR Devices at the same

time.

CPR Toolbox™ displays all connected devices
(and the drives connected to them) in the
horizontal pane at the left of the screen, as shown below.

CPR Toolbox™ Tips:

Use CPR Toolbox™ to manage and control
multiple CPR Devices. Commands issued
run concurrently; this saves time and
increases productivity.

Bl File Edt View Help

o 5] @
Rescan Contral Panel Drrive Info
Drive List o x

@ Hammer 100488
=D SATA A Hitachi HDT 7210105 L4360
=) PATA B: Maxtor BB200R0

@ PSiClone 100117
=) PATA B: HDS728040FLAT 20

E_-J,‘;;J

Recover

Drrive Utils

Security

Reporting

= ‘ H ;__*H @
Save  Print  About

Hammer 100483 - Control Panel r Reporting/y PSIClone 100117 - Control Panel x]

A Side: Mot powered
LB&: nfa Sizer nda

A Side

[BSY | [DRDY | [DF/SE][DSC][DRO ] [CORR | [IDX][ERR |

B Side
PATA B: HDS728040PLAT20
LBA: 80418240 Size: 33 GB

[BSY | [DRDY | [DF/SE][DSC][DRO ] [CORR | [IDX][ERR |

Image|:|-3ne Fast Clone | Bang | MDS Hash | Format | Compare | HPA | DCO | Device Options -

Start Sector

Source Drive (A-Side)

End Sector

Destination Drive (B-Side)

Image File Marme

Error: Source Drive Mot dvailable,

Figure 64 - CPR Toolbox™ controlling multiple CPR Devices

A key feature of using CPR Toolbox™ to control multiple devices is the ability to perform

actions simultaneously.
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Figure 64 and Figure 65 depict CPR Toolbox™ with two (2) CPR Devices attached.

Hammer™ Device (S/N 100488) is displayed performing an erasure.

E| File Edit View Help
~ e ®
Rescan Caontraol Panel Drive Info
Drive List . x

B Hanmer 100488 (22)
9 SATA A: Hiachi HDT7210105LA360
9 PATA B: Mastor 68200R0

@ FsiClone 100117
9 PATA B: HDS728040PLAT20

2

Recover

i~
Drrive Utils

EJE

Repaorting

Security

‘H@

Save  Prin

t  About

Hammer 100488 - Control Panel xr Reporting r PsIClone 100117 - Control Panel

A Side

PATA A: ot connected

PATA B: Maxtor BB200R0

LBA: nfa Size:nfa ° LBA: 35251671 Size: 16 GB
SATA A Hitachi HDT 721010504360 SATA B: Mot connected
LBA: 35251671 Size: 16 GB LBA&: nfa Size: nfa

EZ Hammer Hammer* | Verify | Settings -
0 = Destinab
SATA A: Hitachi HDT7210105LA360
PATA B: Maxtor 6B200R0
Active Job:
I Quicklodk Progress

Operation State Percent Done

Initialize: Complete

Erase Drive Running 2%

Figure 65 - CPR Toolbox™ with multiple CPR Devices

Hammer (S/N 100488) shown performing an erasure

Figure 65 clearly shows an erasure being performed by the Hammer™ device shown in the
middle of the left horizontal pane. This is able to be determined by the red circle which
highlights the Hammer™ icon in the left vertical pane.

CPR Toolbox™ Tips:

When selecting a CPR Tools device (PSIClone™,
Hammer™, etc...) using CPR Toolbox™, the backlit
LCD of the device will become illuminated to assist
in identifying which device is the foreground
device in the CPR Toolbox™ view.
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FAQ / Troubleshooting

1. After starting Hammer™, not all attached hard drives are recognized.
> Power off Hammer™. Ensure power cables, splitters and data cables are well-
seated.
> Ensure all attached PATA drives are set to ‘Master’.

2. CPR Toolbox™ does not display any attached CPR Tools devices.
= Ensure USB Cable is attached to both Hammer™ and the host PC.

3. Windows® asks for a driver when | plug in Hammer™ to a USB port on my PC.
* This typically means that Hammer™ has been connected to a USB 1.0 or USB
1.1 port. USB 2.0 is required when using Hammer™ with CPR Toolbox™ and
a host PC.

4. Why is the Security Erase procedure taking a relatively long time for a drive that
Identified as being only a few GB?

2 The drive may have had an HPA/DCO set, making the drive appear smaller
than it is. Security Erase will typically ignore drive size limitations set by HPA
or DCO.

To ensure that Hammer™ will erase all data, be certain to enable “Clear
HPA/DCO”.
O If using Hammer™ in stand-alone mode (without CPR Toolbox™),
this is done within the ‘Operations’ menu under ‘Clear HPA/DCO’.
O If using Hammer™ with CPR Toolbox™, this may be accomplished by
checking the box marked ‘Clear HPA/DCO’ on the ‘Hammer’ tab (run
time settings) or on the ‘Settings’ tab (user default settings).
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Product Specifications

CHARACTERISTIC

SPECIFICATION

Drive Interfaces:

Parallel ATA (PATA) & Serial ATA (SATA)

Host Interface:

USB 2.0

Max Transfer Rate:

Up to 4.0 Gigabytes per minute

Input Voltage:

Max: 3.5 A/ Typical: 1.6 A

Input Current:

+12 VDC

Voltage Supplied to Drives:

+12VDC, +5VDC

Operating Temperature Range:

0° to 50° Celsius

Storage Temperature Range:

-20° to 60° Celsius

Operating/Storage Humidity Range:

5% to 95% (non-condensing)

Device Addressing Support:

28 bit and 48 bit supported

Max Transfer Mode:

UDMA Mode 4

Supported Protocols:

ATA 4 through ATA 7

Dimensions:

415" L x1.41”Hx4.16 " W

Approx. Device Weight:

11 oz.
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Glossary of Terms

ATA

AT Attachment defines the physical, electrical, and command protocols for the internal attachments of
storage devices to a host. Hammer™ supports devices that conform to ATA specification 4, 5, 6, or 7.
Also See PATA and SATA.

ATA Device
Any device that conforms to the ATA specification®.

Bang

‘Bang’ is CPR Tools’ term for writing a pre-defined pattern to a drive. This function is used for erasing
(overwriting data on) a drive. This term is derived from CPR Tools’ BangDisk™ line of data erasure
utilities. An embedded version of BangDisk™ is included with Hammer™ for use when attached drives
do not support the ATA Security Erase command.

Clone

To copy all data from one drive and write it to another, creating an exact copy of the source drive.
The cloning process copies data on a sector-by-sector basis. Hammer™ copies from a source drive
attached to side A to as many as three (3) other attached drives.

DCO

Device Configuration Overlay - A hidden area on many of today’s HDDs is the Device Configuration
Overlay (DCO). The DCO allows system vendors to purchase HDDs from different manufacturers with
potentially different sizes, and then configure all HDDs to have the same number of sectors. An
example of this would be using DCO to make an 80 Gigabyte HDD appear as a 60 Gigabyte HDD to
both the OS and the BIOS.

Hammer™ is capable of detecting and clearing DCO.

HPA
Host Protected Area — Host Protected Area sometimes referred to as Hidden Protected Area is an area
of a hard drive that is not normally visible to an operating system.

Hammer™ is capable of detecting and clearing HPA.

PATA

Parallel ATA, describes the physical and electrical hard drive interface that uses a 40 pin connector to
interface with host and device. Hammer™ incorporates a PATA interface on side A and another on
side B.

P1O

Programmed Input/Output, transferring data between device and host one sector at a time. Also PIO
mode is used to send commands to an ATA device. PIO mode is the slowest means of transferring
data between a host and a device.

Power Cycle
Involves powering off a drive, waiting for a short delay, then powering the drive on and waiting for the
duration set by ‘Power on Timeout’ before proceeding.

SATA
Serial ATA, describes the physical and electrical hard drive interface that uses a 7 pin connector to
interface with host and device. Hammer™ incorporates a SATA interface on side A and another on
side B.

Sector
A group of 512 bytes that has a unique address (LBA). This is the smallest amount of data that can
be addressed at a time from the ATA interface.
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S.M.A.R.T.

Self-Monitoring, Analysis, and Reporting Technology, or S.M.A.R.T., is a monitoring system for
computer hard disks to detect and report on various indicators of reliability, in the hope of anticipating
failures.

The technical documentation for S.M.A.R.T. is in the AT Attachment standard.”’

UDMA

Ultra Direct Memory Access, transferring data between device and host in bursts of multiple sectors at
a time. There are seven UDMA modes with mode 6 yielding the fastest transfer rate and mode 0
yielding the slowest transfer rate. Hammer™ currently supports UDMA modes up to and including
mode 4.

7 http:/iwww.t13.0rg/Documents/UploadedDocuments/docs2006/D1699r3f-ATA8-ACS. pdf
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Customer Support
For more information, please visit us on the World Wide Web at http://www.cprtools.net/.

Technical support requests for the Hammer™ should be sent via CPR Tools’ online support
ticket system located at http://tickets.cprtools.net/

Visit http://www.cprtools.net for our complete offering of hardware and software for data
recovery and data security including:

> PSIClone™
0 CPR Tools’ flagship hardware product. A fully functional, hand-held data
recovery lab.
» HDD Adapters
0 A full suite of sturdy adapters to simplify working with a variety of form
factors.
Head Combs
o0 Pre-fabricated head loaders; a must for hardware based data recovery efforts.
BangDisk32™
o HDD Sanitizing utility for Microsoft Windows.
> AlarmDisk™
0 Windows based system monitor, provides alerts to unauthorized HDD access.

v

Product specifications, User’s Guides, Instructional Videos and more are available at
http://downloads.cprtools.net
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